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Preface

The International Conference “Foundations of Software Science and Computa-
tion Structures” (FOSSACS) is a constituent of the “Joint European Conferences
on Theory and Practice of Software” (ETAPS). The present volume contains the
contributions to FOSSACS’99, the second conference in this series, which took
place in Amsterdam.

As formulated in the call for papers, FOSSACS focusses on “papers which offer
progress in foundational research with a clear significance for software science.
A central issue is theories and methods which support the specification, trans-
formation, verification, and analysis of programs and software systems.” The
articles in this volume represent a wide spectrum of approaches to this general
aim. In many papers, one finds the study of new concepts and methods which
are motivated by recent trends (or problems) in the practical use of software and
information technology.

The volume contains 18 contributed papers, preceded by three invited papers.
The first, by M. Abadi, accompanies his “unifying invited lecture” addressed to
the whole ETAPS audience. The second, by J. Esparza and J. Knoop, contains
an application of the results presented by J. Esparza in his invited lecture to
FOSSACS’99. The third summarizes an invited tutorial by D. Sangiorgi pre-
sented to ETAPS’99.

The selection of the contributed papers was in the hands of a programme com-
mittee consisting of R. di Cosmo (Paris), E.A. Emerson (Austin, TX), J. Engel-
friet (Leiden), H. Ganzinger (Saarbriicken), D. Kozen (Ithaca, NY), B. Jonsson
(Uppsala), A. Jung (Birmingham), M. Nielsen (Aarhus), T. Nipkow (Munich),
D. Niwinski (Warsaw), C. Palamidessi (University Park, PA), A. Petit (Cachan),
C. Stirling (Edinburgh), and W. Thomas (Aachen, chair). From 40 submis-
sions, 18 were selected in a procedure which consisted of an e-mail discussion
and a physical meeting in Aachen. Four members were present at this meeting
(H. Ganzinger, B. Jonsson, A. Petit, W. Thomas); the others were contacted
by e-mail in individual cases and provided with intermediate summaries of the
discussion. I would like to thank all members of the programme committee and
all subreferees for their diligent work and efficient cooperation. Special thanks
go to Marianne Kuckertz and Jesper G. Henriksen for their excellent support
regarding secretarial work and the electronic infrastructure and communication.

Aachen, January 1999 Wolfgang Thomas
FOSSACS’99 Programme Committee Chair
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Foreword

ETAPS’99 is the second instance of the European Joint Conferences on Theory
and Practice of Software. ETAPS is an annual federated conference that was
established in 1998 by combining a number of existing and new conferences.
This year it comprises five conferences (FOSSACS, FASE, ESOP, CC, TACAS),
four satellite workshops (CMCS, AS, WAGA, CoFI), seven invited lectures, two
invited tutorials, and six contributed tutorials.

The events that comprise ETAPS address various aspects of the system de-
velopment process, including specification, design, implementation, analysis and
improvement. The languages, methodologies and tools which support these ac-
tivities are all well within its scope. Different blends of theory and practice are
represented, with an inclination towards theory with a practical motivation on
one hand and soundly-based practice on the other. Many of the issues involved
in software design apply to systems in general, including hardware systems, and
the emphasis on software is not intended to be exclusive.

ETAPS is a loose confederation in which each event retains its own identity,
with a separate programme committee and independent proceedings. Its format
is open-ended, allowing it to grow and evolve as time goes by. Contributed talks
and system demonstrations are in synchronized parallel sessions, with invited
lectures in plenary sessions. Two of the invited lectures are reserved for “unify-
ing” talks on topics of interest to the whole range of ETAPS attendees. As an
experiment, ETAPS’99 also includes two invited tutorials on topics of special
interest. The aim of cramming all this activity into a single one-week meeting
is to create a strong magnet for academic and industrial researchers working on
topics within its scope, giving them the opportunity to learn about research in
related areas, and thereby to foster new and existing links between work in areas
that have hitherto been addressed in separate meetings.

ETAPS’99 has been organized by Jan Bergstra of CWI and the University of
Amsterdam together with Frans Snijders of CWI. Overall planning for ETAPS’99
was the responsibility of the ETAPS Steering Committee, whose current mem-
bership is:

André Arnold (Bordeaux), Egidio Astesiano (Genoa), Jan Bergstra (Am-
sterdam), Ed Brinksma (Enschede), Rance Cleaveland (Stony
Brook), Pierpaolo Degano (Pisa), Hartmut Ehrig (Berlin), José Fiadeiro
(Lisbon), Jean-Pierre Finance (Nancy), Marie-Claude Gaudel (Paris),
Susanne Graf (Grenoble), Stefan J&hnichen (Berlin), Paul Klint (Ams-
terdam), Kai Koskimies (Tampere), Tom Maibaum (London), Ugo
Montanari (Pisa), Hanne Riis Nielson (Aarhus), Fernando Orejas
(Barcelona), Don Sannella (Edinburgh), Gert Smolka (Saarbriicken),
Doaitse Swierstra (Utrecht), Wolfgang Thomas (Aachen), Jerzy Tiuryn
(Warsaw), David Watt (Glasgow)



VI Foreword

ETAPS’98 has received generous sponsorship from:

KPN Research

Philips Research

The EU programme “Training and Mobility of Researchers”

CWI

The University of Amsterdam

The European Association for Programming Languages and Systems
The European Association for Theoretical Computer Science

I would like to express my sincere gratitude to all of these people and orga-
nizations, the programme committee members of the ETAPS conferences, the
organizers of the satellite events, the speakers themselves, and finally Springer-
Verlag for agreeing to publish the ETAPS proceedings.

Edinburgh, January 1999 Donald Sannella
ETAPS Steering Committee Chairman
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Security Protocols and Specifications

Martin Abadi

ma@pa.dec.com

Systems Research Center
Compaq

Abstract. Specifications for security protocols range from informal nar-
rations of message flows to formal assertions of protocol properties. This
paper (intended to accompany a lecture at ETAPS ’99) discusses those
specifications and suggests some gaps and some opportunities for further
work. Some of them pertain to the traditional core of the field; others
appear when we examine the context in which protocols operate.

1 Introduction

The method of “security by obscurity” dictates that potential attackers to a
system should be kept from knowing not only passwords and cryptographic keys
but also basic information about how the system works, such as the specifica-
tions of cryptographic algorithms, communication protocols, and access-control
mechanisms. It has long been argued that “security by obscurity” is usually
inferior to open design [55,28]. Of course, the value of writing and publishing
specifications is greater when the specifications are clear, complete, and at an
appropriate level of abstraction.

Current specifications of security mechanisms and properties vary greatly in
quality, scope, purpose, and vocabulary. Some specifications are informal nar-
rations that mix natural language and ad hoc notations. For example, the doc-
uments that describe the functioning of security protocols such as SSL [27],
SSH [63], and IKE [32] often have this style. Other specifications are precise
mathematical statements, sometimes expressed in formal calculi. These specifi-
cations have played a particularly significant role in cryptography and crypto-
graphic protocols, but also appear in other areas, for example in information-flow
analysis (e.g., [28,22,43,48]).

Many of these specifications serve as the basis for reasoning, with various
degrees of rigor and effectiveness, during system design, implementation, and
analysis. In recent years, there has been much progress in the development of
techniques for stating and proving properties about small but critical security
components. For example, a substantial and successful body of work treats the
core messages of security protocols and the underlying cryptographic functions.
In this area, theory has been relevant to practice, even in cases where the theory
is simplistic or incomplete. There seems to have been less progress in treating
more complex systems [56], even those parts in the vicinity of familiar security

W. Thomas (Ed.): FOSSACS’99, LNCS 1578, pp. 1-13, 1999.
(© Springer-Verlag Berlin Heidelberg 1999



2 Martin Abadi

mechanisms. For example, we still have only a limited understanding of many of
the interfaces, prologues, and epilogues of practical security protocols.

In this paper, we discuss specifications in the field of security, focusing on
protocol specifications. We examine specifications of several sorts:

— In section 2, we consider specifications that concern the step-by-step be-
havior of a protocol. Such specifications can be largely independent of any
assumptions or intended effects of the protocol.

— In section 3, we consider properties of protocols, in particular authentic-
ity and secrecy properties, but also more exotic properties. We emphasize
secrecy properties.

— In section 4, we view protocols in context by discussing their boundaries.
These boundaries include programming interfaces, protocol negotiation, and
error handling.

This paper is an informal, partial overview, and does not advocate any particular
methods for specification and verification. Occasionally, however, the spi calcu-
lus [6] serves in explanations of formal points. In addition, the paper suggests
some gaps and some opportunities for further work. The subject of this paper
seems to be reaching maturity, but also expanding. There is still much scope for
applying known techniques to important protocols, for developing simpler tech-
niques, for exploring the foundations of those techniques, and also for studying
protocols in context, as parts of systems.

2 Protocol narrations

The most common specifications are mere narrations of protocol executions.
These narrations focus on the “bits on the wire”: they say what data the various
participants in a protocol should send in order to communicate. They are some-
times simple, high-level descriptions of sequences of messages, sometimes more
detailed documents that permit the construction of interoperable implementa-
tions.

Following Needham and Schroeder [52], we may write a typical pair of mes-
sages of a protocol thus:

Message 1 A — B:{Nalk.,
Message 2 B — A:{Na,Np}tk.n,

Here A and B represent principals (users or computers). In Message 1, A sends
to B an encrypted message, with key K p and cleartext Ns. In Message 2,
B responds with a similar message, including Np in the cleartext. The braces
represent the encryption operation, in this case using a symmetric cryptosystem
such as DES [48]. The subscripts on Kap, N4, and Np are merely hints. It may
be understood that A and B both know the key K4p in advance and that A
and B freshly generate N4 and Np respectively, so Ny and Ng serve as nonces.

As Bob Morris has pointed out [7], the notation “Messagen X — Y : M”
needs to be interpreted with care, because security protocols are not intended
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to operate in benign environments. The network between X and Y may be
unreliable and even hostile; X and Y themselves may not deserve total trust.
So we may interpret “Message n X — Y : M” only as “the protocol designer
intended that X send M as the nth message in the protocol, and for it to
be received by Y”. One may want additional properties of this message, for
example that only Y receive it or that Y should know that this message is part
of a particular protocol execution; however, such properties cannot be taken for
granted.

A sequence of messages is not a complete description of a protocol; it must
be complemented with explanations of other forms. Protocol narrations often
give some but not all of these explanations.

— As done above, a specification should say which pieces of data are known to
principals in advance and which are freshly generated.

— A specification should also say how principals check the messages that they
receive. For example, after receipt of Message 2, principal A may be expected
to check that it is encrypted under K 4p and that the first component of its
cleartext is the nonce N4 sent in Message 1. If this check fails, A may ignore
the message or report an error. (Section 4 discusses errors further.) Checks
are an essential part of protocols. For example, the absence of a check in
the CCITT X.509 protocol [18] allowed an attack [16]; other attacks arise
when principals assume that the messages that they receive have particular
forms [9].

— The emission of Message n+1 follows the reception of Message n only in
the simplest protocols. In general, a protocol may allow multiple messages
belonging to the same session to be in flight simultaneously. The constraints
on the order of messages in SSL have often been misunderstood [60]. Other
complex protocols may be similarly confusing.

— As a convention, it is generally assumed that many protocol executions may
happen simultaneously, and that the same principal may participate in sev-
eral such executions, possibly playing different roles in each of them. This
convention has exceptions, however. For example, some protocols may re-
strict concurrency in order to thwart attacks that exploit messages from
two simultaneous executions. In addition, some roles are often reserved for
fixed principals—for example, the name S may be used for a fixed authen-
tication server. A complete specification should not rely on unclear, implicit
conventions about concurrency and roles.

These limitations are widely recognized. They have been addressed in approaches
based on process calculi (e.g., [41,6,47,38,57]) and other formal descriptions of
processes (e.g., [53,58]). The process calculi include established process calculi,
such as CSP, and others specifically tailored for security protocols. Here we
sketch how protocols are described in the spi calculus [6]; descriptions in other
process calculi would have similar features.

The spi calculus is an extension of the pi calculus [50] with primitives for
cryptographic operations. Spi-calculus processes can represent principals and
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sets of principals. For example, the process:

(vKag)(Pa | PB)

may represent a system consisting of two principals, playing the roles of A and
B as described above, in a single execution of the protocol. The construct v is
the standard restriction binder of the pi calculus; here it binds a key K 4, which
will occur in P4 and Pp. The construct | is the standard parallel-composition
operation of the pi calculus. Finally, P4 and Pp are two processes. The process
Pp may be:

c(z).case © of {y}kap in (VNB)e({y, NB}Kap)
Informally, the components of this process have the following meanings:

— c is the name of a channel, which we use to represent the network on which
the principals communicate.

— ¢(x) awaits a message on c. When a message is received, the bound variable
x is instantiated to this message. The expected message in this example is
{NA }KAB .

— case © of {ytk., m (WNp)e{({y, Np}k,,) attempts to decrypt = using
the key Kap. If x is a term of the form {M}k,,, then the bound vari-
able y is instantiated to the contents M, and the remainder of the process
((vNp)e{{y, Np} k. 5)) is executed.

— (vINp) generates Np.

— ¢{y, Ng}k,5) sends {M,Np}k,, on ¢, where M is the term to which y
has been instantiated.

The syntax of the spi calculus distinguishes names (such as ¢, Kap, and Np)
from variables (x and y), and processes (active entities) from terms (data that
can be sent in messages). We refer to previous papers for the details of this
syntax. We also omit a definition of Py4; it is similar in style to that of Pg.

Since the spi calculus is essentially a programming language, it is a matter of
programming to specify the generation of data, checks on messages, concurrency,
and replication. For these purposes, we can usually employ standard constructs
from the pi calculus, but we may also add constructs when those seem inadequate
(for example, for representing number-theoretic checks). In particular, we can
use the v construct for expressing the generation of keys, nonces, and other data.
For example, the name Ng bound with v in Pp represents the piece of data that
B generates. On the other hand, the free names of Pg (namely ¢ and Kap)
represent the data that B has before the protocol execution.

Thus, specifications in the spi calculus and other formal notations do not
suffer from some of the ambiguities common in informal protocol narrations.
Moreover, precise specifications need not be hard to construct: in recent work,
Lowe, Millen, and others have studied how to turn sequences of messages into
formal specifications [47]. To date, however, formal specifications do not seem to
have played a significant role for protocol implementations. Their main use has
been for reasoning about the properties of protocols; those properties are the
subject of the next section.
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3 Protocol properties

Although the execution of a protocol may consist in sending bits on wires, the
bits have intended meanings and goals. These meanings and goals are not always
explicit or evident in protocol narrations (cf. [7]).

There is no universal interpretation for protocols. Two usual objectives are to
guarantee authenticity and secrecy of communications: only the intended prin-
cipals can send and receive certain pieces of data. Other objectives include for-
ward secrecy [24], non-repudiation, and availability. Some objectives contradict
others. For example, some protocols aim to guarantee anonymity rather than au-
thenticity, or plausible deniability [54] rather than non-repudiation. Moreover,
many definitions have been proposed even for such basic concepts as authenticity
(e.g., [11, 30,42, 3]).

Nevertheless, there are some common themes in the treatment of protocol
properties.

— The participants in security protocols do not operate in a closed world, but
in communication with other principals. Some of those principals may be
hostile, and even the participants may not be fully trusted. Thus, interaction
with an uncertain environment is crucial.

— Security properties are relative to the resources of attackers. Moreover, it
is common to attempt to guarantee some properties even if the attackers
can accomplish some unlikely feats. For example, although precautions may
be taken to avoid the compromise of session keys, an attacker might obtain
one of those keys. A good protocol design will minimize the effect of such
events. In particular, certificates for keys should expire [23]; and when one
key is expiring, it should not be used for encrypting the new key that will
replace it.

— It is common to separate essential security properties from other properties
such as functional correctness and performance. For example, one may wish
to establish that messages between a client and a server are authentic, even
if one cannot prove that the server’s responses contain the result of applying
a certain function to the client’s requests.

Protocol properties have been expressed and proved in a variety of frame-
works. Some of these frameworks are simple and specialized [16], others powerful
and general. A frequent, effective approach consists in formulating properties as
predicates on the behaviors (sequences of states or events) of the system con-
sisting of a protocol and its environment (e.g., [62,11,31,41,51,53,14,57]). For
example, in the simple dialogue between A and B shown in section 2, the au-
thenticity of the second message may be expressed thus:

If A receives a message encrypted under K 4, and the message contains
a pair Na, Ng where N4 is a nonce that A generated, then B has sent
the message sometime after the generation of N4.

Once properly formalized, this statement is either true or false for any particular
behavior. Such predicates on behaviors have been studied extensively in the
literature on concurrency (e.g., [8, 36]).
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A richer view of authenticity also takes into account concepts such as author-
ity and delegation [29, 37]. Those concepts appear, for example, when we weaken
the authenticity statement by allowing B to delegate the task of communicating
with A and the necessary authority for this task. However, it is still unclear how
to integrate those concepts with predicates on behaviors.

Furthermore, some security properties—such as noninterference—are not
predicates on behaviors [44,45]. For instance, suppose that we wish to require
that a protocol preserve the secrecy of one of its parameters, z. The protocol
should not leak any information about z—in other words, the value of x should
not interfere with the behavior of the protocol that the environment can ob-
serve. The parameter x may denote the identity of one of the participants or the
sensitive data that is sent encrypted after a key exchange. In general, we cannot
express this secrecy property as a predicate on behaviors. On the other hand,
representing the protocol as a process P(x), we may express the secrecy prop-
erty by saying that P(M) and P(N) are equivalent (or indistinguishable), for all
possible values M and N for z (cf. [59, 33]). Here we say that two processes Py
and P, are equivalent when no third process @) can distinguish running in par-
allel with P; from running in parallel in P». This notion of process equivalence
(testing equivalence) has been applied to several classes of processes and with
several concepts of distinguishability, sometimes allowing complexity-theoretic
arguments (e.g., [21, 15,6, 38]). Now focusing on the spi calculus, we obtain one
definition of secrecy:

Definition 1 (One definition of secrecy). Suppose that the process P(x) has
at most © as free variable. Then P preserves the secrecy of « if P(M) and P(N)
are equivalent for all terms M and N without free variables.

For example, the process (vK)é({x} k), which sends z encrypted under a fresh
key K on a channel ¢, preserves the secrecy of x. Previous papers on the spi
calculus [6, 1] contain more substantial examples to which this concept of secrecy
applies.

Approaches based on predicates on behaviors rely on a rather different defi-
nition of secrecy, which can be traced back to the influential work of Dolev and
Yao [26] and other early work in this area [35,49, 46]. According to that defini-
tion, a process preserves the secrecy of a piece of data M if the process never
sends M in clear on the network, or anything that would permit the computation
of M, even in interaction with an attacker.

Next we show one instantiation of this general definition, again resorting to
the spi calculus. For this purpose, we introduce the following notation from the
operational semantics of the spi calculus; throughout, P and () are processes, M
is a term, m, mq, ..., my are names, and x is a variable.

— P - @ means that P becomes (Q in one silent step (a 7 step).

-P= (z)@Q means that, in one step, P is ready to receive an input z on m
and then to become Q.

- P (vmy,...,my){M)Q means that, in one step, P is ready to create the
new names myq, ..., Mk, to send M on m, and then to become Q.
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We represent the state of knowledge of the environment of a process by a set
of terms S with no free variables (intuitively, a set of terms that the environment
has). Given a set S, we define C(S) to be the set of all terms computable from
S, with the properties that S C C(S) and C(C(5)) = C(S); thus, C is a closure
operator. The main rules for computing C'(.S) concern encryption and decryption:

— if M € C(S) and N € C(S) then {M}n € C(S);
— it {M}n € C(S) and N € C(S) then M € C(95).

Straightforward rules concern terms of other forms, for example pairs:

— it M € C(S) and N € C(S) then (M,N) € C(5);
— if (M,N) € C(S) then M € C(S) and N € C(S).

Given a set of terms Sy and a process Py, we let R be the least relation such
that:

— R(Py, So).

— If R(P,S) and P — Q then R(Q,S).

If R(P,S)and P ™ ()Q and m € C(S) and M € C(S) then R(Q[M/x], S).
If R(P,S) and P - (vmy,...,my){M)Q and m € C(S) and my, ..., ms
do not occur in S then R(Q, S U{M}).

Intuitively, R(P, S) means that, if the environment starts interacting with pro-
cess Py knowing Sy, then the environment may know S (and all terms computable
from it, C(S)) when Py evolves to P. The environment may know some names
initially, but it does not create more names along the way. The first clause in
this definition sets the initial state of the interaction. The second one is for silent
steps. The third one deals with a message from the environment to the process;
the environment must know the message’s channel name m and contents M.
The fourth one deals with a message in the opposite direction; assuming that
the environment knows the message’s channel name m, it learns the message’s
contents M ; some new names mi, ..., mg may occur in M.
We arrive at the following alternative view of secrecy:

Definition 2 (Another definition of secrecy). Suppose that S is a set of
terms with no free variables, and P a process with no free variables. Suppose that
the free names of M are not bound in P or any process into which P evolves.
Let R be the relation associated with P and S. Then P may reveal M from S if
there exist P' and S’ such that R(P',S") and M € C(S’); and P preserves the
secrecy of M from S otherwise.

We do not have much experience with this definition of secrecy for the spi cal-
culus. It is a somewhat speculative translation of definitions proposed in other
settings.

By presenting both definitions of secrecy in the same framework, we are in a
position to compare them and understand them better. We can immediately see
that, unfortunately, neither definition of secrecy implies the other: the first one
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concerns a process with a free variable x, while the second one concerns a pro-
cess plus a set of terms with no free variables. There are also deeper differences
between them: in particular, the first definition rules out implicit information
flows [22], while the second one does not. We leave for further work explain-
ing when one definition is appropriate and when the other, and finding useful
relations between them.

Both of these definitions of secrecy rely on a simple, abstract representation
of cryptographic functions. More detailed accounts of cryptography may include
complexity-theoretic assumptions about those functions (e.g., [43]). Another,
challenging subject for further work is bridging the gap between those treat-
ments of cryptography. For instance, we may wonder whether the complexity-
theoretic assumptions justify our definitions of secrecy. Analogous questions arise
for definitions of authenticity.

4 Protocol boundaries

Often the specification of a protocol and its verification focus on the core of
the protocol and neglect its boundaries. However, these boundaries are far from
trivial; making them explicit and analyzing them is an important part of under-
standing the protocol in context. These boundaries include:

(1) interfaces and rules for proper use of the protocol,

(2) interfaces and assumptions for auxiliary functions and participants, such as
cryptographic algorithms and network services,

(3) traversals of machine and network boundaries,

(4) preliminary protocol negotiations,

(5) error handling.

We discuss these points in more detail next.

(1) Whereas narrations may say what data the various principals in a protocol
should send, they seldom explain how the principals may generate and use
that data. On the other hand, the good functioning of the protocol may
require that some pieces of data be unrelated (for example, a cleartext and
the key used to encrypt it). Other pieces of data (typically session keys, but
sometimes also nonces) may need to remain secret for some period of time.
Furthermore, as a result of an execution of the protocol, the participants
may obtain some data with useful properties. For instance, the protocol may
yield a key that can be used for signing application messages. Application
program interfaces (or even programming languages) should allow applica-
tions to exploit those useful properties, with clear, modular semantics, and
without revealing tricky low-level cryptographic details (e.g., [12, 40,39, 61,
2,5,10)).

(2) Some protocols rely on fixed suites of cryptosystems. In other cases, as-
sumptions about the properties of cryptographic operations are needed. For
example, in the messages of section 2, it may be important to say whether B
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can tell that A encrypted N4 using K 4p. This property may hold because
of redundancy in N4 or in the encryption function, and would not hold if
any message of the appropriate size is the result of encrypting some valid
nonce with K 4p. It may also be important to say that B is not capable of
making {Na, N}k, from {Nas}k,, and N without K 4p. This property
is a form of non-malleability [25]. In recent years, the literature on protocols
has shown an increasing awareness of subtle cryptographic issues; it may be
time for some principled simplification.

Similarly, protocols often rely on network time servers, trusted third parties,
and other auxiliary participants. Detailed assumptions about these servers
are sometimes absent from protocol narrations, but they are essential in
reasoning about protocols.

(3) Protocol messages commonly go across network interfaces, firewalls with
tunnels, and administrative frontiers (e.g., [12,61,20,19,4]). In some con-
texts (e.g., [17]), even the protocol participants may be mobile. These traver-
sals often require message translations (for example, marshaling and rewrit-
ing of URLs). They are subject to filtering and auditing. Furthermore, they
may trigger auxiliary protocols. Some of these traversals seem to be a grow-
ing concern in protocol design.

(4) Systems often include multiple protocols, each of them with multiple ver-
sions and options. Interactions between protocols can lead to flaws; they can
be avoided by distinguishing the messages that correspond to each proto-
col (e.g., [7,34]). Before executing a protocol (in a particular version, with
particular options) the participants sometimes agree to do so by a process
of negotiation in which they may consider alternatives. The alternatives can
vary in their levels of security and efficiency. In protocols such as SSL, this
process of negotiation is rather elaborate and error-prone [60]. Despite clear
narrations, it offers unclear guarantees.

(5) As discussed in section 2, protocol specifications often do not explain how
principals react when they perceive errors. Yet proper handling of errors
can be crucial to system security. For example, in describing attacks on
protocols based on RSA’s PKCS #1 standard [13], Bleichenbacher reported
that the SSL documentation does not clearly specify error conditions and
the resulting alert messages, and that SSL implementations vary in their
handling of errors. He concluded that even sending out an error message may
sometimes be risky and that the timing of the checks within the protocol is
crucial.

The intrinsic properties of a protocol, such as the secrecy of session keys,
are worthy of study. However, these intrinsic properties should eventually be
translated into properties meaningful for the clients of the protocol. These clients
may want security, but they may not be aware of internal protocol details (such
as session keys) and may not distinguish the protocol from the sophisticated
mechanisms that support it and complement it. Therefore, specification and
reasoning should concern not only the core of the protocol in isolation but also
its boundaries, viewing the protocol as part of a system.
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Abstract. We show that recent progress in extending the automata-
theoretic approach to model-checking beyond the class of finite-state
processes finds a natural application in the area of interprocedural data-
flow analysis.
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1 Introduction

Recent work [15,24] has shown that model-checking algorithms for abstract
classes of infinite-state systems, like context-free processes [1,5] and pushdown
processes [6], find a natural application in the area of data-flow analysis (DFA)
for programming languages with procedures [16], usually called interprocedural
DFA. A large variety of DFA problems, whose solution is required by optimis-
ing compilers in order to apply performance improving transformations, can be
solved by means of a unique model-checking technique.

The techniques of [5,6] are based on what could be called the fixpoint ap-
proach to model-checking [24], in which the set of states satisfying a temporal
property is defined and computed as a fixpoint in an adequate lattice. Some
years ago, Vardi and Wolper presented in a seminal paper [25] an alternative
automata-theoretic approach in which—loosely speaking—verification problems
are reduced to the emptyness problem for different classes of automata. This
approach has had considerable success for finite-state systems, and constitutes
the theoretical basis of verification algorithms implemented in tools like SPIN
[13], PROD [26], or PEP [27]. Recently, the approach has also been extended to
context-free processes and pushdown processes [4, 10], and to other infinite-state
classes able to model parallelism [18].

The goal of this paper is to show that the techniques derived from these
recent developments can also be applied to DFA. We provide solutions for the
interprocedural versions of a number of important DFA problems, starting with
the class of so-called bitvector problems. On the one hand, the structural simplic-
ity of these problems allows us a gentle way of introducing our approach. On the
other hand, these problems are quite important as they are the prerequisite of
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numerous optimisations like partially redundant expression elimination, partially
redundant assignment elimination, partially dead code elimination, and strength
reduction [23], which are widely used in practice. In detail, we investigate:

(a) the four problems of Hecht’s taxonomy of bitvector problems [12],
(b) the computation of faint variables, and
(c) the problems of (a) for parallel languages.

In contrast to (a), for which there exist several solutions in the literature, (b)
and (c) have—to the best of our knowledge—mot been considered yet in an
interprocedural setting; solutions for the intraprocedural case can be found in
[11,14] for (b), and in [17] for (c).

The paper is organised as follows. Section 2 contains an informal introduction
to DFA, recalls the DFA problems mentioned above, and in particular presents
the flow graph model. Section 3 gives flow graphs a structured operational se-
mantics. Sections 4, 5, and 6 present the solutions to the problems (a), (b) and
(c) above, respectively, and Section 7 contains our conclusions.

2 Data-flow Analysis

Intuitively, data-flow analysis (DFA ) is concerned with deciding run-time proper-
ties of programs without actually executing them, i.e., at compile time. Basically,
the properties considered can be split into two major groups (cf. [12]). Proper-
ties whose validity at a program point depends on the program’s history, i.e.,
on the program paths reaching it, and properties whose validity depends on the
program’s future, i.e., on the suffixes of program paths passing it. Both groups
can further be split into the subgroups of universally and ezistentially quantified
properties, i.e., whose validity depends on all or on some paths, respectively.

Background. Using the standard machinery of DFA (cf. [12]), the validity of
a property at a program point n is deduced from a data-flow fact computed
for n. This fact reflects the meaning of the program at n with respect to an
abstract, simpler version of the “full” program semantics, which is tailored for
the property under consideration. The theory of abstract interpretation provides
here the formal foundation (cf. [7-9,19]). In this approach the data-flow facts
are given by elements of an appropriate lattice, and the abstract semantics of
statements by transformations on this lattice. The meet-over-all-paths (MOP)
semantics defines then the reference solution, i.e., the data-flow fact desired for a
program point n: It is the “meet” (intersection) of all data-flow facts contributed
by all program paths reaching n. The MOP-semantics is conceptually quite close
to the program property of interest, but since there can be infinitely many pro-
gram paths reaching a program point it does not directly lead to algorithms for
the computation of data-flow facts. Therefore, in the traditional DFA-setting the
MOP-semantics is approximated by the so-called mazimal-fized-point (MFP) se-
mantics. It is defined as the greatest solution of a system of equations imposing
consistency constraints on an annotation of the program points with data-flow
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facts. The MFP-semantics coincides with its MOP-counterpart when the func-
tions specifying the abstract semantics of statements are distributive, a result
known as the Coincidence Theorem.

Note that the MOP-semantics is defined in terms of possible program ex-
ecutions. From the point of view of temporal logic this means in a pathwise,
hence linear time fashion. In contrast, the computation of the MFP-semantics
proceeds by consistency checks taking the immediate neighbours of a program
point simultanenously into account. From the point of view of temporal logic
this means in a tree-like, hence branching time fashion. Thus, in the traditional
DFA-setting there is a gap between the reference semantics defining the data-flow
facts of the program annotation desired (the MOP-semantics), and the semantics
the computation of the program annotation with data-flow facts relies on (the
MFP-semantics). An important feature of the automata-theoretic approach to
DFA we are going to present here is the absence of a similar separation of con-
cerns providing in this respect a more natural and conceptually simpler access
to DFA.

Flow graphs. In DFA programs are commonly represented by systems of flow
graphs, where every flow graph represents a procedure of the underlying pro-
gram. Flow graphs are directed graphs, whose nodes and edges represent the
statements and the intraprocedural control flow of the procedure represented.
Usually, control flow is nondeterministically interpreted in order to avoid unde-
cidabilities. As illustrated in Figure 1(a) and (b), which show the flow graph
and the flow graph system representing a single procedure and a program with
procedures, we consider edge-labelled flow graphs, i.e., the edges represent both
the statements and the control flow, while nodes represent program points. We
assume that statements are assignments of the form v := ¢ including the empty

statement, call statements of the form call II (¢, ... ,t,), or output operations of
the form out(t), where v is a variable, IT a procedure identifier, and ¢,t1,... ,t,
are terms.

Bitvector properties and faint variables. Bitvector properties correspond to struc-
turally particularly simple DFA-problems, which, simultaneously, are most im-
portant in practice because of the broad variety of optimisations based on them
(cf. Section 1). Their most prominent representatives, the availability and very
busyness of terms, the reachability of program points by definitions, and the
liveness of variables, span the complete space of the taxonomy recalled above as
was shown by Hecht [12]. Intuitively, a term ¢ is available at a program point n,
if on all program paths reaching n term t is computed without that any of its
operands is assigned a new value afterwards. Thus, availability is a universally
quantified history-dependent property. Very busyness is its dual counterpart.
A term t is very busy at a program point n, if it is computed on all program
paths passing n and reaching the end node before any of its operands is assigned
a new value after leaving n. Hence, very busyness is a universally quantified
future-dependent, property. For illustration consider Figure 1(a), in which the
program points where a + b is very busy are greyly highlighted.
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Fig. 1. Flow graphs and flow graph systems.

Reaching definitions (for convenience referred to as reachability later) and live
variables are existentially quantified history- and future-dependent properties.
Intuitively, a program point n is reached by the definition of a particular edge
e if there is a program path across e reaching n which after passing e is free of
definitions of the left-hand side variable of the definition of e. A variable v is live
at a program point n, if on some program path passing n there is a reference
to v, which after leaving n is not preceded by a redefinition of v. Conversely, a
variable is dead at a program point, if it is not live at it.

This latter property is well-suited in order to illustrate how bitvector proper-
ties can be used for optimisation. Every assignment whose left-hand side variable
is dead is “useless,” and can be eliminated because there is no program contin-
uation on which its left-hand side variable is referenced without a preceding
redefinition of it. This is known as dead-code elimination.

Like the bitvector problems recalled above, DFA-problems are often con-
cerned with sets of program items like terms, variables, or definitions. Charac-
teristic for bitvector problems, however, is that they are “separable (decompos-
able):” The validity of a bitvector property for a specific item is independent of
that of any other item. This leads to particularly simple formulations of bitvector
problems on sets of items (and implementations in terms of bitvectors).

Faintness is an example of a program property which lacks the decompos-
ability property. Intuitively, faintness generalizes the notion of dead variables.
A variable f is faint at a program point if on all program continuations any
right-hand side occurrence of f is preceded by a modification of f, or occurs
in an assignment whose left-hand side variable is faint, too. A simple example
of a faint but not dead variable is the variable f in the assignment f:= f + 1,
assuming that the assignment occurs in a loop without any other occurrence
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of f elsewhere in the program (cf. Figure 1(a)). Assignments to faint variables
can be eliminated as useless like those to dead ones. Whereas deadness, how-
ever, is a bitvector property, faintness is not. It is not separable preventing the
computation of faintness for a variable in isolation.

DFA in the interprocedural and parallel setting. DFA is particularly challenging
in the presence of recursive procedures—because of the existence of potentially
infinitely many copies of local variables of recursive procedures at run-time—and
parallel statements—because of the phenomena of interference and synchronisa-
tion. In the following we illustrate this by means of the programs of Figure 1(b),
2, and 3 using very busyness of the terms a + b and ¢ + b as example.

In the example of Figure 1(b), the term ¢ + b is very busy at the program
point preceding the recursive call of IT; in procedure II;, while a + b is not. The
difference lies in the fact that in the case of a + b a global operand is modified
within the recursive call, while it is a local one in the case of ¢ + b. Thus, very
busyness of ¢+ b is not affected because the assignment ¢ := ... modifies a new
incarnation of c. In fact, after returning from the procedure call, the incarnation
of ¢ which has been valid when calling I7; is valid again, and, of course, it has
not been modified. In contrast, the modification of a affects a global variable,
and hence, the modification survives the return from the call. Thus, computing
a+ b after the recursive call will yield a different value than computing it before
this call. Similar phenomena can be observed for the other bitvector problems.
This is illustrated in Figure 2 and Table 1, which summarizes for specific pairs
of program points and program items the availability, reachability and liveness
information. In the framework of [16] these obstacles of interprocedural DFA are
overcome by mimicking the behaviour of the run-time stack by a corresponding
DFA-stack, and additionally, by keeping track if modifications of operands affect
a global or a local variable. So-called return functions, which are additionally
introduced in this setting enlarging the specification of an abstract semantics,
extract this information from the DFA-informations valid at call time and valid
immediately before returning from the called procedure, which allows a proper

TO ; VAR a,b,c,d [,; VARXy,z 0,; VAR u,v,w
1 Sta"() 10 slartI 20 start2
a:=btc| []
2 11 15 21 25
d:=atb a:= T ci=atx c= a+wT call[],
3 12 16 22 26
z:= a+xT 0| z=bty a:=.. T c:=atu
4 130 17 230 27
y=.. call ], vi= Lw =btv
5 7 14 18 24 28
call | IT callll,
6 8 19V end 29 O end,

Fig. 2. The sequential interprocedural setting.
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Program Availability Reaching Definitions Program|| Liveness
Point a+b|b+c|a+m|b+ya:a:=|ﬁ:d:=|fy:z:= Point b|c|v|w
5 tt tt | — | — tt tt — 7 tt || —|—

6 ff | f£f| — | — ft tt — 8 ff|ff|—|—

17 tt f tt tt tt tt tt 25 tt|fF| tt | ff
18 ff ff ff tt ff tt tt 26 tt|fF| tt | ff

Table 1. Values of some bitvector problems.

treatment of programs with both local and global variables. In this paper we
present a different approach to this problem.

Consider now Figure 3, and imagine that the three procedures shown in
(a) are embedded either into a sequential (b) or parallel (c) program context,
respectively. The pattern of very busy program points is different because of the
effects of interference and synchronisation. While in (b) the term a + b is very
busy at nodes 1, 7, and 8, in (c) it is very busy at nodes 1 and 10. DFA of
programs with explicit parallelism have attracted so far little attention, possibly
because naive adaptations of the sequential techniques typically fail [21], and
the costs of rigorous straightforward adaptations are prohibitive because of the
number of interleavings expressing the possible executions of a parallel program.
Though for an intraprocedural setting it could recently be shown that bitvector
problems are an exception, which can be solved as easily and as efficiently as their
sequential counterparts [17], a corresponding result for a setting with procedures
has not yet been presented.

Conventions. Without loss of generality we make the following assumptions on
flow graphs, which allow us a simpler notation during the presentation of the
automata-theoretic approach. Flow graphs have a unique start node and end
node without incoming and outgoing edges, respectively. Each node of a flow
graph lies on a path connecting its start node and end node. The main procedure
of a program cannot be called by any procedure of the program. Procedures are
not statically nested. Edges leaving (approaching) a node with more than one
successor (predecessor) are labelled by the empty statement. And, finally, the
left-hand-side variable of an assignment does not occur in its right-hand-side
term.

Y B b) o
y Haoo B3 d,; VAR abx,y Ty VAR abxy
1 4 7 10
X :=atb
call (1, (1, [

2 5 8 p 1,42, M3

4= y:=atb 1
30 6 9

Fig. 3. The parallel interprocedural setting.
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3 A Structured Operational Semantics for Flow Graph
Systems

In this section we give flow graph systems a formal semantics very much in
the style of the operational semantics of process algebras (see for instance [3]).
Intuitively, we interpret a node of a flow graph as an agent that can execute some
actions, namely the labels of the edges leaving it. The execution of an action
transforms an agent into a new one. The actions that an agent can execute
and the result of their execution are determined by transition rules. So, for

instance, for a flow graph edge of the form n KN n', interpreted as “the

1 »

agent n can execute the action v:= 3, and become the agent n’,” we introduce

the rule N =2 N' (uppercase letters are used to avoid confusion). In order
to model procedure calls we introduce a sequential composition operator on
agents with the following intended meaning: The sequential composition of Ny
and N, denoted by the concatenation Nj - N,, is the agent that behaves like

N; until it terminates, and then behaves like N5. It is now natural to assign
call II;(T)

to an edge n
N 2D, START; - N' (the name of the action is shortened for readability)®.
Let us now formally define the semantics. We associate to a flow graph system
a triple (Con, Act, A), called a process system?, where Con is a set of agent
constants, Act is a set of actions, and A C Cont x Act x Con™ is a set
of transition rules. An agent over Con is a sequential composition of agent
constants, seen as an element of Con®. In particular, the empty sequence € is
an agent. The set A induces a reachability relation -+C Con* x Con* for each
a € Act, defined as the smallest relation satisfying the following inference rules:

n', where T is a vector (t1,...,t;) of terms, the rule

— if (Py,a,Py) € A, then P, 5 Py;
—ifP S P| then P, - Py N P/ - P, for every P, € Con™.

The second rule captures the essence of sequential composition: Only the first
constant of a sequence can perform an action. Since the left-hand side of a rule
cannot be empty, the agent € cannot execute any action, and so it corresponds
to the terminated agent.

In the sequel we overload the % symbol and write P, % P, instead of
(Pl,a,Pg) € A.

We associate to a flow graph system the process system (Con, Act, A) where
Con is the set of program nodes plus a special agent constant START, Act is the
set of edge labels plus special actions 1, start, end, and end; for each procedure
I1;, and A contains the rules shown in Table 2. Observe that the left-hand sides
of the rules of A have length 1, and that all terminating executions of the flow
graph system begin with the action startg and end with endy.

! Recall that start; is the start node of the flow graph IT;.
% Process systems are very close the Basic Process Algebra of [2] or the context-free
processes of [5]. We use another name due to small syntactic differences.
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[Flow graph [Process rule |
n—n NI N
b N = A

i, N 2D,

cll D, | N 2D gTART, - N
start node starto|START ﬂ) START,

end;

end nodes end; |END; —= €

Table 2. Rules of the process system.

4 Interprocedural Bitvector Problems

In this section we provide solutions to the basic four bitvector problems using
a language-theoretic formalism. We show how to compute the set of program
points satisfying the existentially quantified properties. For universally quanti-
fied properties we first compute the set of points satisfying the negation of the
property, which is existentially quantified, and then take the complement with
respect to the set of all program points.

We first consider the case in which all variables are global, and subsequently
move to the general case with both local and global variables.

4.1 Global Variables

We introduce some notations:

— Def, denotes the set of actions of the form v:=t;

— Ref, denotes the set of actions of the form u:= ¢ such that v appears in ¢;

— Comp, denotes the set of actions of the form v:= t' such that ¢’ contains ¢
as subterm;

— Mod; denotes the set of actions of the form v := ¢’ such that v appears in ¢.3

Let us start by formalising the liveness problem. A global variable v is live
at a program point n if there exists a sequence START 2 P, 2% P, satisfying
the following constraints:

1. P, = N - P/ (so o1 corresponds to a program path ending at the program
point n);

2. 0y € (Act — Def,)* Ref, (so in o9 the variable v is referenced before it is
defined).

The other problems (or their negations) can be formalised following the same
pattern. In fact, in the case of very busyness and availability what we directly
compute in our approach, as mentioned above, is the set of program points
at which v is not very busy or t is not available, respectively. Table 3 lists
the constraints on Pj,09, P> that must be satisfied in each case (there are no
constraints on o).

3 Notice that, due to the conventions at the end of Section 2, the sets Comp, and
Mod; are disjoint.



22 Javier Esparza and Jens Knoop

| Property | P ] g2 | P |
v is live at n N - P{|LI, = (Act — Def ,)* Ref, Con™
m =Y m' reaches n|M - P{|RE, = (v:=t)(Act — Def,)* NP

t is not very busy at n|N - P{ [NVB, = (Act — Comp,)*(Mod,; + endo)|Con*
t is not available at n |Con® |NA; = (starto + Modt)(Act — Comp,)* |N - P;

Table 3. Constraints on P;, 02, and P».

Solving the Problems. Given a process system (Con, Act, A), we make the
following straightforward but crucial observation: A set of agents is just a lan-
guage over the alphabet Con, and so it makes sense to speak of a regular set of
agents. Automata can be used to finitely represent infinite regular sets of agents.

This observation has been exploited by Finkel, Williams and Wolper in [10]
and by Bouajjani, Maler and the first author in [4] to develop efficient algorithms
for reachability problems in process systems. We present some of the results of
[10,4], and apply them to the bitvector problems for flow graph systems.

Let L € Con™ and C € Act* be regular languages. We call C' a constraint,
and define

post*[C](L) = {P € Con* | P' % P for some P' € L and some o € C'}

In words, post*[C](L) is the set of agents that can be reached from L by means
of sequences satisfying the constraint C'. Analogously, we define

pre*[C)(L) = {P € Con* | P % P’ for some P' € I and some o € C}

So pre*[C](L) is the set of agents from which it is possible to reach an agent in
L by means of a sequence in C. We abbreviate post*[Act*](L) and pre*[Act™](L)
to post*(L) and pre*(L), respectively. We have the following result:

Theorem 1 ([10,4]). Let (Con, Act, A) be a process system such that each rule
P, % P, satisfies |Py| < 2, and let L C Con™ and C C Act* be reqular sets.
Then pre*[C](L) and post*|C](L) are regular sets of agents. Moreover, automata
accepting these sets can be computed in O(na-n3 -nc) time, where na is the size
of A, and ny,,nc are the sizes of two automata accepting L and C, respectively.

Let us use this result to compute the set of program points at which the
variable v is live. This is by definition the set of program points n for which there
is a sequence START 2% P, 2% P, satisfying P, = N-P] and o4 € LI,. Observe
that pre*[LI,](Con™) is the set of agents from which a sequence oo € LI, can
be executed. Notice however that not all these agents are necessarily reachable
from START. Since the set of agents reachable from START is post*(START),
we compute an automaton accepting

pre*[LIL,](Con™) N post* (START)

Now, in order to know if v is live at n it suffices to check if this automaton
accepts some word starting by N.
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| Problem | Set of agents |
liveness pre*[L1,](Con™) N post™ (START)
reachability |post™[RE.](post™ (START) N M - Con™)
very busyness|pre*[NVB](Con™) N post*(START)
availability  |post*[Act* NA,J(START)

Table 4. Agents corresponding to the four bitvector problems.

Table 4 shows the sets of agents that have to be computed to solve all four
bitvector problems. For the complexity, notice that the number of states of the
automata for L and C depends only on the bitvector problem, and not on the
process system. So the liveness and reaching definition problems for a given
variable v and the very busyness and availability problems for a given term ¢
can be solved in O(na) time.

4.2 Local and Global Variables

The reader has possibly noticed that we have not exploited all the power of
Theorem 1 so far. While the theorem holds for rules with a left-hand side of
length 1 or 2, we have only applied it to rules with left-hand sides of length 1.
We use now full power in order to solve the bitvector problems in a setting with
global and local variables.

A local variable v is live at a program point n if and only if there exists a

sequence START 2% N - P 224 N'. P for some agent P such that

(1) d € Ref,,
(2) all the agents reached along the execution of o2d are of the form P’ - P, and
(3) for every transition P, - P % Py - P of 0y, if a € Def,, then |P| > 2.

Here, condition (2) guarantees that the incarnation of v referenced by d and the
incarnation of N - P are the same. Condition (3) guarantees that this incarnation
is not modified along the execution of o5.

We now apply a general strategy of our automata approach, which will be
used again in the next section: Instead of checking conditions (1) to (3) on
the simple process system coresponding to the flow graph, we check a simpler
condition on a more complicated process system. Intuitively, this new system
behaves like the old one, but at any procedure call in a computation (or at
the beginning of the program) it can nondeterministically decide to push a new
variable M onto the stack—used to Mark the procedure call—and enter a new
mode of operation, called the local mode. In local mode the process distinguishes
between actions occurring at the current procedure call (the marked call in the
sequel), and actions occurring outside it, i.e., actions occurring after encountering
further procedure calls before finishing the marked call, or actions occurring after
finishing the marked call.

We extend the process system with new agents, actions, and rules. The addi-
tional new agents are M (the Marker) and O (used to signal that we are Outside
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the marked call). There is also a new action a,, for each old action a, plus extra
actions mark, return, exit.* In the new process system a,, can only occur at the
marked call, and a only at other levels. For each old rule we add one or more
new ones as shown in Table 5. Notice that once the marker is introduced, all

| Old rule | New additional rule(s)

N4 N M-N 22 M-N (am in the marked call)
O-NLO-N (a outside the marked call)

START "y START,|START % M - START,

N LD, orART,  N'|N 25 0. START; - N (marking the current call)
M-N 2D 0. START; - M - N' (entering a deeper level)
0-N 9, 0. START; - N'

N <l M-N <40 (end of the marked call)
0-NZ2%0
O- M =2 pp (return to the marked call)

Table 5. Rules of the extended process system.

reachable agents have either M or O in front, and that once the marked call
terminates no agent ever has M in front again.

Given a local variable v, we define Rel_Def, = {a, | a € Def,} and
Rel_Ref , = {an, | a € Ref,}, where Rel stands for “relevant.” If an agent moves
into local mode at a procedure call in which a local variable v is incarnated, then
Rel_Def,, and Rel_Ref, are the actions concerning this same incarnation of v.

If we let Fxt_Act be the extended set of actions of the new process system,
then a local variable v is live at a program point n if and only if there exists a
sequence START 2 P, -2 P; satisfying the following constraints:

— Ph=M-N-P{, and

— 09 € (Ext_Act — Rel_Def ,)* Rel_Ref ,,.
So the constraint on g2 when the program has both local and global variables is
obtained from the constraint for global variables by substituting Fxt_Act for Act,
Rel_Def , for Def ,, and Rel_Ref, for Ref,. The reaching definitions problem can
be solved analogously.

For the very busyness and the availability problems we have to take into
account that the term ¢ may contain local and global variables. Let Locld(t) and
Globld(t) be the set of local and global variables that appear in . We define

Rel Mod; = | ) Def, U |J Rel-Def,
vEGlobld(t) vE Locld(t)

Rel_Comp, = {an, | a € Comp,}

A term is not very busy at a program point n if and only if there exists a sequence
START = P; 22 P, satisfying the following constraints:

4 These actions are not strictly necessary, they are only included for clarity.
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— PAP=M-N-P{ and
— 09 € (Ext_Act — Rel_Comp,)*(Rel_Mod; + endy).

Since the number of transition rules of the new process system increases only
by a constant factor, the algorithm still runs in O(n ) time.

5 Interprocedural Faint Variables

Recall that a variable v is faint at a program point n if on every program path
from n every right-hand side occurrence of v is either preceded by a modification
of v or is in an assignment whose left-hand side variable is faint as well. We
show how to compute the set of program points at which a variable is faint in an
interprocedural setting with global and local variables. This requires to split the
set of references of a variable into the subset of references occurring in an output
statement, and its complement set. To this end we introduce the notation:

— RefOut, denotes the set of actions of the form out(t), such that v appears
in ¢.

Faintness is a universal property, i.e., one that holds only if all program paths
from a point n satisfy some condition. We formalise its negation, which is an
existential property. A variable v is not faint at a program point n if there exists
a sequence START 2% P, 2 P, satisfying the following constraints:

— P, = N - P| (so o1 corresponds to a program path ending at the program
point n), and
— v is not faint at P, 2> P,.

It remains to define the set of paths at which v is not faint. In comparison to
the related bitvector property of deadness, the only new difficulty is to deal
adequately with the recursive nature of the definition of faintness. The set is
recursively defined as the smallest set of finite paths P, —% Py =2 Py.-- Py,
where Py = N - P], such that

(1) a1 € RefOut,, or

(2) v is global, a; ¢ Def, and v is not faint at Py =2 Py --- Py, or

(3) v is local for N, a; is an assignment not in Def,, and v is not faint at
P, 22 Py-.-P,, or

(4) a1 = u:=t, where v appears in t, and u is not faint at Py 2 Ps---P,.

Notice the difference between (2) and (3). If v is local and a; is a call action,
then after the execution of a; the new program point is out of the scope of v,
and so v is faint at P, =% Py =2 Py---P, 5 Ifvis global, then we remain within
the scope of v, and so we do not know yet whether v is faint or not.

;a1

% With our definition v may be faint at N - P| =% P, 2 Py ... P, but not faint at

some other path N - P}’ 21 P, 2% pj ... P),, and so not faint at N.



26 Javier Esparza and Jens Knoop

As we did in the last section, we do not check the complicated property “v
is faint at n” on a simple process system, but a simpler property on a more
complicated process system obtained by adding new agents and rules (although
this time no actions) to the old one. Intuitively, the new process system behaves
like the old one, but at any point in a computation it can nondeterministically
decide to push a program variable v into the stack—represented by an agent
constant V—and enter a faint mode of operation. From this moment on, the
system updates this variable according to the definition of non-faintness. The
(updated) variable stays in the stack as long as the path executed by the system
can be possibly extended to a path at which the variable is not faint. So the
variable is removed from the stack only when the process system knows that (a)
v is not faint for the path executed so far, or (b) v is faint at all paths extending
the path executed so far. In case (a) the process system pushes a new agent L
into the stack, and in case (b) it pushes an agent T.

Formally, the extended process system is obtained by adding the two agents
T and 1, and new rules as shown in Table 6.

| Old rule | New additional rule(s) |

N4 N N 4 V. N’ for each variable v

(the faint mode can be entered anytime)

V-N % 1if a € RefOut,

(condition (1), L signals that v is not faint)
V-N -3 V.N ifvglobal and a ¢ Def,
(condition (2))
V.N3U-Nifa=wu:=tand v appears in ¢
(condition (4))

N 2D erarr; NV - N 2D, v START; - N' if v global

(condition (2))
V.N LD eTART; .V - N if v local at n

(out of the scope of v)

N iy e VN 22 v if o global
(condition (2))
end;

V.N—> Tifvlocal at n
(condition (3), this incarnation of v can no longer be defined
or referenced)

Table 6. Rules of the extended process system.

In order to obtain the set of program points at which the variable v is faint, we
compute the set of agents N for which there is a sequence START = P, 22 P,
satisfying P, =V - N - P{ and P, = L - Py. It suffices to compute an automaton
for

(pre*(L- Con™)NV - Con™) Npost™ (START)
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6 Interprocedural Bitvector Problems with Parallelism

In flow graph systems with parallelism, which we call in the sequel parallel flow
peall Il;y (T1),... M;; (Tx) ,
graph systems, we allow edge-labels of the form n > n'. The

procedures I1;,, ... ,II;, are called in parallel; if and when they all terminate,
execution is continued at n’. Notice that parallel calls can be nested, and so
the number of procedures running in parallel is unbounded. Notice also that
flow graphs without parallelism are the special case in which k£ = 1 for all pcall
instructions.

We show that the four bitvector problems can be solved for parallel flow
graph systems in polynomial time when all variables are global. For this it will
suffice to apply a beautiful extension of Theorem 1 recently proved by Lugiez
and Schnoebelen in [18].

In order to model parallel flow graph systems by process systems we need to
extend these to parallel process systems (also called process rewrite systems in
[20]). An agent of a parallel process system is a tree whose root and internal nodes
are labelled with either - or ||, representing sequential and parallel composition,
and whose leaves are labelled with agent variables. So, for instance, the intended
meaning of the tree (X||Y)-Z is that X and Y are first executed in parallel, and
if and when they terminate Z is executed. The empty tree 7, which satisfies

y-P=P-y=4||[P=P|ly=P

plays now the role of the terminated process. We denote the set of agents by
T(Con) (trees over Con). Rules are now elements of (T(Con) \ {v}) x Act x
T(Con). A set A of rules induces a reachability relation %C T'(Con) x T(Con)
for each a € Act, defined as the smallest relation satisfying the following inference
rules:

— if (Py,a, Py) € A, then P, 5 Py;
—if P, % P! then P, - P, % P! - P, for every Py € T(Con);
— if P, % P} then P,||P; % P}||P, and P||P, = P||P} for every P, € T(Con).

We make free use of the fact that parallel composition is associative and commu-
tative with respect to any reasonable behavioural equivalence between agents,
such as bisimulation equivalence [22].

We associate to a parallel flow graph system the process system (Con, Act, A)
as in the sequential case, the only difference being the rule corresponding to
parallel calls, which is shown in Table 7. Observe that the left-hand side of all

| Parallel low graph | Process rule |

peall iy (T1),... [, (Tk)\ 1 (T1),- I3 (Ty),
>

s (START;,||...||START;,) - N’

’
n

B

Table 7. Rules of the parallel process system

rules consists of just one variable. Parallel process systems with this property
are closely related to the PA-algebra studied in [18].
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The four bitvector problems are defined almost as in the non-parallel case.
The only difference is that in the parallel setting a program path can begin or
end at many nodes due to the existence of parallel computation threads. In the
non-parallel case, the agents corresponding to “being at node n” are those of
the form N - P. In the parallel case, they are the agents (trees) satisfying the
following property: there is a leaf N which does not belong to the right subtree
of any node labelled by -. We call the set of these agents At n.

Solving the Problems. An agent is no longer a word, but a tree—and so a set
of agents is now a tree language. Tree automata can be used to finitely represent
infinite regular sets of agents. We briefly introduce the tree automata we need.
They are tuples (@, A, d, F') where:

— () is a finite set of states and F' C () is a set of final states.

— A is a finite alphabet containing the set Con and two binary infix operators
- and ||. The automaton accepts terms over this alphabet, which we just call
trees.

— ¢ is a finite set of transition rules of the form N — ¢, ¢1-g2 — ¢, or ¢1]|g2 — g.
The rules define a rewrite relation on terms over A U Q.

The automaton accepts the trees that can be rewritten into a final state using
the transition rules. As an example, we present a tree automaton accepting the
set At_n. It has two states {q1,¢2}, with ¢; as final state, rules N — ¢; and
N’ — ¢y for every program point n’ # n, and rules

N ifi=1 ilg: — g fi=lorj=1
4 g2 otherwise 9% ¢> otherwise

for 4,5 € {1,2}.

The question arises whether Theorem 1 can be extended to the tree case,
i.e., the case in which Con™ is replaced by T(Con). The answer is unfortunately
negative. For instance, it is not difficult to see that the problem of deciding
whether post*[C](L) is nonempty is undecidable even for the special case in
which each rule P, % P, satisfies P, € Con and L contains only one agent [18].
However, Lugiez and Schnoebelen show in [18] that it is possible to save part of
the theorem. In particular, they prove the following result:

Theorem 2 ([18]). Let (Con, Act, A) be a parallel process system such that
each rule Py % Py satisfies P, € Con, let L € T(Con) be a regular set of agents,
and let A C Act. Then pre*[A](L), post*[A](L), pre*[A*](L), and post*[A*](L)
are reqular sets of agents, and tree automata accepting them can be effectively
computed in polynomial time.

In order to check if the variable v is live at a program point n, we have to
decide if there is a sequence START =5 P, 2 P, satisfying P; € At, and
oy € LI,. Fortunately, LI, is the concatenation of two languages of the form
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A and A* for which Theorem 2 holds, namely (Act — Def,)* and Ref,. So it
suffices to compute a tree automaton accepting

pre*[(Act — Def ,))*](pre*[Ref ,](T(Con))) N post*(START) N At,

and check if it is empty. The other three bitvector problems are solved anal-
ogously. If we now wish to extend this result to the case with both local and
global variables, we can proceed as in Section 4.2. However, the process system
so obtained contains rules whose left-hand side is a sequential composition of
two agents. Since Theorem 2 has only been proved for the case P, € Con, we
cannot directly apply it. The question whether the bitvector problems can also
be efficiently computed for local and global variables is still open.

7 Conclusions

We have shown that recent progress in extending the automata-theoretic ap-
proach to classes of processes with an infinite state space finds interesting ap-
plications in interprocedural data-flow analysis. Even though research in this
area is at its very beginning, it is already possible to envisage some advantages
of automata techniques. First of all, data-flow problems are expressed in terms
of the possible executions of a program, and so it is very natural to formalise
them in language terms; from the point of view of temporal logic, data-flow
problems correspond to linear-time properties, and so the automata-theoretic
approach, which is particularly suitable for linear-time logics, seems to be very
adequate. Secondly, the approach profits from the very well studied area of au-
tomata theory. For instance, Lugiez and Schnoebelen obtained their results [18]
by generalising constructions of [4, 10] for word automata to tree automata, and
we could immediately apply them to bitvector problems in the interprocedural
parallel case.
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The purpose of these notes is to discuss some examples of the importance
of types for reasoning about concurrent systems, and to list some relevant ref-
erences. The list is surely not meant to be exhaustive, as the area is broad and
very active. The examples are presented in the 7-calculus [29], a paradigmatical
process calculus for message-passing concurrency. We will not describe the proof
techniques based on types with which the equalities in the examples are actually
proved; for this, the interested reader can follow the references.
Acknowledgements. I would like to thank Benjamin Pierce, for our collaborations
and the numerous discussions on the topic of these notes.

The w-calculus. As the A-calculus, so the w-calculus language consists of a
small set of primitive constructs. In the A-calculus, they are constructs for build-
ing functions. In the w-calculus, they are constructs for building processes, no-
tably: composition P | ) to run two processes in parallel; restriction va P to
localise the scope of name x to process P (name is a synonymous for channels);
input z(y). P to receive a name z at = and then to continue as P{?/y}; output
Z{y). P to emit name y at x and then to continue as P; replication !P to express
processes with an infinite behaviour (1P stands for a countable infinite number
of copies of P in parallel); the inactive process 0. In the pure (i.e., untyped)
calculus, all values transmitted are names.

We will find it convenient to present some of the examples on the polyadic
7w-calculus, an extension of the pure calculus in which tuples of names may be
transmitted. A polyadic input process z(y1,...,yn). P waits for an n-uple of
names zi,...,%n at & and then continues as P{#1,---;%nfy;,...,y,} (that is, P
with the y;’s replaced by the z;’s); a polyadic ouput process ZT{y1, . . . , yn). P emits
names yi,...,Y, at x and then continues as P. We will abbreviate processes of
the form Z(y1,...,Yn). 0 as T(y1, ..., Yn).

The most important predecessor of the m-calculus is CCS. The main novelty
of the w-calculus over CCS is that names themselves may be communicated. This
gives m-calculus a much greater expressiveness. We can encode, for instance: data
values, the A-calculus, higher-order process calculi (i.e., calculi where terms of the
language can be exchanged) [27,28,42], which indicates that the w-calculus can
be a model of languages incorporating functional and concurrent features, and
that it may be a foundation for the design of new programming languages; the
spatial dependencies among processes [39], which indicates that the w-calculus
can be a model of languages for distributed computing; (some) object-oriented
languages [21, 52, 22, 20].

Types. A type system is, roughly, a mechanism for classifying the expressions
of a program. Type systems are useful for several reasons: to perform optimisa-

W. Thomas (Ed.): FOSSACS’99, LNCS 1578, pp. 31-40, 1999.
(© Springer-Verlag Berlin Heidelberg 1999
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tions in compilers; to detect simple kinds of programming errors at compilation
time; to aid the structure and design of systems; to extract behavioral informa-
tion that can be used for reasoning about programs. In sequential programming
languages, type systems are widely used and generally well-understood. In con-
current programming languages, by contrast, the tradition of type systems is
much less established.

In the m-calculus world, types have quickly emerged as an important, part of
its theory and of its applications, and as one of the most important differences
with respect to CCS-like languages. The types that have been proposed for the
mw-calculus are often inspired by well-known type systems of sequential languages,
especially A-calculi. Also type systems specific to processes have been (and are
being) investigated, for instance for preventing certain forms of interferences
among processes or certain forms of deadlocks.

One of the main reasons for which types are important for reasoning on -
calculus processes is the following. Although well-developed, the theory of the
pure w-calculus is often insufficient to prove “expected” properties of processes.
This because a w-calculus programmer normally uses names according to some
precise logical discipline (the same happens for the A-calculus, which is hardly-
ever used untyped since each variable has usually an ‘intended’ functionality).
This discipline on names does not appear anywhere in the terms of the pure
calculus, and therefore cannot be taken into account in proofs. Types can bring
this structure back into light. Below we illustrate this point with two examples
that have to do with encapsulation.

Encapsulation. Desirable features in both sequential and concurrent languages
are facilities for encapsulation, that is for constraining the access to components
such as data and resources. The need of encapsulation has led to the deveolpment
of abstract data types and is a key feature of objects in object-oriented languages.

In CCS, encapsulation is given by the restriction operator. Restricting a
channel x on a process P, written (using m-calculus notation) va P, guarantees
that interactions along x between subcomponents of P occur without interference
from outside. For instance, suppose we have two 1-place buffers, Buf1 and Buf2,
the first of which receives values along a channel z and resends them along vy,
whereas the second receives at y and resends at z. They can be composed into
a 2-place buffer which receives at x and resends at z thus: vy (Bufl | Buf2).
Here, the restriction ensures us that actions at y from Buf1 and Buf2 are not
stolen by processes in the external environment. With the formal definitions of
Buf1l and Buf2 at hand, one can indeed prove that the system vy (Bufl | Buf2)
is behaviourally equivalent to a 2-place buffer.

The restriction operator provides quite a satisfactory level of protection in
CCS, where the visibility of channels in processes is fixed. By contrast, restriction
alone is often not satisfactory in the m-calculus, where the visibility of channels
may change dynamically. Here are two examples.

Ezample 1 (A printer with mobile ownership [34]). Consider the situation in
which several client processes cooperate in the use of a shared resource such as
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a printer. Data are sent for printing by the client processes along a channel p.
Clients may also communicate channel p so that new clients can get access to
the printer. Suppose that initially there are two clients

ct = p(ji). plja) - - -
C2 = b{p)

and therefore, writing P for the printer process, the initial system is
vp (P | C1 | C2).

One might wish to prove that C1’s print jobs represented by j; and jy are even-
tually received and processed in that order by the printer, possibly under some
fairness condition on the printer scheduling policy. Unfortunately this is false: a
misbehaving new client C3 which has obtained p from C2 can disrupt the pro-
tocol expected by P and C1 just by reading print requests from p and throwing
them away:

c3 = p(j). p(j")- 0.

d

Ezample 2 (A boolean package implementation [35]). For an even more dramatic
example, consider a w-calculus representation of a simple boolean package:

BoolPackl = (vt, f, if )(
t

getBool(t, f,if)

| i(x,y).7()

| 1 (z,).%()

| ti£(b,2,y). B y) )

The package provides implementation of the true and false values and of an
if-true function. In the 7-calculus, a boolean value is implemented as a process
located at a certain name; above the name is ¢ for the value true and f for the
value false. This process receives two return channels, above called = and v,
and produces an answer at the first or at the second depending on whether
the value true or false is implemented. The if-true function is located at
if, where it receives three arguments: the location b of a boolean value and
two return channels z and y; the function interacts with the boolean located
at b and, depending on whether this is true or false, an answer at = or y is
produced. Both the boolean values and the if-true function are replicated so
that they may be used more than once. Other functionalities, like and, or and
not functions, can be added to the package in a similar way.

A client can use the package by reading at getBool the channels ¢, f and if.
After this, what remains of the package is

t(z,y). 7()
| 2, 9)-70)
| 1£(b, 2, 9). bz, y)
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But now the implementation of the package is completely uncovered! A misbe-
having client has free access to the internal representation of the components. It
may interfere with these components, by attempting to read from ¢, f or if. It
may also send at if a tuple of names the first of which is not the location of a
boolean value. If multiple processes get to know the access channels ¢, f and if
(which may happen because these channel may be communicated), then a client
has no guarantee about the correctness of the answers obtained from querying
the package. a

Using types to obtain encapsulation. In the two examples, the protection

of a resource fails if the access to the resource is transmitted, because no as-
sumptions on the use of that access by a recipient can be made. Simple and
powerful encapsulation barriers against the mobility of names can be created
using type concepts familiar from the literature of typed A-calculi. We discuss
the two examples above.

The misbehaving printer client C3 of Example 1 can be prevented by sepa-
rating between the input and the output capabilities of a channel. It suffices to
assign the input capability on channel p to the printer and the output capability
to the initial clients C1 and C2. In this way, new clients which receive p from
existing clients will only receive the output capability on p. The misbehaving C3
is thus ruled out as ill-typed, as it uses p in input. This idea of “directionality in
channels” was introduced in [34] and formalised by means of type constructs, the
i /o types. They give rise to a natural subtyping relation, similar to those used for
reference types in imperative languages like Forsythe (cf: Reynolds [38]). In the
case of the m-calculus encodings of the A-calculus [27], this subtyping validates
the standard subtyping rules for function types [42]. This subtyping is also im-
portant when modeling object-oriented languages, whose type systems usually
incorporate some powerful form of subtyping.

A common concept in typed A-calculi is polymorphism. It is rather straight-
forward to add it onto a m-calculus type system by allowing channels to carry
a tuple of both types and values. Forms of polymorphic type systems for the
w-calculus are presented in [12,50, 48,47, 35, 11]. Polymorphic types can be used
in Example 2 of the boolean package BoolPackl to hide the implementation
details of the package components, in a way similar to Mitchell and Plotkin’s
representation of abstract data types in the A-calculus [30]. We can make channel
getBool polymorphic by abstracting away the type of the boolean channels ¢
and f. This forces a well-typed observer to use ¢t and f only as arguments of the
if-true function. Indeed, using polymorphism this way the package BoolPack1
is undistinguishable from the package

BoolPack2 = (vt, f,if )(
getBool(t

i)
| ). 50)
| (9 7)
| ti£(b,2,9). By, o))
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The latter has a different internal representations of the boolean values (a value
true responds on the second of the two return channels, rather than on the first,
and similarly for the value false) and of the if-true function. By “undistin-
guishable”, we mean that no well-typed observer can tell the difference between
the two packages by interacting with them.

The packages BoolPackl and BoolPack2 are not behavioural equivalent in
the standard theories of behavioural equivalences for process calculi. Trace equiv-
alence is considered the coarsest behavioural equivalence; the packages are not
trace equivalent because they have several different traces of actions, e.g.,

getBools(t, f,if)if(t,x,y). t{z,y)

is a trace of BoolPackl but not of BoolPack?2.

Similarly, suppose we have, as in some versions of the 7w-calculus, a mismatch
construct [z #y]P that behaves as P if names x and y are different, as 0 if
they are equal. With polymorphism we can make BoolPackl equivalent to the
package BoolPack3 obtained from BoolPack1 by replacing the line implementing
the conditional test with:

i£(b,2,y). (3(z,y) | b#1)[b# f] BAD).

where BAD can be any process. The new package is equivalent to BoolPackl
because the value received at if for b is always either ¢ or f. This example shows
that a client of the boolean package is not authorized to make up new values of
the same type as the boolean channels ¢ and f, since the client knows nothing
about this type. Again, the equivalence betweeb BoolPackl and BoolPack3 is
not valid in the standard theories of behavioural equivalences for process calculi.

Types for reasoning. Types are important for reasoning on 7-calculus pro-
cesses. First, types reduce the number of legal contexts in which a given process
may be tested. The consequence is that more behavioural equalities between pro-
cesses are true than in the untyped calculus. Examples of this have been given
above. The equalities considered in these examples fail in the untyped w-calculus,
even with respect to the very coarse notion of trace equivalence. That is, there
are contexts of the untyped 7w-calculus that are able to detect the difference be-
tween the processes of the equalities. By imposing type systems, these contexts
are ruled out as ill-typed. On the remaining legal contexts the processes being
compared are undistinguishable. Useful algebraic laws, such as laws for copy-
ing or distributing resources whose effect is to localise computation or laws for
enhancing the parallelism in a process, can thus become valid.

Secondly, types facilitate the reasoning, by allowing the use of some proof
techniques or simplifying their application. For instance type system for linearity,
confluence, and receptiveness (see below) guarantee that certain communications
are not preemptive. This is a partial confluence property, in the presence of which
only parts of process behaviours need to be explored. Types can also allow more
efficient implementations of communications between channels, or optimisations
in compilers such as tail-call optimisation.
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Another situation where types are useful is in limiting the explosion of the
number of the derivatives of a process. To see why this can be a problem, consider
a process a(z). P. In the untyped w-calculus, its behaviour is determined by the
set of all derivatives P{0/x}, where b ranges over the free names of P plus a fresh
one. In case of a cascade of inputs, this gives rise to state explosion, which at
present is a serious obstacle to the development of tools for mechanical analysis
of processes. The number of legal derivatives of processes can be reduced using
types. For instance, in the example of the boolean package BoolPack1, having
polymorphic types we know that the only possible names that can be received
for the parameter b of the if-true function are ¢ and f.

Types in 7-calculi: some references. In the \-calculus, where functions are

the unit of interaction, the key type construct is arrow type. In the w-calculus
names are the unit of interaction and therefore the key type construct is the
channel (or name) type 4 T'. A type assignment a : ¢ T means that a can be used
as a channel to carry values of type T'. As names can carry names, T itself can be
a channel type. If we add a set of basic types, such as integer or boolean types, we
obtain the analogous of simply-typed A-calculus, which we may therefore call the
simply-typed m-calculus. Type constructs familiar from sequential languages, such
as those for products, unions, records, variants, recursive types, polymorphism,
subtyping, linearity, can be adapted to the w-calculus [12,50, 51,18, 48,47, 24,
19,32,11, 35, 3].

If we have recursive types, then we may avoid basic types as initial elements
for defining types. The calculus with channel, product and recursive types is the
polyadic m-calculus, mentioned at the beginning of these notes. Its type system
is, essentially, Milner’s sorting systems [27], historically the first form of type
system for the m-calculus (in the sorting system type equality is syntactic, i.e.,
‘by-name’; more flexible notions of type equality are adopted in later systems).

The following type systems are development of those above but go beyond
traditional type systems for sequential languages. Sewell [43] and Hennessy and
Riely [17,16] extend the i/o type system with richer sets of capabilities for dis-
tributed versions of the 7-calculus (also [9] extends i/o types, on a Linda-based
distributed language). Steffen and Nestmann [45] use types to obtain confluent
processes. Receptive types [40] guarantee that the input end of a name is “func-
tional”, in the sense that it is always available (hence messages sent along that
names can be immediately processed) and with the same continuation. Yoshida
[53], Boudol [7] and Kobayashi and Sumii [23, 46], Ravara and Vasconcelos [37]
put forward type systems that prevent certain forms of deadlocks. Abadi [1] uses
types for guaranteeing secrecy properties in security protocols. The typing rules
guarantee that a protocol that typechecks does not leak its secret information.
Typing rules and protocols are presented on the spi-calculus, an extension of
the m-calculus with shared-key cryptographic primitives. Honda [19] proposes
a general framework for the the above-mentioned types, as well as other type
systems.
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Experimental typed programming languages, or proposals for typed program-
ming languages, inspired by the m-calculus include Pict [36], Join [10], Blue [6],
and Tyco [49].

Reasoning techniques for typed behavioural equivalences are presented in [34,
5,3,26,17] for i/o or related types, in [35] for polymorphic types, in [24] for linear
types, in [40] for receptive types. One of the most important application areas for
the w-calculus is object-oriented languages. The reason is that naming is a central
notion both for these languages and for the m-calculus. Proof techniques based
on types have been used to prove the validity of algebraic laws and programm
transformations on object-oriented languages [22,41, 8, 20].

Other type sytems for concurrent calculi. Type systems can be used to
guarantee safety properties, such as the absence of run-time errors. Examples 1
and 2 above show more refined properties, in which types prevent undesirable
interactions among processes (even if these interactions would not produce run-
time errors) thus guaranteeing that certain security constraints are not violated.
In the printer Example 1, i/o types prevent malicious adversary from stealing
jobs sent to the printer. In the boolean package Example 2, polymorphism pre-
vents free access to the implementation details of the package.

Here are other works that apply types to security, on calculi or languages
that are not based on the m-calculus. Smith and Volpano [44] use type systems
to control information flow and to guarantee that private information is not
improperly disclosed. Program variables are separated into high security and
low security variables; the type system prevents information from flowing from
high variables to low variables, so that the final values of the low variables are
independent of the initial values of the high variables. On the use of type systems
for controlling the flow of secure information, see also Heintze and Riecke [15].
Leroy and Rouaix [25] show how types can guarantee certain security properties
on applets. Necula and Lee’s proof-carrying code [31] is an elegant technique for
ensuring safety of mobile code; mobile code is equipped with a proof attesting the
conformity of the code to some safety policy. Defining and checking the validity
of proofs exploits the type theory of the Edinburgh Logical Framework.

Applications of type theories to process reasoning include the use of theorem
provers to verify the correctness of process protocols and process transformations
[4,33,14].

We conclude mentioning a denotational approach to types for reasoning on
processes. Abramsky, Gay and Nagarajan [2] have proposed Interaction Cate-
gories as a semantic foundation for typed concurrent languages, based on cate-
gory theory and linear logic. In Interaction Categories, objects are types, mor-
phisms are processes respecting those types, and composition is process interac-
tion. Interaction Categories have been used to give the semantics to data-flow
languages such as Lustre and Signal, and to define classes of processes that
are deadlock-free in a compositional way. [13] presents a typed process calculus
whose design follows the structure of Interaction Categories. It is not clear at
present how Interaction Categories can handle process mobility and distribution.
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Abstract. This study offers a characterization of the collection of prop-
erties expressible in Hennessy-Milner Logic (HML) with recursion that
can be tested using finite LTSs. In addition to actions used to probe the
behaviour of the tested system, the LTSs that we use as tests will be
able to perform a distinguished action nok to signal their dissatisfaction
during the interaction with the tested process. A process s passes the
test T iff T does not perform the action nok when it interacts with s.
A test T tests for a property ¢ in HML with recursion iff it is passed
by exactly the states that satisfy ¢. The paper gives an expressive com-
pleteness result offering a characterization of the collection of properties
in HML with recursion that are testable in the above sense.

1 Introduction

Observational semantics for concurrent processes are based upon the general
idea that two processes should be equated, unless they behave differently, in
some precise sense, when they are made to interact with some distinguishing
environment. Such an idea is, in arguably its purest form, the foundation of
the theory of the testing equivalences of De Nicola and Hennessy [4, 6]. In
the theory of testing equivalence, two processes, described abstractly as labelled
transition systems (LTSs) [8], are deemed to be equivalent iff they pass exactly
the same tests. A test is itself an LTS — i.e., a process — which may perform
a distinguished action to signal that it is (un)happy with the outcome of its
interaction with the tested process. Intuitively, the purpose of submitting a
process to a test is to discover whether it enjoys some distinguished property
or not. Testing equivalence then stipulates that two processes that enjoy the
same properties for which tests can be devised are to be considered equivalent.
The main aim of this study is to present a characterization of the collection of
properties of concurrent processes that can be tested using LTSs. Of course,
in order to be able to even attempt such a characterization (let alone provide
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it), we need to precisely define a formalism for the description of properties of
LTSs, single out a collection of LTSs as tests, and describe the testing process
and when an LTS passes or fails a test.

As our specification formalism for properties of processes, we use Hennessy-
Milner Logic (HML) with recursion [10]. This is a very expressive property
language which results from the addition of least and greatest fixed points to
the logic considered by Hennessy and Milner in their seminal study [7]. The
resulting property language is indeed just a reformulation of the modal p-calculus
[10]. Following the idea of using test automata to check whether processes enjoy
properties described by formulae in such a language [2, 1], we use finite LTSs as
property testers. In addition to actions used to probe the behaviour of the tested
system, the LTSs that we use as tests will be able to perform a distinguished
action nok (read ‘not okay’) to signal their dissatisfaction during the interaction
with the tested process. As in the approach underlying the testing equivalences,
a test interacts with a process by communicating with it, and, in keeping with
the aforementioned references, the interaction between processes and tests will
be described using the (derived) operation of restricted parallel composition from
CCS [13].

We say that a process s fails the test T iff T can perform the action nok when
it interacts with s. Otherwise s passes T. A test T tests for a property ¢ in HML
with recursion iff it is passed by exactly the states that satisfy ¢. The main result
of the paper is an expressive completeness result offering a characterization of
the collection of properties in HML with recursion that are testable in the above
sense. We refer to this language as SHML (for ‘safety HML’). More precisely we
show that:

— every property ¢ of SHML is testable, in the sense that there exists a test
Ty such that s satisfies ¢ if and only if s passes Ty, for every process s; and

— every test T' is expressible in SHML, in the sense that there exists a formula
¢ of SHML such that, for every process s, the agent s passes T' if and only
if s satisfies ¢7.

This expressive completeness result will be obtained as a corollary of a stronger
result pertaining to the compositionality of the property language SHML. A
property language is compositional if checking whether a composite system s||T
satisfies a property ¢ can be reduced to deciding whether the component s has a
corresponding property ¢/T. As the property ¢/T is required to be expressible
in the property language under consideration, compositionality clearly puts a
demand on its expressive power. Let L. be the property language that only
contains the simple safety property [nok]|ff, expressing that the nok action cannot
be performed. We prove that SHML is the least expressive, compositional exten-
sion of the language Lnox (Thm. 3.19). This yields the desired expressive com-
pleteness result because any compositional property language that can express
the property [nok]ff is expressive complete with respect to tests (Propn. 3.13).
Any increase in expressiveness for the language SHML can only be obtained at
the loss of testability.
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The paper is organized as follows. After reviewing the model of labelled
transition systems and HML with recursion (Sect. 2), we introduce tests and
describe how they can be used to test for properties of processes (Sect. 3). We
then proceed to argue that not every formula in HML with recursion is testable
(Propn. 3.4), but that its sub-language SHML is (Sect. 3.1). Our main results
on the compositionality and completeness of SHML are presented in Sect. 3.2.

2 Preliminaries

We begin by briefly reviewing the basic notions from process theory that will
be needed in this study. The interested reader is referred to, e.g., [7, 10, 13] for
more details.

Labelled Transition Systems Let Act be a set of actions, and let a,b range
over it. We assume that Act comes equipped with a mapping - : Act — Act
such that @ = a, for every a € Act. Action a is said to be the complement of
a. We let Act, (ranged over by p) stand for Act U {7}, where 7 is a symbol not
occurring in Act. Following Milner [13], the symbol 7 will stand for an internal
action of a system; such actions will typically arise from the synchronization of
complementary actions (cf. the rules for the operation of parallel composition in
Defn. 2.2).

Definition 2.1. A labelled transition system (LTS) over the set of actions Act,
is a triple T = (S, Act,,—>) where S is a set of states, and — C S X Act, X S
is a transition relation. An LTS is finite iff its set of states and its transition
relation are both finite. It is rooted if a distinguished state root(7) € S is singled
out as its start state.

As it is standard practice in process theory, we use the more suggestive notation
s & s in lieu of (s, p,s') €—. We also write s % if there is no state s' such

that s & s'. Following [13], we now proceed to define versions of the transition
relations that abstract from the internal evolution of states as follows:

£ . *
s=>s iff s5 &
" . 3 n £
s= s iff Fsi,s0. 5= 5] = 5y = 5
T * . .. T
where we use — to stand for the reflexive, transitive closure of —.

Definition 2.2 (Operations on LTSs).

— Let 7; = (S;, Act,,—;) (i € {1,2}) be two LTSs. The parallel composition
of 71 and 7 is the LTS 71 || Ta = (S1 X Sa2,Act,,—>), where the transition
relation —» is defined by the rules (u € Act,, a € Act):

12 ] M, ! a, a,
S1 —1 8 So —r2 S s1 —1 S} S9 —9 Sh

s1l[s2 5 si||s2 s1l[s2 5 51|} s1l|s2 = s} |sh

In the rules above, and in the remainder of the paper, we use the more
suggestive notation s || ¢’ in lieu of (s, s').
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— Let 7 = (S,Act,,—) be an LTS and let L C Act be a set of actions. The
restriction of 7 over L is the LTS T\L = (S\L,Act,,~), where S\L =
{s\L | s € 8} and the transition relation ~» is defined by the rules:

s s s 5 s
s\L~ s'\L s\L 5 s'\L

where a,a & L.

The reader familiar with [13] may have noticed that the above definitions of
parallel composition and restriction are precisely those of CCS. We refer the
interested reader to op. cit. for more details on these operations.

Hennessy-Milner Logic with Recursion In their seminal study [7], Hen-
nessy and Milner gave a logical characterization of bisimulation equivalence [14]
(over states of image-finite LTSs) in terms of a (multi-)modal logic which has
since then been referred to as Hennessy-Milner Logic (HML). For the sake of com-
pleteness and clarity, we now briefly review a variation of this property language
for concurrent processes which contains operations for the recursive definition
of formulae — a feature that dramatically increases its expressive power. The
interested reader is referred to, e.g., [10] for more details.

Definition 2.3. Let Var be a countably infinite set of formula variables, and let
nok denote an action symbol not contained in Act. The collection HML(Var) of
formulae over Var and Act U {nok} is given by the following grammar:

pu=t|E|oVP[PAG[ ()¢ ]]a]d| X [min(X, )| max(X, @)

where a € Act U {nok}, X is a formula variable and min(X, ¢) (respectively,
max(X,y)) stands for the least (respectively, largest) solution of the recursion
equation X = ¢.

We use SHML(Var) (for ‘safety HML’) to stand for the collection of formulae
in HML(Var) that do not contain occurrences of V, (@) and min(X, ¢).

A closed recursive formula of HML(Var) is a formula in which every formula
variable X is bound, i.e., every occurrence of X appears within the scope of
some min(X, ¢) or max(X, ¢) construct. A variable X is free in the formula ¢ if
some occurrence of it in ¢ is not bound. For example, the formula max(X, X) is
closed, but min(X, [a]Y") is not because Y is free in it. The collection of closed
formulae contained in HML(Var) (respectively, SHML(Var)) will be written HML
(resp. SHML). In the remainder of this paper, every formula will be closed,
unless specified otherwise, and we shall identify formulae that only differ in the
names of their bound variables. For formulae ¢ and 1, and a variable X, we
write ¢{1p/ X} for the formula obtained by replacing every free occurrence of X
in ¢ with ¢. The details of such an operation in the presence of binders are
standard (see, e.g., [15]), and are omitted here.

Given an LTS T = (S, Act,, —), an environment is a mapping p : Var — 25,
For an environment p, variable X and subset of states .S, we write p[X + S| for
the environment mapping X to S, and acting like p on all the other variables.
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Definition 2.4 (Satisfaction Relation). Let 7 = (S, Act,,—) be an LTS.
For every environment p and formula ¢ contained in HML(Var), the collection
[¢]p of states in S satisfying the formula ¢ with respect to p is defined by
structural recursion on ¢ thus:

[t£]p def o
[£]p % &
o1 V o2l = Terlp U el
o1 A @2] ' Terlo 0 [i2]
[{a)¢] dof {s | s = s for some s' € ﬂap]]p}

llalel ef {s | for every s', s = s’ implies s’ € [[go]]p}
[X1p < p(X)
[min(X, ©)]p € ({S | [¢]p[X + S] C S}

EJ{S 1S ClelplX — ST}

[max(X, ¢)]p =

The interested reader will find more details on this definition in, e.g., [10]. Here
we just confine ourselves to remarking that, as the interpretation of each formula
¢ containing at most X free induces a monotone mapping [¢] : 25 — 25, the
closed formulae min(X, ¢) and max(X, ¢) are indeed interpreted as the least and
largest solutions, respectively, of the equation X = ¢. If ¢ is a closed formula,
then the collection of states satisfying it is independent of the environment p,
and will be written [¢]. In the sequel, for every state s and closed formula ¢,
we shall write s = ¢ (read ‘s satisfies ¢’) in lieu of s € [¢].

When restricted to SHML, the satisfaction relation |= is the largest relation
included in & x SHML satisfying the implications in Table 1. A relation satisfying
the defining implications for = will be called a satisfiability relation. Tt follows
from standard fixed-point theory [16] that, over S x HML, the relation |= is the
union of all satisfiability relations and that the above implications are in fact
biimplications for }=.

Remark. Since nok is not contained in Act, every state of an LTS trivially
satisfies formulae of the form [nok]¢. The role played by these formulae in the
developments of this paper will become clear in Sect. 3.2. Dually, no state of an
LTS satisfies formulae of the form (nok)e.

Formulae ¢ and v are logically equivalent (with respect to =) iff they are satisfied
by the same states. We say that a formula is satisfiable iff it is satisfied by at
least one state in some LTS, otherwise we say that it is unsatisfiable.

3 Testing Formulae

As mentioned in Sect. 1, the main aim of this paper is to present a complete
characterization of the class of testable properties of states of LTSs that can
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sEt = true
sEf = false
sE@eiANps = skE ¢ and s g2
skEalp = Vs.s3s impliess | ¢
sEmx(X,p) = sk p{max(X,¢)/X}

Table 1. Satisfaction implications

be expressed in the language HML. In this section we define the collection of
tests and the notion of property testing used in this study. Informally, testing
involves the parallel composition of the tested state with a test. Following the
spirit of the classic approach of De Nicola and Hennessy [4, 6], we say that the
tested state fails a test if the distinguished reject action nok can be performed
by the test while it interacts with it, and passes otherwise. The formal definition
of testing then involves the definition of what a test is, how interaction takes
place and when the test has failed or succeeded. We now proceed to make these
notions precise.

Definition 3.1 (Tests). A test is a finite, rooted LTS over the set of actions
Act; U {nok}.

In the remainder of this study, tests will often be concisely described using the
regular fragment of Milner’s CCS [13] given by the following grammar:

T:=0|aT|T+T|X|fix(X=T)

where a € Act, U {nok}, and X ranges over Var. As usual, we shall only be
concerned with the closed expressions generated by the above grammar, with
fix(X = T) as the binding construct, and we shall identify expressions that only
differ in the names of their bound variables. In the sequel, the symbol = will
be used to denote syntactic equality up to renaming of bound variables. The
operation of substitution over the set of expressions given above is defined ex-
actly as for formulae in HML(Var). The operational semantics of the expressions
generated by the above grammar is given by the classic rules for CCS. These are
reported below for the sake of clarity:

T 3T T, 5T} T{fix(X =T)/X} > T'
alT 3T T +T, 3T T +T, 3Ty fix(X =T) > T

where « is either nok or an action in Act,. The intention is that the term T
stands for the test whose start state is T itself, whose transitions are precisely
those that are provable using the above inference rules, and whose set of states
is the collection of expressions reachable from T by performing zero or more
transitions. We refer the reader to [13] for more information on the operational
semantics of CCS.
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Definition 3.2 (Testing Properties). Let ¢ be a formula in HML, and let T'
be a test.

— A state s of an LTS passes the test T iff (s|[root(T"))\Act 22 Otherwise we
say that s fails the test T'.

— We say that the test T tests for the formula ¢ (and that ¢ is testable) iff for
every LTS T and every state s of T, s |= ¢ iff s passes the test T.

— Let £ be a collection of formulae in HML. We say that £ is testable iff each
of the formulae in L is.

Ezample 3.3. The formula [a]ff states that a process does not afford a =-
transition. We therefore expect that a suitable test for such a property is
T = a.nok.0. Indeed, the reader will easily realize that (s||T")\Act i s R,
for every state s. The formula [a]f is thus testable, in the sense of this paper.
The formula max(X, [a]f A[b].X) is satisfied by those states which cannot per-

form a =-transition, no matter how they engage in a sequence of Z—transitions.
A suitable test for such a property is fix(X = @.nok.0 + b.X), and the formula
max(X, [a]ff A [b]X) is thus testable.

As already stated, our main aim in this paper is to present a characterization of
the collection of HML-properties that are testable in the sense of Defn. 3.2. To
this end, we begin by providing evidence to the effect that not every property
expressible in HML is testable.

Proposition 3.4 (Two Negative Results).

1. Let ¢ be a formula in HML. Suppose that ¢ is satisfiable. Then, for every
action a in Act, the formula (a)¢ is not testable.

2. Let a and b be two distinct actions in Act. Then the formula [a]ff V [b]f is
not testable.

Remark. If ¢ is unsatisfiable, then the formula (a)¢p is logically equivalent to
ff. Since ff is testable using the test nok.0, the requirement on ¢ is necessary
for Propn. 3.4(1) to hold. Note moreover that, as previously remarked, both the
formulae [a]ff and [b]ff are testable, but their disjunction is not (Propn. 3.4(2)).

Our aim in the remainder of this paper is to show that the collection of testable
properties is precisely SHML. This is formalized by the following result.

Theorem 3.5. The collection of formulae SHML is testable. Moreover, every
testable property in HML can be expressed in SHML.

The remainder of this paper will be devoted to a proof of the above theorem. In
the process of developing such a proof, we shall also establish some results per-
taining to the expressive power of SHML which may be of independent interest.
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3.1 Testability of SHML

We begin our proof of Thm. 3.5 by showing that the language SHML is testable.
To this end, we define, for every open formula ¢ in the language SHML(Var), a
regular CCS expression Ty by structural recursion thus:

T def 0 T[a]¢> def a.Ty

Te % nok.0 Tx € X
def def
Toungs = TTpy + T Tgy  Thax(x.0) = Ax(X =Ty) .
For example, if ¢ = max(X, [a]ff A [b]X) then T} is the test fix(X = 7.a.nok.0 +
7.0.X). We recall that we identify CCS descriptions of tests that only differ in
the name of their bound variables since they give rise to isomorphic LTSs. Our

order of business in this section will be to show the following result:

Theorem 3.6. Let ¢ be a closed formula contained in SHML. Then the test T
tests for it.

In the proof of this theorem, it will be convenient to have an alternative, novel
characterization of the satisfaction relation for formulae in the language SHML.
This we now proceed to present.

Definition 3.7. Let T = (S, Act,, —) be an LTS. The satisfaction relation =,
is the largest relation included in & x SHML satisfying the following implications:

sE.tt = true

sk & = false
skE. o1 Aps = s |=. 1 and s’ |=. @9, for every s’ such that s = s’
sk lalp = s= s implies s' |=. ¢, for every s’
sEemax(X,¢) = s |- pf{max(X,p)/X}, for every s’ such that s = s’

A relation satisfying the above implications will be called a weak satisfiability
relation.

The satisfaction relation =, is closed with respect to the relation =, in the sense
of the following proposition.

Proposition 3.8. Let T = (S,Act,,—>) be an LTS. Then, for every s € S
and ¢ € SHML, s |=. ¢ iff s' . @, for every s' such that s = s'.

Proof. The only interesting thing to check is that if s |=. ¢ and s = s', then
s' |=c ¢. To this end, it is sufficient to prove that the relation R defined thus:

Rd:ef{(s,ap) | 3t. t = @ and t = s}

is a weak satisfiability relation. The straightforward verification is left to the
reader. |
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We now proceed to establish that the relations =, and |= coincide for formulae
in SHML.

Proposition 3.9. Let ¢ be a formula contained in SHML. Then, for every state
s of an LTS, s = ¢ iff s E: ¢.

In the proof of Thm. 3.6, it will be convenient to have at our disposal some
further auxiliary results. For ease of reference, these are collected in the following
lemma.

Lemma 3.10.

1. Let ¢ be a formula in SHML. Assume that Ty 2 Then ¢ is logically
equivalent to ff.

2. Let ¢ be a formula in SHML. Assume that T} 5 T. Then there are formulae
¢1 and ¢s in SHML such that T = Ty, , and ¢ is logically equivalent to ¢p1 A¢s.

3. Let ¢ be a formula in SHML. Assume that Ty < T. Then there is a formula
¢ in SHML such that T = Ty, and ¢ is logically equivalent to [a]i).

Using these results, we are now in a position to prove Thm. 3.6.

Proof of Thm. 3.6: In light of Propn. 3.9, it is sufficient to show that, for
every state s of an LTS and closed formula ¢ € SHML,

nok

s |=- ¢ iff (s]|Tg)\Act %
We prove the two implications separately.

— ‘Ir ImPLICATION’. It is sufficient to show that the relation
R & {(s,¢) | (SIITp)\Act B and ¢ € SHML}

is a weak satisfiability relation. The details of the proof are left to the reader.
— ‘OnLy IF IMPLICATION’. We prove the contrapositive statement. To this
end, assume that

(s]|Ty)\Act = (s||T")\Act 2
for some state s’ and test 7'. We show that s [~. ¢ holds by induction on
the length of the computation (s||T,)\Act = (s'||T")\Act.

o BasE CasE: (s||Ty)\Act = (s/||T")\Act *%. In this case, we may in-

fer that T, *¥. By Lemma 3.10(1), it follows that ¢ is unsatisfiable.
Propn. 3.9 now yields that s . ¢, which was to be shown.
nok

e INDUCTIVE STEP: (s]|Ts)\Act = (s"||T")\Act = (s'||T")\Act =, for
some state s” and test T". We proceed by a case analysis on the form
the transition

(s]|Ts)\Act = (s"||T")\Act

may take.
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* CASE: s 5 s” and T" = Ty. In this case, we may apply the inductive
hypothesis to infer that s” [£. ¢. By Propn. 3.8, it follows that
s ~. ¢, which was to be shown.

* CASE: Ty = T" and s = s". By Lemma 3.10(2), it follows that ¢ is
logically equivalent to ¢ A ¢ for some formulae ¢; and ¢ in SHML,
and that T" = Ty,. By induction, we may now infer that s [~. ¢1.
Since ¢ is logically equivalent to ¢1 A ¢o, this implies that s [&. ¢
(Propn. 3.9), which was to be shown.

% CASE: s — s" and Te 5 T", for some action a € Act. By
Lemma 3.10(3), it follows that ¢ is logically equivalent to [a]y for
some formula ¢ in SHML, and that T" = Ty;. By induction, we may
now infer that s” £, ¢. Since ¢ is logically equivalent to [a]y) and
5 % 5" W~ 1), this implies that s [~. ¢ (Propn. 3.9), which was to be

shown.
This completes the inductive argument, and the proof of the ‘only if’
implication.
The proof of the theorem is now complete. a

3.2 Expressive Completeness of SHML

We have just shown that every property ¢ which can be expressed in the language
SHML is testable, in the sense of Defn. 3.2. We now address the problem of the
expressive completeness of this property language with respect to tests. More
precisely, we study whether all properties that are testable can be expressed in
the property language SHML — in the sense that, for every test T', there exists
a formula 7 in SHML such that every state of an LTS passes the test T if,
and only if, it satisfies ¥»p. Our aim in this section is to complete the proof
of Thm. 3.5 by arguing that the language SHML is expressive complete, in the
sense that every test T may be expressed as a property in the language SHML
in the precise technical sense outlined above. This amounts to establishing an
expressive completeness result for SHML akin to classic ones presented in, e.g.,
[9, 5, 17]. In the proof of this expressive completeness result, we shall follow an
indirect approach by focusing on the compositionality of a property language £
with respect to tests and the parallel composition operator ||. As we shall see
(cf. Propn. 3.13), if a property language £, that contains the property [nok]ff,
is compositional with respect to tests and || (cf. Defn. 3.12) then it is expressive
complete (cf. Defn. 3.11). We shall show that SHML is compositional with
respect to tests and ||, and obtain the expressive completeness of such a language
as a corollary of this stronger result.

We begin with some preliminary definitions, introducing the key concepts of
compositionality and (expressive) completeness.

Definition 3.11 (Expressive completeness). Let £ be a collection of for-
mulae in HML. We say that £ is (ezpressive) complete (with respect to tests) if
for every test T there exists a formula ¢ € L such that, for every state s of an
LTS, s = o iff s passes the test T



Testing Hennessy-Milner Logic with Recursion 51

Compositionality, on the other hand, is formally defined as follows:

Definition 3.12 (Compositionality). Let £ be a collection of formulae in
HML. We say that £ is compositional (with respect to tests and ||) if, for every
¢ € L and every test T, there exists a formula ¢ /T € L such that, for every
state s of an LTS, s || root(T) |= ¢ iff s = ¢/T.

Intuitively, the formula ¢ /T states a necessary and sufficient condition for state
s to satisfy ¢ when it is made to interact with the test T'.

Our interest in compositionality stems from the following result that links it
to the notion of completeness. In the sequel, we use Lo to denote the property
language that only consists of the formula [nok]ff. (Recall that nok is a fresh
action not contained in Act.)

Proposition 3.13. Let L be a collection of formulae in HML that includes Lpox -
Suppose that L is compositional. Then L is complete with respect to tests.

Proof. Consider an arbitrary test 7. We aim at exhibiting a formula ¢ € L
meeting the requirements in Defn. 3.11. Since £ is compositional and contains
the formula [nok]ff, we may define ¢ to be the formula ([nok]ff)/T. Let s be
an arbitrary state of an LTS. We can now argue that s passes T' iff it satisfies
¢ thus:

nok

s passes the test T iff (s||root(T"))\Act %
iff (s||root(T"))\Act |= [nok]ff
iff (s|[root(T)) | [nok]f

(As nok ¢ Act)
iff s = ([nok]f)/T
(As L is compositional)

iff s|=or .
This completes the proof. O

As we shall now show, SHML is compositional with respect to tests and ||, and
thus expressive complete with respect to tests. We begin by defining a quotient
construction for formulae of SHML, in the spirit of those given for different
property languages and over different models in, e.g., [12, 3, 11].

Definition 3.14 (Quotient Construction). Let T be a test, and let ¢ be one
of its states. For every formula ¢ SHML, we define the formula ¢/t (read ‘¢
quotiented by ¢’) as shown in Table 2.

Some remarks about the definition presented in Table 2 are now in order. The
definition of the quotient formula ¢/t presented ibidem should be read as yielding
a finite list of recursion equations, over variables of the form ¢ /t', for every
formula ¢ and state ¢ of a test. The quotient formula ¢/t itself is the component
associated with ¢/t in the largest solution of the system of equations having ¢/t
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£/t g

t/t ey

def

(p1 N2)/t = d1/t N2/t
([e)e)/t ld/on N @A A [B](([]9)/t")
{t’|t:”‘>t’} {(b,t’)|t:”>t’

max(X, ¢)/t = (¢{max(X, ¢)/X})/t

Table 2. Quotient construct for SHML

as leading variable. For instance, if ¢ is the formula [a]ff and ¢ is a node of a

test whose only transition is ¢ LN t, then, as the reader can easily verify, ¢/t is
the largest solution of the recursion equation:

o/t E alfE A B](/1)

which corresponds to the formula max (X, [a]ff A [b]X) in the property language
SHML. This formula states the, intuitively clear, fact that a state of the form
s || t cannot perform a =-transition iff s cannot execute such a step no matter
how it engages in a sequence of synchronizations on b with ¢. Note that the
quotient of a recursion-free formula may be a formula involving recursion. It
can be shown that this is inevitable, because the recursion-free fragment of
SHML is not compositional. Finally, we remark that, because of our finiteness
restrictions on tests, the right-hand side of the defining equation for ([a]¢)/t is
a finite conjunction of formulae.

The following key result states the correctness of the quotient construction.

Theorem 3.15. Let ¢ be a closed formula in SHML. Suppose that s is a state
of an LTS, and t is a state of a test. Then s ||t |= ¢ iff s = ¢/t.

Proof. We prove the two implications separately.

— ‘OnNLy IF IMPLICATION’. Consider the environment p mapping each variable
®/t in the list of equations in Table 2 to the set of states {s | s||t = ¢}. We
prove that p is a post-fixed point of the monotonic functional on environ-
ments associated with the equations in Table 2, i.e., that if s € p(¢/t) then
s € [¢]p, where 1) is the right-hand side of the defining equation for ¢/t.
This we now proceed to do by a case analysis on the form the formula ¢ may
take. We only present the details for the most interesting case in the proof.

o CASE: ¢ = [a]yp. Assume that s||t = [a]y. We show that state s
is contained in [¢]p for every conjunct £ in the right-hand side of the
defining equation for ([a]y)/t.
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*x CASE: & = [o](¢/t). To show that s € [{]p, it is sufficient to prove

that s’ € [¢/t]p, for every s’ such that s = s’. To this end, we
reason as follows:
s 2 s implies s||t = ||t
implies §'||t |= 1
(As 5|t = [a]y)
it ' €p(/t)
(By the definition of p)
it s ey/t]p .

x CASE: & = ¢/t' with t = t'. To show that s € [¢]p, it is sufficient
to prove that s € [+)/t']p, for every t' such that ¢ = #'. To this end,
we reason as follows:

t = ¢’ implies s||t = st/
implies s||t' E ¢
(As 5|t = [a]y)
iff s e€p(/t)
(By the definition of p)
iff sefy/tp .

x CasE: € = [B](([aJy)/t') with ¢ & #. To show that s € [¢]p, it

is sufficient to prove that s’ € [([a]y)/t']p, for every s’ such that

s 2 5. To this end, we reason as follows:
s s andt % ¢ imply s||t = /||t
implies §'||t’ |= [a]y
(By Propns. 3.8 and 3.9, as s||t = [a]y)

iff " € p(([a])/t)
(By the definition of p)

iff 5" € [([a])/t]p .
The proof for the case ¢ = [a]t is now complete.

— ‘Ir IMPLICATION’. Consider the relation R defined thus:
def
R={Gslit o) s Fo/t} -
It is not hard to show that R is a satisfiability relation.
The proof of the theorem is now complete. |

Corollary 3.16. The property language SHML is compositional with respect to
tests and the parallel composition operator ||.
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Proof. Given a property ¢ € SHML and a test T, define ¢/T to be the formula
w/root(T) given by the quotient construction. The claim is now an immediate
consequence of Thm. 3.15. O

Theorem 3.17. The property language SHML is expressive complete.

Example 8.18. Applying the construction in the proof of Propn. 3.13, and the
definition of the quotient formula to the tests

Ty = fix(X = a.nok.0 + b.X) and
Ty = fix(X = 7.a.nok.0 + 7.b.X)

yields that the formula tested by both T} and T» is max (X, [a]ff A [b] X).

Collecting the results in Thms. 3.6 and 3.17, we have now finally completed
the proof of Thm. 3.5. Thus, as claimed, the collection of testable properties
coincides with that of the properties expressible in SHML. The following result
gives another characterization of the expressive power of SHML which has some
independent interest.

Theorem 3.19. The property language SHML is the least expressive extension
of Luox that is compositional with respect to tests and ||.

Proof. Assume that £ is a property language that extends L,.x and is compo-
sitional. We show that every property in SHML is logically equivalent to one in
L, i.e., that £ is at least as expressive as SHML. To this end, let ¢ be a property
in SHML. By Thm. 3.6, there is a test T, such that s |= ¢ iff s passes the
test T,,, for every state s. Since £ is an extension of Ly, that is compositional,
Propn. 3.13 yields that £ is complete. Thus there is a formula ¢ € £ such that
s = ¢ iff s passes the test T, for every state s. It follows that 1 and ¢ are
satisfied by precisely the same states, and are therefore logically equivalent. O
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Abstract. A strong (L) logic programming language ([14,15]) is given by two sub-
classes of formulas (programs and goals) of the underlying logic £, provided that:
firstly, any program P (viewed as a L-theory) has a canonical model Mp which is
initial in the category of all its £-models; secondly, the L-satisfaction of a goal G in
Mp is equivalent to the £-derivability of G from P, and finally, there exists an effective
(computable) proof-subcalculus of the L-calculus which works out for derivation of
goals from programs. In this sense, Horn clauses constitute a strong (first-order) logic
programming language. Following the methodology suggested in [15] for designing logic
programming languages, an extension of Horn clauses should be made by extending its
underlying first-order logic to a richer logic which supports a strong axiomatization of
the extended logic programming language. A well-known approach for extending Horn
clauses with embedded implications is the static scope programming language presented
in [8]. In this paper we show that such language can be seen as a strong FO- logic
programming language, where FO- is a very natural extension of first-order logic with
intuitionistic implication. That is, we present a new characterization of the language
in [8] which shows that Horn clauses extended with embedded implications, viewed as
FO--theories, preserves all the attractive mathematical and computational properties
that Horn clauses satisfy as first-order-theories.

1 Introduction

Horn clause programs are theories in first-order logic (namely FO) whose computation
relation (between programs and goals) is equivalent to the following relations of FO:
logical consequence, derivability and satisfaction in the least Herbrand model of the
program. Moreover, the least Herbrand model of a program is initial in the category
of all first-order models of the program and it exactly satisfies the goals which are
satisfied in every model in this category. In other words, Horn clauses can be seen
as a FO logic programming language, in the strong sense of [14, 15], because its un-
derlying logic FO has attractive (model-theoretic) mathematical and (proof-theoretic)
computational properties (for programs and goals). This idea was formalized in [14, 15]
where the notion of a strong logic programming language is defined as a restriction of
an underlying logic satisfying good properties. This means, once fixed an underlying
logic, setting which subclasses of its formulas correspond to the classes of programs and
queries or goals, respectively. The underlying logic, for these subclasses, must satisfy
three properties: mathematical semantics, goal completeness and operational seman-
tics. The mathematical semantics property requires that any program has a canonical

* This work has been partially supported by the CICYT-project TIC95-1016-C02-02.

W. Thomas (Ed.): FOSSACS’99, LNCS 1578, pp. 56-72, 1999.
(© Springer-Verlag Berlin Heidelberg 1999
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model, which is initial in the class of all models of the program (seen as a theory in
the underlying logic). Goal completeness means that logical satisfaction of goals in
the initial model is equivalent to the derivability relation (of the logic) restricted to
programs and goals. The operational semantics property means the existence of an ef-
fective (computable) proof-subcalculus of the calculus (of the logic) for deriving goals
from programs. We believe that this view of axiomatizing a logic programming lan-
guage inside an underlying logic has many advantages. On one hand, it allows one to
separate general logical features from programming language features. On the other
hand, a useful way to analyse, compare and integrate different programming features
is to axiomatize them into a common underlying logic.

Attempts to extend Horn clause logic programming (e.g. with modules, higher-order,
data abstraction, etc.) should be done by preserving (as much as possible) the above-
mentioned mathematical and computational properties. Since Horn clause logic is the
greatest fragment of 7O admitting initial models, concrete extensions could require
to change (by restricting or enriching) the underlying logic FO. Many approaches are
concerned with extending Horn clauses with some features for program structuring
that can be seen as a form of modularity in logic programming (see for instance [2]
for a survey). Some of them consider the extension of Horn clauses with implication
goals of the form D D G, called blocks, where D can be seen as a local set of clauses
(or module) for proving the goal G. This approach yields to different extensions of
Horn clause programming depending on the given semantics to such blocks. A first
basic distinction is between closed blocks: G can be proved only using local clauses
from D, and open blocks: G can be proved using D and also the external environment.
Therefore, open blocks require scope rules to fix the interplay between the predicate
definitions inside a module D and those in the environment. In general, dealing with
open blocks, a module can extend the definition of a predicate already defined in
the enviroment. Hence, different definitions of the same predicate could have to be
considered, depending on the collection of modules corresponding to different goals.
There are mainly two scope rules, named static and dynamic, allowing this kind of
extension of predicate definitions. In the dynamic approach the set of modules taking
part in the resolution of a goal G can only be determined from the sequence of goals
generated until G. However, in the static case this set of modules can be determined
(for each goal) statically from the block structure of the program. Different proposals of
logic programming languages for open blocks with dynamic scope have been presented
and studied in several papers (e.g.[4-6, 16-18]). The static scope approach has been
mainly studied in [8,7]. In [2,7] both different approaches are compared. Some other
works (e.g. [19,20]) treat open blocks with different scope rules avoiding this kind of
predicate extension.

In [16] Miller proves that the proof-theoretic semantics for its dynamic scope program-
ming language is based on intuitionistic logic, and in [2] it is shown that the Miller’s
canonical model for a program is indeed an intuitionistic model of this program. How-
ever, for the static scope programming language introduced in [8], neither first-order
logic nor intuitionistic logic can be used for this purpose. Following the methodology
suggested in [15] for designing logic programming languages, the extension of Horn
clauses with intuitionistic implication should be strongly axiomatized in a logic which
integrates F(O and intuitionistic implication. In this paper we introduce a complete
logic called FO-, which is a very natural extension of F( with intuitionistic implica-
tion. We give a new characterization of the well-known semantics for the static scope
programming language presented in [8]. This characterization strongly axiomatizes the
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logic programming language inside FO- logic, showing that it satisfies all the desirable
properties.

The paper is organized as follows: In Section 2 we introduce the formalization of [14,
15] for a strong logic programming language which is the methodological basis for our
work. In Section 3 we give a short introduction to the underlying logic FO- giving
the necessary notions and results for the rest of the paper. In Section 4 we develop the
FO- strong axiomatization of the static scope programming language. We conclude,
in Section 5, by summarizing the presented results and related work.

2 Preliminaries

In this section, we introduce the notions of logic and strong logic programming language,
following [14, 15].

The notion of a logic is obtained by combining an entailment system (formalizing the
proof-theoretical component of a logic) with an institution (formalizing the model-
theoretical component) such that a soundness condition relating provability and satis-
faction holds. An entailment system is a triple (Sign, sen, ) with Sign a category of
signatures, sen a functor associating to each ¥ € Sign a set sen(X) of Y-sentences and
F a function associating to each X € Sign a binary relation FxC P(sen(X)) x sen(X),
called Y-entailment or ¥-derivability, which satisfies the properties of reflexivity, mono-
tonicity, transitivity and F-translation (i.e. preservation by signature morphisms). An
institution is a 4-tuple (Sign,sen, Mod, =) with Sign and sen as above; Mod is a func-
tor associating to each X € Sign a corresponding category Mod(X) whose objects are
called Y-structures (or Z‘-mﬁels) and whose morphisms preserve the interpretation
given to signature symbols; and = is a function associating to each X € Sign a binary
relation =5 C Mod(X) x sen(Y), called Y-satisfaction, which satisfies the =-invariance
property (i.e. for any M € Mod(Xs), H : ¥1 — X, ¢ € sen(X1): Mod(H)(M2) Ex, ¢
iff Msl=x, H(p)). Given I' C sen(X), Mod(I") denotes the full subcategory of Mod(X)
determined by the structures M € Mod(X) such that M 5 ¢ for each ¢ € I'. The
satisfaction relation induces a logical consequence relation between sets of sentences
and sentences, also denoted =, as follows: I' |Ex ¢ iff M =5 ¢ for each M € Mod(I).
A logic is given by an entailment system and an institution sharing the same signatures
and sentences, such that it holds soundness of the derivability relation w.r.t. the logical
consequence relation. A logic is a 5-tuple L=(Sign, sen, Mod, I, }=) such that:

— (Sign, sen, |) is an entailment system

— (@, sen, Mod, |=) is an institution

— For any X € Sign, I' Csen(¥) and ¢ € sen(X), I' 5 ¢ = T' =5 ¢ (Soundness).
In addition, there are some other useful properties that a logic could satisfy, like com-
pleteness, compactness, etc.

From the axiomatic point of view, a strong logic programming language is a 4-tuple
LPL= (L, Sign’, prog, goal) with:
— L=(Sign, sen, Mod, I, =) a logic, namely the underlying logic of LPL
— Sign’ a subcategory of Sign
— prog is a functor associating to each X € Sign’ a set prog(X) (of Y-programs)
included in Py (sen(X)) T
— goal is a functor associating to each X € Sign’ a set of X-goals, goal(¥) C sen(Y)

such that the following properties are satisfied:
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1. Mathematical Semantics: Each program P € prog(X) has a model Mp which is
initial in the category Mod(P) of all models in Mod(X') satisfying P

2. Goal Completeness (w.r.t. the initial model): For any program P € prog(X) and
any goal G € goal(XY), Pts G < Mp s G

3. Operational Semantics: Existence of an effective proof subcalculus for the deriv-
ability relation Fx restricted to prog(X) x goal(X).

3 The Logic FO-

In this section we introduce the sound and complete logic FO- which extends classi-
cal first-order logic with intuitionistic implication. We present its language, semantical
structures, logical consequence relation, derivability relation and some other details
which are relevant to understand the rest of the paper. A more detailed presentation
of this logic is out of the scope of this paper and it can be found in [11], in particular
there it is proved soundness and completeness of FO> logic.

A signature ¥ € Sign consists of countable sets F'Sx of function symbols, and PSx
of predicate symbols, with some specific arity for each function and predicate sym-
bol. We also assume a countable set V'.Sx of variable symbols. We denote by T's the
set of all well-formed first-order ¥-terms. A term is closed if no variable symbol does
occur on it. Well-formed Y-formulas are built, from atomic ones, using classical con-
nectives (=, A, V, —), intuitionistic implication (D), and classical quantifiers (V, 3). Free
and bound variables and substitution have the usual definitions. sen(X) is the set of
Y -sentences, that is, ¥-formulas with no free variables. We will denote formulas by
lowercase Greek letters ¢,1,7, X, . ... The uppercase Greek letters I and & (probably
with sub- and superscripts) will be used as metavariables for sets of formulas. Model
theory is based on Kripke structures ([21]).

Definition 1. A Kripke X-structure is a triple K = (W(K), <X, (Auw)wew (k)) where
(W(K), =) is a non-empty partially ordered set (of worlds) and each A, is a first-
order Y-structure (with universe A, over which predicate and function symbols are
interpreted) such that for any pair of worlds v < w in W(K):

- Av g A’w7

— p* CpAv forall pe PSs

— A (ay, ... an) = f* (a1, .., an), for all ay,...,an € A, and f € FSx. |

Mod(X) will denote the category whose objects are Kripke Y-structures. The mor-
phisms in this category will be given in Definition 6.
We denote by t“ the classical first-order interpretation the of t € T's;. Terms inter-
pretation behaves monotonically, that is, for any Kripke-structure K and any pair of
worlds v, w € W(K) such that v < w: t¥ =¢* € A, C Ay. The satisfaction of sentences
in worlds is handled by the following forcing relation:

Definition 2. Let K € Mod(X), the binary forcing relation FC W (K) x sen(X) is
inductively defined as follows:

wlf r

wlk p(ty, ... t) iff (7, ... t2) € pv

w ik =g iff wlf ¢

wlk gAY iff wik ¢ and w ik
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wlFeVy iff wlkgorwlky

wlk ¢ =y iff if wlk ¢ then wlk Y

w k¢ D ¢ iff for all v € W(K) such that v > w: if v IF ¢ then v IF 1)
wlk 3z iff w Ik p(a/z) for some a € A, *

w k- Vzp iff w ik p(a/z) for all a € Ay. [ ]

We will write w, K I+ ¢ (instead of w IF ¢) whenever confusion on the structure K may
occur. This forcing relation gives a non-intuitionistic semantics to negation, classical
implication (—) and universal quantification; as a consequence, the forcing relation
on sentences does not behave monotonically w.r.t. the world ordering. We say that a
sentence is persistent whenever the forcing relation behaves monotonically for it.

Definition 3. A Y-sentence ¢ is persistent iff for any K € Mod(X) and w € W(K):
if w Ik ¢ then v IF ¢ for any v € W(K) such that v > w. |

Persistent sentences play an important role in the F()--axiomatization of logic pro-
gramming languages with embedded implications, since there is a subclass of persistent
sentences (that can be syntactically delimited) which includes the class of goals.

Proposition 4. Any atomic sentence is persistent. Any sentence ¢ D 1) is persistent.
If ¢ and 1 are persistent sentences, then @ V ¥ and ¢ AN are persistent. If p(a) is a
persistent sentence, then Iz is persistent.

Proof. For atoms the property is a trivial consequence of the Kripke structure defini-
tion. For intuitionistic implication it is also trivial from forcing relation definition. The
other two cases are easily proved, by induction, using the forcing relation definition for
V, A and 3. |

The satisfaction relation =xC Mod(X) x sen(X) requires the sentence to be forced
(only) in the minimal worlds of the structure. This satisfaction relation induces the
logical consequence relation, denoted by the same symbol =x.

Definition 5. Let K € Mod(X) and I' U {¢} C sen(X). We say that

(a) A world w € W(K) is minimal iff there does not exist v € W (K) such that v < w
and v # w.

(b) K Ex ¢ (K satisfies @) iff w IF ¢ for each minimal world w € W (K).

(¢) I' Ex ¢ (¢ is logical consequence of I') iff K =5 I' = K |3 ¢, for each
K € Mod(X). W

Morphisms in Mod(X) relate only minimal worlds, with the idea of preserving the
satisfaction relation for ground atoms, in the following way:

Definition 6. For i = 1,2, let K; = (W (K;), <x;, (AL ) wew(x,)) € Mod(X) and let
W (K;)™™ be the set of minimal worlds in W(K;). A morphism H : K1 — K> is given
by a mapping o:W (K2)™" — W (K1)™" together with a collection of first-order
X-homomorphisms (H,, : A},H(w) — Ai)wgw(Kz)min. If the mapping ox is unique
(for instance when K has only one minimal world) then we will identify H directly
with its collection of first-order Y-homomorphisms. |

! The constant symbol G stands for the syntactic denotation of a (see e.g.[21]).
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Remark 7. We recall that first-order ¥-homomorphisms are mappings that preserve
the operations and relations which (respectively) interpret function and predicate sym-
bols. In particular they preserve ground atoms. |

Actually, the above-defined 4-tuple FO- = (Sign, sen, Mod, |=) forms an institution.
The satisfaction relation is preserved: for each signature morphism H : ¥ — X',
each K’ € Mod(X') and each ¢ € sen(XY), it is the case that Mod(H)(K') Ex ¢ iff
K' =5 sen(H)(p), where sen(H) : sen(X) — sen(X') is the translation of sentences
induced by H and where Mod(H) : Mod(X’) — Mod(X) is the forgetful functor as-
sociated to H. This functor applies each X’'-structure K’ into a X-structure K with
the same ordered set of worlds and it associates each first-order structure A’,, into its

forgetful first-order structure Vi (A'y).

Structural Rules
(Imit) A> Aif Ais atomicand A€ A (rL) AT, r; A > x
Ao AN Ay
AT A >y
Connective Rules

AL —x > Al o> F
L) ZT=¢ox (B~) FTE=5

(Cut) (RF) AL, =y A > F

Ao A >y ALy, A >y Ay A> vy
VD) S R oV A x B Z5 Ve Ao oV
AL g A > x %J’A—W/)

(AL) AT oA AT D> x (BA) X
AT D> o AT, A >y Al o>
(= L) ATy — ;A D x (=) i I'> o=

A AT > ATALT A" > x Ai{pt >
L) AL D AL A" > x B2 Aee5v
Quantifier Rules
A Lop(c/x); A > x A p(t/z)
(3L) A; T3z AT > ¢ (R3) =3 > Jze
AL o(t/x); A" > x A > o(c/x)
(VL) A;T)Vzpo; AT > x (RY) =3 > Vo

Fig. 1. A sound and complete sequent calculus for FO-.

We will complete the definition of FO- logic by giving a derivability relation FxC
P(sen(X)) x sen(X) in terms of sequent calculus proofs. The original Gentzen’s notion
considers sequents I" > ¢ whose antecedent I" and consequent @ are both finite (possibly
empty) sequences of formulas. In FO- logic, to deal with classical and intuitionistic
implications inside the same logic, it is essential to introduce extra structure in sequent
antecedents. That is, to achieve soundness and completeness for FO- logic, we consider
sequents consisting of pairs A [> ¢ where the antecedent A is a (finite) sequence of
(finite) sets of formulas, and the consequent ¢ is (like in intuitionistic logic) a single
formula. Uppercase Greek letters A, A’, A”, ... will be used as metavariables for
sequences of sets of formulas. In order to simplify sequent notation: the semicolon sign
(;) will represent the infix operation for concatenation of sequences, I' U {¢} will be
abbreviated by I, ; and a set I" will be identified with the sequence consisting of this
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unique set. On these bases, we present a sound and complete sequent calculus for the
logic FO- in Figure 1 where (in quantifier rules) c stands for a new fresh constant
symbol and ¢ stands for a closed term.

Notice that every rule in the calculus of Fig.1 is a natural generalization (to sequences of
sets in the antecedent) of some classical first-order sequent rule. Moreover, by viewing
the antecedent as a single set of formulas, the rules for both implication connectives
would coincide. It is also easy to see that (R D) is the unique rule creating a new set
in the antecedent.

Definition 8. For any (possibly infinite) set I' U {¢} C sen(X) we say that I' Fx ¢
iff for some finite I’ C I" there exists a proof of the sequent I [> ¢ using the calculus
in Figure 1. |

In general, a proof for the sequent A > ¢ is a finite tree constructed using inference
rules of the calculus, such that the root is the sequent A > ¢ and whose leaves are
labeled with initial sequents (in our case, these are (Init), (rL), (RF)). In particular,
the antecedent A may be a unitary sequence of one finite set I'. We recall that Fx
is the relation induced (by the calculus in Fig.1) on the set P(sen(X)) x sen(X). It is
worthwhile noting that this relation satisfies reflexivity, monotonicity and transitivity,
although any rule in the calculus (Fig.1) does not directly correspond with them.
Besides, the F-translation property is also satisfied. However, the extension to a relation
between sequences of sets of formulas and formulas lacks to satisfy the former three
properties.

4 The Logic Programming Language Horn-

In this section we give the strong FO- axiomatization for the static scope program-
ming language introduced in [8]. Its syntax is an extension of the Horn clause language,
by adding the intuitionistic implication D in goals. We define this language as the fol-
lowing 4-tuple Horn> = (FO->,Sign’,prog, goal), where Sign’ is the class of finite
signatures in Sign and, for each X in Sign’, prog(X) is the set of all X-programs, which
are finite sets of closed D-clauses (called X-clauses), and goal(X) is the set of all closed
G-clauses (called X-goals). D- and G-clauses are recursively defined as follows (where
A stands for an atomic formula):

G:=A|GiAG>|D>G |G D:=A|G - A|DiADy|VaD

Following [8], we use a simple definition of the operational semantics of Horn>, given by
a nondeterministic set of rules which define when a ¥-goal G is operationally derivable
from a program sequence A= Py;...;P,, in symbols A F; G. Moreover, to deal with
clauses in P € prog(X) of the form Dy A D> and VxD, we utilize the closure (w.r.t.
conjunction and instantiation) set [P] of all clauses in P. This abstract definition of
the operational semantics is more suitable to be compared with the mathematical
semantics of Horn>.

Definition 9. [P] is defined as the set U{[D] | D € P} where [D] is recursively
defined as follows: [A] = {4}, [G — A] = {G — A}, [D1 A D3] = [D1] U [D],
[VeD] = U{[D(t/z)] | t € Ts and ¢ is closed}. W
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(1) Ak Aif Ais atomic and A € [A]
Po;,...; P, G

(2)Po;...;Pi;...;Pnl—sAifG_’Ae[Pi]andOSiS"
(3) Al—s Gl A"s G2 (4) AFS G(t/.’E) (5) Az{D} |_5 G
AF; Gi AGs AR, 322G AFs DD G

Fig. 2. Operational Semantics for Horn~.

Notice that w IF P < w IF [P] and also that all clauses in [P] match the pattern G — A
(with G possibly empty for handling the case A). We extend the notation [P] to [A] by
[Pos...;Pn] = U, [Pi]. Now, we define A -, G by means of the rules given in Figure 2.
In order to illustrate the operational behaviour of this language we give the Example
10.

Ezample 10. Let the program with two clauses P = {((b = ¢) D ¢) — a, b} and let
the goal G1 = a. A proof of P -, G1 is given by the following steps (applying rules in
Figure 2):

Plsa by Rule (2)
if PF, (b— ¢) D c by Rule (5)
if P;{b— c}Fsc by Rule (2)
if P;{b = c}Fsb by Rule (1) since b € P;{b — c}

However, let now the program with a unique clause @ = {((b — ¢) D ¢) — a} and
let the goal G2 = b D a. The only way to obtain a proof of ) s G2 would make the
following steps:

QFsbDa by Rule (5)
if Q;{b} Fsa by Rule (2)
if QFs (b— ¢) D c by Rule (5)
if Q;{b— c}Fsc by Rule (2)

fQ;{b—>c}hksd
Since the last sequent can not be proved then @ /s G2. |

This example shows the ”static scope rule” meaning: the set of clauses which can be
used to solve a goal depends on the program block’s structure. Whereas G1 = a can
be proved from the program P because b was defined in P, in the case of G2=b D a
and the program ) the ”external” definition of b is not permitted for proving the body
of the clause in Q). This is a mayor difference with the ”dynamic scope rule” used in [16].

In the Appendix A we prove that the proof-subcalculus F; is sound with respect to the

FO=-calculus when restricted to the programming language Horn>.

In the rest of this section we show that Horn~ satisfies all the desirable properties
to be a strong FO- logic programming language. In Subsection 4.1 we present the
mathematical (or model) semantics and we prove the goal completeness property. The
operational semantics is studied in Subsection 4.2, showing the equivalence between
mathematical and operational semantics. Also completeness of ks w.r.t. the FO--
calculus will be proved there as a consequence of previous results. Along the whole
section |= (respectively I-) stands for the satisfaction and the logical consequence rela-
tions =, (respectively the derivability relation bx) of FO-.
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4.1 Mathematical Semantics and Goal Completeness

In this subsection we first define the subcategory FMod(X) of Mod(X). Its objects are
Kripke structures with Herbrand interpretations associated to worlds, with a unique
minimal world and closed w.r.t. superset. Then, we show that to deal with Horn>
programs (as particular F(O--theories) the category Mod(P) of Kripke X-structures
satisfying P can be restricted to the subcategory FMod(P). Notice that, for Horn
clauses, the Herbrand models constitute the corresponding subcategory of the general
first-order structures. We will prove the existence of a model in FMod(P) which is
initial in the whole category Mod(P). Again, one can observe the parallelism with the
least Herbrand model of Horn clauses. Finally, we will prove the goal completeness
property w.r.t. this initial model.

Given a signature X', Us and By will denote the Herbrand universe and the Herbrand
base, respectively. Consider the complete lattice P(Bx) of all Herbrand (first-order) X-
interpretations over the universe Us. Any subset K of P(Bx), ordered by set inclusion,
can be viewed as a Kripke Y-structure. On these structures, I, K I ¢ (or simply I IF ¢)
will denote w, K IF ¢ for the world w whose first-order associated Y-structure is I.

Definition 11. FMod(X) is the full subcategory of Mod(X) whose objects are the
Kripke X-structures {Fil(I) | ICBs} where Fil(I) denotes the filter {J C Bx | J 2
I}. (EMod(X),C) is the partial order given by Fil(I,) T Fil(I) iff Iy C I,. The
morphisms in FMod(X) can be seen as these inclusions, that is Fil(I;) C Fil(I2) is the
morphism H € Mod(X) defined by o (I2) = I and the singleton {C: I} — I»}. [ ]

Remark 12. Note that the morphisms H : K1 — K> with K; € FMod(X) are unique
since: (i) K1 has only one minimal world and (ii) if A and B are first-order X-structures
and A is finitely generated then the ¥-homomorphism A — B is unique. |

Hence, for formulas ¢ D 1), the forcing relation restricted to the class FMod(Y) satisfies:
Il D iff for all J C By such that I C J, if J I+ ¢ then J IF 4.

Proposition 13. Let I1,I> be two X-interpretations, {I;}jes a (possibly infinite) set
of X-interpretations, D a X-clause and G a X-goal.

(a) If I Ik G then for all Iy such that Iy C I», I, IF G

(b) IfI; Ir D for each j € J then N;I; I+ D

Proof. (a) is a direct consequence of persistence of goals (see Proposition 4). The proof
of (b) can be made by structural induction on D: For D = A it is trivial, since I IF A
iff A€ I. Cases D = Di AD> and D = VaD; can be easily proved by applying the
induction hypothesis. For D = G — A, the case N;I; IF A is trivial. Now suppose that
N;I; If A, then there exists j € J such that I; If A and I; IV G. Hence N;I; ¥ G holds
by (a), and therefore N;I; IFG— A. N1

Proposition 14. (EMod(X),C) is a complete lattice with bottom Fil(0) = P(Bx).

Proof. It is enough to define the operations Ll and M for any (possibly infinite) collection
{F’Ll([l)}Z as follows: UiF’il(Ii) = Fil(UiIi) and I_IiF’il(Ii) = F’il(ﬂi]i). | ]
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The notion of satisfaction between elements in FMod(X) and X-clauses (respectively
-goals), borrowed from the underlying logic, is given by Fil(I) = D iff I I+ D (respec-
tively for G).

The class of models of a X-program P, denoted FMod(P), is defined as FMod(P) =
{K€FEMod(X) | K[=P} or equivalently as {Fil(I) | ICBys,I IF P}. EMod(P) is a full
subcategory of FMod(X).

Proposition 15. There ezists a least element Mp in FMod(P) with respect to C.

Proof. EMod(P) is not empty since Fil(Bx) = {Bx} satisfies P. As a consequence
of Proposition 13(b), the intersection (M) of elements in FMod(P) is an element of
FMod(P). Then Mp = M{K€FMod(X) | K[=P} belongs to FMod(P) and it is the
least element w.r.t. C. Moreover, Mp = Fil(Ip) with Ip =N{I C Bs | I I+ P}. |

Then, Mp is the initial object in the category FMod(P). Now, we will prove the initiality
of Mp in the (more general) category Mod(P). Then, following [15], the denotation
function P — Mp is called the mathematical semantics of Horn-.
Definition 16. A Y-program P is satisfiable (respectively F-satisfiable) iff there exists
K € Mod(X) (respectively K € FMod(X)) such that K = P. [ |

Lemma 17. For each K € Mod(X) there ezists Ix € P(Bx) (therefore Fil(Ix) €
FMod(X)) such that, for every X-clause D and every X-goal G:

(a) If K |= D then Fil(Ix) = D

(b) If Fil(Ix) = G then K |= G

Moreover, there exists a unique morphism Hg :Fil(Ix) — K.

Proof. Let K = (W(K),=,{Auw)wew(x))- We consider, for each w € W (K), the H-
interpretation I, = {p(t1,...,tn) € Bx | w, K IF p(t1,...,tn)} and let Ix = N{ILy, | w €
W(K)}. That is, Ix = {p(t1,...,tn) € Bx | K = p(t1,...,tn)}. Then, for each Y-clause
D and each ¥-goal G:

(i) If w, K I D then I,, IF D

(ii) If I, IF G then w, K IF G
The proof of above facts (i) and (ii) is made by simultaneous induction on D and G.
(i) and (ii) for an atom A: w, K IF A iff A € I, iff I, IF A. (i) for Dy A Dy, VxD and
(ii) for G1 A G2, 3G, can be easily proved by applying the induction hypothesis. To
prove (i) for G — A, let us suppose that w, K I+ G — A, then w, K I+ A or w, K I G.
By the induction hypothesis, I,, I+ A or I, If G holds. Therefore I, IF G — A. To
prove (ii) for D D G, suppose that w, K If D D G, then there exists v € W(K) such
that w < v, v, K It D and v, K |f G. By induction, I, I D and I, If G hold. Then
I, ¥ D D @G, since w =< v implies I, C I,.
Now, to prove (a), let us suppose that K = D, then for all minimal w € W(K):
w, K I D. Hence, by (i), for all minimal w € W(K): I, It D. Then, by Proposition
13(b), Ik IF D holds. Therefore Fil(Ix) = D. The proof for (b) is symmetric, suppose
that Fil(Ix) = G, this means that Ix I+ G. Then, by Proposition 13(a), I, IF G holds
for all minimal w € W (K). Therefore by (ii), w, K I G for all minimal w € W(K).
Hence K = G.
The unique morphism Hg:Fil(Ix) — K is given by the collection of unique first-order
Y-homomorphisms {Hy, : Ix — Ay | w minimal in W(K)}. H
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Theorem 18. Mp is initial in the category Mod(P).

Proof. Given K € Mod(P), the unique morphism from Mp into K is H = Hgo C
obtained by composing the two morphisms C: Mp — Fil(Ix) and Hk : Fil(Ix) - K
of the previous lemma. |

Corollary 19. A Y-program P is satisfiable iff it is F-satisfiable. |

Now, we will show that Mp is typical in Mod(P) (and also in FMod(P)) w.r.t. goal
satisfaction.

Proposition 20. For each X-program P and each X-goal G: P |= G iff Fil(I) = G
for all Fil(I) € EMod(P).

Proof. The only-if part is trivial. For the if part let K € Mod(P), that means K = P.
Then by Lemma 17 Fil(Ix) = P. Then Fil(Ix) = G and, again by Lemma 17, K = G.
|

Theorem 21. For each X-program P and each X-goal G: P =G iff Mp = G.

Proof. The only-if part is trivial. Conversely, Mp = G is equivalent to N{I C B(X) | I I+
P} Ik G. Therefore I IF G for all I C B(X) such that I I+ P, hence Fil(I) = G for all
Fil(I) € EMod(P). Then by Proposition 20, P = G. [ ]

From this result and the fact of that FO- is a complete logic, the goal completeness
property is obtained:

Theorem 22. For each X-program P and each X-goal G, P+ G iff Mp E G. |

Remark 25. It is worthwhile noting that: Fil(I) = G (or I I+ G) iff G is logical
consequence of I. This can be proved by Proposition 20, by seeing I as a (posibly
infinite) program of ground atoms, and by persistency of G. |

4.2 Operational Semantics

In this subsection we first define, for each Y-program P, an immediate consequence
operator Tp (on FMod(X)). The monotonicity and continuity of Tp in the lattice
(EMod(X),C) allow us to use the fixpoint semantics as a bridge between the mathe-
matical and the operational semantics. First we prove the equivalence between math-
ematical and fixpoint semantics and then between fixpoint and operational semantics
(given by k). Specifically, given a X-program P, we will use the fixpoint character-
ization of the least model Mp of P in terms of Tp, to prove that for every X-goal
G, Mp = G if and only if P +, G. We will also show that the proof-subcalculus
I is sound and complete with respect to the F(- derivability relation, restricted to
Horn>-programs and -goals.

Definition 24. The immediate consequence operator Tp : FMod(Y) — FMod(Y) is
given by Tp(Fil(I)) = Fil({A | there exists G — A € [P] such that Fil(I) = G}).
|
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The operator Tr has been defined in terms of the satisfaction relation of F(O-. That is,
given a filter (generated by a set of ground atoms), it generates the head of the clauses
whose bodies are satisfied by this filter. We want to remark that Tp is indeed a FO?
logical consequence operator because we can replace (see Remark 23) the satisfaction of
G in the model Fil(I) (or equivalently the forcing relation of G in the minimal world I)
by the logical consequence of G from I. Unlikely for Horn clauses, logical consequence
can not be replaced by set membership since goals are not just conjunction of atoms.
It is well-known that the least fixpoint and the least pre-fixpoint of a continuous op-
erator in a complete lattice is T“(L) where L is the bottom in the lattice. In the
Appendix B we prove that the above-defined operator Tp is monotone and continuous
in the complete lattice (FMod(X), C) and also that the models of P are the pre-fixpoints
of Tp . Therefore, the least fixpoint of Tp is T (P(By)) which will be simply denoted
Tp. Then the correspondence between mathematical and fixpoint semantics is a direct
consequence of these results.

Theorem 25. For all ¥-program P, Ty = Mp. |

Now we will prove the equivalence between mathematical, fixpoint and operational
semantics. We need the following lemma to complete such equivalences. This result
was proved in [8] and our proof is an adaptation (for our operator Tp) of the proof
given there. For that reason we will give a sketch of this proof detailing only the main
differences.

Lemma 26. Given a X-program P and a X-goal G, if T§ = G then P+, G.

Sketch of the proof. Let I, denote the minimal world in 75 (P(Bx)), for each n > 0.
Since TP = Un<wTH(P(Bx)), the minimal world in T8 is Up<qy . Then by continuity
of Tp it suffices to prove that I, IF G = P s G holds for each n > 0. The proof
is made by induction on the highest number m of (D)-nesting levels in P and G. If
m = 0 (there are no occurrences of D either in P or in G), then the proof can be done
by double induction on n and G. The induction hypothesis holds for at most m — 1
(D)-nesting levels in P and G. For the case m > 0, let us develop in detail only the
subcase n > 0 and G = D; D Gi. Let D} be the program I,, U D; (seen the atoms
in I, as clauses with empty bodies) and let ID/1 be the minimal world in Tgll. Then
ID/1 IF D; and I,, C ID’1~ Therefore ID/1 IF Gi. By induction on D} and G (note that
the highest number of (D)-nesting levels in D] and G is less than m), I, U D1 b5 G
holds. Finally, some F,-properties easy to prove (see [8] for details) are used to obtain
the following implications: I, UDy s G1 = I,; D1 +s Gt = I, s (D1 D G1) =
{A|P+s A} b5 (D D G1) = P+, (D1 D Gh). |

The following Theorem summarizes all the obtained results. In particular, the equiva-
lence between mathematical and operational semantics is given by (¢) < (e).

Theorem 27. For each X-program P and each X-goal G, the following sentences are
equivalent:

(a) PEG

(b) PG

(¢c) Mp EG

(d) T¥ EG

(e) P G
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Proof (a) & (b) by the soundness and completeness of FO-
(c) by the goal completeness property (Th. 22)
d) by the equivalence between mathematical and fixpoint semantics (Th. 25)
e) by the Lemma 26
b) by the soundness of s w.r.t. - (Th. 30 in Appendix A) [ ]

Corollary 28. The proof-subcalculus 5 is complete with respect to the FO- -calculus
when restricted to the programming language Horn> .

We have used an abstract formulation of the operational semantics, given by the proof-
subcalculus F,. The effectiveness of such subcalculus means the capability for imple-
menting it. This task is out of the scope of this paper, however we would like to mention
here some works giving the main ideas towards such implementation. In [8] a less ab-
stract operational semantics is given by using notions of substitution, unification and
variable renaming for the notation [P]. Whereas this semantics is equivalent to the
given one, it provides an abstract interpreter for the language Horn>. In [1] are also
shown, by means of examples, some of the most relevant points taken into account to
make a concrete implementation.

5 Conclusions and Related Work

We have presented a new characterization for the language Horn> of Horn clauses
extended with static embedded implication (introduced in [8]). Our characterization
is based on the methodology proposed in [14,15] for define logic programming lan-
guages. Hence, we have enriched the underlying logic (FQO) of the original language
(Horn clauses) with intuitionistic implication, in a very natural way, obtaining the
complete logic FO-. Then we have given a FO--axiomatization of Horn>, showing
that it satisfies all the desirable mathematical and computational properties. The fact
of fixing the underlying logic FO- allows us to deal with Horn>-programs as special
FO--theories. Therefore, metalogical properties of programs and goals can be studied
in a clean and sound way relative to fixed notions (as model, satisfaction, morphism,
derivability, etc.) in the underlying framework. Following this methodology, we have
obtained a subclass (FMod(X)) of logical structures powerful enough for dealing with
Horn”-programs, like the subclass of Herbrand interpretations is for Horn clauses in
the first-order case. Indeed, we show that a program (as a theory) has a (general) model
iff it has a model in the subclass FMod(X). We believe that this is an important result
about the model-theoretic semantics of Horn>. Actually, the equivalence between the
two model-theoretic semantics presented in [8] is a direct consequence of the definition
of EMod(X). Moreover, FMod(X) is crucial for both: the initial and the fixpoint seman-
tics. On one hand, for any program P, FMod(P) has a least element Mp which can be
obtained by intersection of all models of P and also as the w-iteration of a continuous
immediate consequence operator T defined on FMod(X). Our fixpoint semantics is
essentially equivalent to the fixpoint semantics of [8], although it is obtained in a very
different way. As we pointed out in Subsection 4.2, the operator Tp is indeed based
on the logical consequence of the underlying logic (or equivalently on its satisfaction
relation). However, the immediate consequence operator of [8] is based on the notion
of environment and it requires an ad-hoc satisfaction relation between Herbrand in-
terpretations and goals. Moreover, we prove that the operational semantics of Horn>
is equivalent to the underlying logical derivability relation. In fact, this derivability
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relation is induced by a calculus (Figure 1) designed as an extension of the operational
semantics of Horn>. On the other hand, we have showed that Horn>-programs are
FO--theories with initial semantics: Mp (or equivalently T%) is the initial object in
the class Mod(P) of all (general) models of the program P. Hence, our characterization
of Horn>, firstly, places some well-known results into the logical framework given by
FO-> and, secondly, it extends these results to a strong axiomatization providing a
well-established model-theoretic semantics and an initial semantics.

We believe that further extensions of this logic programming language, for example with
some kind of negation, could be better developed using the logical foundation provided
by this strong FO--axiomatization. With respect to this matter, there are several
papers dealing with dynamic intuitionistic implication and some kind of negation, e.g.
[3,5,9,10,12,13]. We plan to investigate also a possible F(O--axiomatization of the
dynamic scope language of [16] in order to place both languages (from [8] and [16])
into the common underlying logic FO-. FO- and intuitionistic logic are essentially
equivalent to deal with the latter language. We mean, although these two logics differ
in the universal quantifier interpretation, both coincide in clause interpretation over
structures with constant universe, and it is well-known (cf. [2,7]) that these structures
are powerful enough. In [16] it is proved that the operational semantics of its language
corresponds to intuitionistic derivability. In [2] it is shown that the canonical model (of
a program), obtained in [16] by a fixpoint construction, is indeed an intuitionistic model
of the program. They also give an intuitionistic (Kripke’s based) model-theory for this
language. Apart from the difference in the considered programming language, there
are three most remarkable differences with our Kripke’s based approach: their logical
structures are generated by terms, our notions of satisfaction and logical consequence
are different, and the worlds of their canonical model are indexed by programs.

A different approach to give logical foundations to this kind of logic programming
languages (or in general to Horn clause extensions) is the transformational one which
consists in translating programs to the language of some well-known logic. In [7] the
language defined in [8] is translated to S4-modal logic. They also translate the language
defined in [16] in order to set both languages into a common logical framework.

The transformational approach is also taken in [19, 20] where logic programs with em-
bedded implications are translated to Horn clause programs. In [20] the definition of a
predicate in a new module overrides its definition in previous modules, therefore nested
definitions are independent of definitions in outer modules. The semantics of such lan-
guages can be defined by a direct mapping from programs in the extended language
to Horn clause programs. Then, Horn clause theory can be used to give logical and
computational foundation to the extended language. However, as it is pointed in [2,
20], when predicate extension is allowed, the translation of each predicate definition
(inside a module) raises different predicate definitions, each one depending on the col-
lection of modules that have to be used. In dynamic scoped languages this collection
can only be determined in run-time, forcing to add new arguments to the translated
predicates to represent the modules currently in use. This makes the transformational
approach inadequate for both semantics and implementation issues. For static scoped
languages, such as the language studied in this paper, this approach could be still use-
ful for implementation issues, since there is a lexical way to determine such collection
of modules (for each goal). However, the translation would not be so direct because of
the multiple transformation of each original predicate. Therefore, in our opinion, for
semantical foundation it is more adequate the model-theoretic approach started in [8],
whose results we have enriched by setting a well-stablished logical framework.



70

R. Arruabarrena et al.

Acknowledgment: The authors are greatly indebted to Fernando Orejas for fruitful
discussions and suggestions.

References

1.

2.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

Arruabarrena, R. and Navarro, M. On Extended Logic Languages Supporting Pro-
gram Structuring, In: Proc. of APPIA-GULP-PRODE’96, 191-203, (1996).
Bugliesi, M., Lamma, E. and Mello, P., Modularity in Logic Programming, Journal
of Logic Programming, (19-20): 443-502, (1994).

Bonner, A. J., and McCarty, L. T., Adding Negation-as-Failure to Intuitionistic
Logic Programming, In: Proc. of the North American Conf. on Logic Programming,
MIT Press, 681-703, (1990).

. Bonner, A. J., McCarty, L. T., and Vadaparty, K., Expresing Database Queries

with Intuitionistic Logic. In: Proc. of the North American Conf. on Logic Program-
ming, MIT Press, 831-850, (1989).

Gabbay, D. M., N-Prolog: An Extension of Prolog with Hypothetical Implications.
II. Logical Foundations and Negation as Failure, Journal of Logic Programming
2(4):251-283 (1985).

Gabbay, D. M. and Reyle, U., N-Prolog: An Extension of Prolog with Hypothetical
Implications. 1., Journal of Logic Programming 1(4):319-355 (1984).

Giordano, L., and Martelli, A.; Structuring Logic Programs: A Modal Approach,
Journal of Logic Programming 21:59-94 (1994).

Giordano, L., Martelli, A., and Rossi, G., Extending Horn Clause Logic with Im-
plication Goals, Theoretical Computer Sscience, 95:43-74, (1992).

Giordano, L., and Olivetti, N.; Combining Negation as Failure and Embedded
Implications in Logic Programs, Journal of Logic Programming 36:91-147 (1998).

Harland., J. Succecs and Failure for Hereditary Harrop Formulae, Journal of Logic
Programming, 17:1-29, (1993).

Lucio, P. FO°: A Complete Extension of First-order Logic with Intuitionistic
Implication, Technical Research Report UPV-EHU/LSI/TR-6-98, URL address:
http://www.sc.ehu.es/paqui, Submitted to a journal for publication.

McCarty, L. T., Clausal Intuitionistic Logic I. Fixed-Point Semantics, Journal of
Logic Programming, 5:1-31, (1988).

McCarty, L. T., Clausal Intuitionistic Logic II. Tableau Proof Procedures, Journal
of Logic Programming, 5:93-132, (1988).

Meseguer, J., General Logics, In: Ebbinghaus H.-D. et al. (eds), Logic Collo-
quium’87, North-Holland, 275-329, (1989).

Meseguer, J., Multiparadigm Logic Programming, In: Proccedings of ALP’92,
L.N.C.S. 632. Springer-Verlag, 158-200, (1992).

Miller, D., A Logical Analysis of Modules in Logic Programming, In: Journal of
Logic Programming, 6:79-108, (1989).

Miller, D., Abstraction in Logic Programs. In: Odifreddi, P. (ed), Logic and Com-
puter Science, Academic Press, 329-359, (1990).

Miller, D., Nadathur, G., Pfenning, F. and Scedrov, A., Uniform Proofs as a Foun-
dation for Logic Programming, Annals of Pure and App. Logic, 51:125-157, (1991).
Monteiro, L., Porto, A., Contextual Logic Programmming, In: Proc. 6th Interna-
tional Conf. on Logic Programming, 284-299, (1989).

Moscowitz, Y., and Shapiro, E., Lexical logic programs, In: Proc. 8th International
Conf. on Logic Programming, 349-363, (1991).

van Dalen, D., and Troelstra, Constructivism in Mathematics: An Introduction
Vol.1 and Vol.2, Elsevier Science, North-Holland, (1988).



A Strong Logic Programming View for Static Embedded Implications 71
A Appendix: Soundness of the proof-subcalculus

We prove here that the proof-subcalculus I is sound with respect to the FO--calculus
when restricted to the programming language Horn>. In the following, the rules in the
FO=>-calculus and the rules in I will be respectively called the logical and operational
rules.

Lemma 29. Let A be a sequence of X-programs Po;...; P, (n > 0) and G be a X-goal.
If Abs G then AFG.

Proof. Soundness of -5 w.r.t. F would be obvious if each operational rule was a logical
rule, but there is a slight difference: the use of (VL) and (AL) logical rules is com-
pensated by the use of notation [A] in operational rules (1) and (2). So that, each of
the operational rules (1) through (5) is derivable in the F(~-calculus in the following
way: Rule (1) is derivable using a number of steps of (VL) and (AL) and one step of
(Init). Rule (2) can be seen as a particular case of (— L) when x = . For this reason
Rule (2) does not need a second premise which holds by (Init). Therefore, Rule (2) is
a combination of (VL), (AL), (— L) and (Init). Rule (3) is (RA), Rule (4) is (R3) and
Rule (5) is (R D).

Now, a proof of the sequent A > G can be made by substituting the corresponding
step(s) in the FO=-calculus for each step in the proof of A - G. |

As a particular case of this lemma, for A being a single program P, the following result
is obtained:

Theorem 30. Given a X-program P and Y-goal G, if P s G then PF G. |

B Appendix: Fixpoint Semantics

In this part, we prove the results that are sufficient to establish that T is the least
fixpoint of the operator Tp defined in Subsection 4.2 and that T is the least model of
P.

Proposition 31. Tp is monotone.

Proof. Suppose that Fil(I;) C Fil(Iz), that is I; C I>. Then (by Proposition 13(a))
{A|G—>Ae€[P,LIFG} C{A| G — A € [P], I IF G} holds. Therefore
Tp(Fil(I1)) C Tp(Fil(I,)). W

In order to prove the continuity of Tp, we first establish the following key lemma:

Lemma 32. For every chain I C I, C ...C I; C..., of Herbrand X-interpretations,
every X-clause D and every X-goal G,

(a) U;I; IF G = there ezists jo such that Ijy I G

(b) U;I; If D = there exists jo such that I;, I} D
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Proof. We proceed by simultaneous induction. For atoms (a) and (b) are trivial since
IlFAiff Ael. (a) for G = 3xG, and (b) for D = Dy A D2, D = VzD; can be easily
proved by the induction hypothesis.
To prove (a) for G = G1 A G suppose that U;I; IF Gi A G2. Then for some indices
Ji,j2: Ij; IF G and I, I+ G2. Hence I; IF G1 A G2 holds for j = maz(j1, j2).
Now, consider (b) for D = G1 — A;. If U;I; ¥ D then U;I; IF Gy and A; ¢ U;I;. By
induction, there exists jo such that Ij, IF G1 and A; ¢ I;,. Therefore I, If D.
In order to prove (a) for G = D1 D G1, we proceed by contradiction. Let us suppose
that for all index j: I; If D1 D G1. Then, for each j, there exists I} such that I; C I,
I} I+ Dy and I; I¥ G:. Considering, for each j, the non-empty set of interpretations
C;={I|1; CI, 1k Dy, Ilf G:i} and taking, for each j, the interpretation I} =
N{I | I € C;}, the following facts are verified:

(i) I; C Ij, for all j

(i) I/ I+ Dy and I} If Gi, for all j

(iii) {I}}; form the chain I; C I, C ..C I} C
By applylng the induction hypothes1s on Dy, G1 and the chain {I}};, we have U; I} I D,
and U; I} ¥ Gi. Since U;I; C U;I}, then U;I; I D1 D Gy, in contradiction with the
hypothe51s |

Theorem 33. Let Fil(I1) C Fil(I:) C ...C Fil(I;) C... be a chain of elements in
FMod(X). Then Tp(U; Fil(I;)) = j

Proof. U;jTp(Fil(I;)) C Tp(U;Fil(I;)) holds by monotonicity. The reverse inclusion
is equivalent to prove that {A | G—o Ae[P],U;I; IF G} CU;{A | G —» A € [P],
I; IF G}. Let Ae {A| G — A€ [P], U;I; I G}. Then, for some G: G — A € [P]
and U;I; IF G. Since I C I, C ...C I; C..., there exists an index jo such that I;, IF G.
Then A€ {A|G—-A€[P], I FG}QUJ{A|G—>AG[P],IjIFG}. ]

The following lemma states that the models of P are the pre-fixpoints of Tp.

Lemma 34. Let P be a X-program and Fil(I) € EMod(X). Then Fil(I) € EMod(P)
iff Tp(Fil(I)) C Fil(I).

Proof. Let Fil(I) € EMod(P) and let us show that {A |G - A€ [P],IIF G} CI. If
A€ {A|G— A€ [P], Il G}, then there exists some G such that G — A € [P] and
I I+ G. Therefore A € I, since I I+ [P]. Conversely, let {A |G - A€ [P],IIFG} C 1.
We have to show that Fil(I) = G — A, for each G — A € [P]. Suppose Fil(I) = G.
Then A€ {A|G— A€[P],IIFG}CI Hence FilIl)EFA. 1
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Abstract. We propose an unfolding semantics for graph transformation
systems in the double-pushout (DPO) approach. Mimicking Winskel’s
construction for Petri nets, a graph grammar is unfolded into an acyclic
branching structure, that is itself a (nondeterministic occurrence) graph
grammar describing all the possible computations of the original gram-
mar. The unfolding can be abstracted naturally to a prime algebraic do-
main and then to an event structure semantics. We show that such event
structure coincides both with the one defined by Corradini et al. [3] via a
comma category construction on the category of concatenable derivation
traces, and with the one proposed by Schied [13], based on a determin-
istic variant of the DPO approach. This results, besides confirming the
appropriateness of our unfolding construction, unify the various event
structure semantics for the DPO approach to graph transformation.

1 Introduction

Since many (natural or artificial) distributed structures can be represented (at
a suitable level of abstraction) by graphs, and graph productions act on those
graphs with local transformations, it is quite obvious that graph transformation
systems are potentially interesting for the study of the concurrent transformation
of structures. In particular, Petri nets [11], the first formal tool proposed for the
specification of the behaviour of concurrent systems, can be regarded as graph
transformation systems that act on a restricted kind of graphs, namely discrete,
labelled graphs (to be interpreted as sets of tokens labelled by place names).

In recent years, various concurrent semantics for graph rewriting systems
have been proposed in the literature, some of which are inspired by the mentioned
correspondence with Petri nets (see [2] for a tutorial introduction to the topic and
for relevant references). A classical result in the theory of concurrency for Petri
nets, due to Winskel [15], shows that the event structure semantics of safe nets
can be given via a chain of adjunctions starting from the category Safe of safe
nets, through category Occ of occurrence nets (this result has been generalized
to arbitrary P/T nets in [9]). In particular, the event structure associated with
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a net is obtained by first constructing a “nondeterministic unfolding” of the net,
and then by extracting from it the events (which correspond to the transitions)
and the causal and conflict relations among them.

In the present paper we propose a similar unfolding construction for DPO
graph grammars, which can be considered as a first contribution to a functo-
rial semantics in Winskel’s style. After recalling in Section 2 the basics of typed
graph transformation systems and their correspondence with Petri nets, we in-
troduce, in Section 3, the notion of nondeterministic occurrence grammar, a
generalization of the deterministic occurrence grammars of [4], representing in
a unique “branching” structure several possible “acyclic” computations. Inter-
estingly, unlike the case of Petri nets, the relationships among productions of
an occurrence graph grammar cannot be captured completely by two binary
relations representing causality and symmetric conflict. Firstly, due to the pos-
sibility of preserving some items in a rewriting step an asymmetric notion of
conflict has to be considered. The way we face the problem is borrowed from [1],
where we addressed an analogous situation arising in the treatment of contez-
tual nets. Secondly, further dependencies among productions are induced by the
application conditions, which constrain the applicability of the rewrite rules in
order to preserve the consistency of the graphical structure of the state.

Next in Section 4 we present an unfolding construction that, when applied
to a given grammar G, yields a nondeterministic occurrence grammar Ug, which
describes its behaviour. The idea consists of starting from the initial graph of
the grammar, applying in all possible ways its productions, and recording in the
unfolding each occurrence of production and each new graph item generated by
the rewriting process. Our unfolding construction is conceptually similar to the
unfolding semantics proposed for graph rewriting in the single-pushout approach
by Ribeiro in [12]. However, here the situation is more involved and the two
approaches are not directly comparable, due to the absence of the application
conditions (dangling and identification) in the single-pushout approach.

In Section 5 we show how a prime algebraic domain (and therefore a prime
event structure) can be extracted naturally from a nondeterministic occurrence
grammar. Then the event structure semantics ES(G) of a grammar G is defined as
the event structure associated to its unfolding Ug. In Section 6 such semantics is
shown to coincide with two other event structure semantics for graph rewriting
in the literature: the one by Corradini et al. [3], built on top of the abstract,
truly concurrent model of computation of a grammar (a category having abstract
graphs as objects and concatenable derivation traces as arrows), and the one by
Schied [13], based on a deterministic variation of the DPO approach. Finally, in
Section 7 we conclude and present some possible directions of future work.

2 Typed Graph Grammars

This section briefly summarizes the basic definitions about typed graph gram-
mars [4], a variation of classical DPO graph grammars [6, 5] where the rewriting
takes place on the so-called typed graphs, namely graphs labelled over a structure
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(the graph of types) that is itself a graph. Besides being strictly more general
than usual labelled graphs, typed graphs will also allow us to have a clearer
correspondence between graph grammars and Petri nets.

Formally, a (directed, unlabelled) graph is a tuple G = (N, E, s,t), where N
is a set of nodes, E is a set of arcs, and s,t : E — N are the source and target
functions. A graph morphism f : G — G’ is a pair of functions f = (fy : N —
N', fg : E — E') preserving sources and targets, i.e., such that fy os=s"o fg
and fy ot =1t o fg. Given a graph of types TG, a typed graph is a pair (G, tq),
where G is a graph and tg : G — T'G is a morphism. A morphism between typed
graphs f : (G1,tq,) — (G2,tq,) is a graph morphisms f : G; — G2 consistent
with the typing, i.e., such that tg, = tg, o f. The category of TG-typed graphs
and typed graph morphisms is denoted by TG-Graph.

Fixed a graph TG of types, a (T'G-typed graph) production (L L K5 R)
is a pair of injective typed graph morphisms [ : K — L and r : K — R. It is
called consuming if morphism [ : K — L is not surjective. The typed graphs
L, K, and R are called the left-hand side, the interface, and the right-hand
side of the production, respectively. A (TG-typed) graph grammar G is a tuple
(TG, Gin, P, ), where Gy, is the initial (typed) graph, P is a set of production
names, and 7 a function which associates a graph production to each production
name in P. We denote by Elem(G) the set Ny U Erg U P. Moreover, sometimes
we shall write ¢ : (L LKkS R) for n(q) = (L LK R).

Since in this paper we work only with typed notions, we will usually omit the
qualification “typed”, and we will not indicate explicitly the typing morphisms.
Moreover, we will consider only consuming grammars, namely grammars where
all productions are consuming: this corresponds, in the theory of Petri nets, to
the common requirement that transitions must have non-empty preconditions.

Given a typed graph G, a production ¢ : (L L K5 R), and a match (i.e.,
a graph morphism) g : L — G, a direct derivation § from G to H using q (based
on g) exists, written 6 : G =, H, if and only if the diagram

q: K——R

T

DTH

can be constructed, where both squares have to be pushouts in TG-Graph.

Roughly speaking, the rewriting step removes from the graph G the items of
the left-hand side which are not in the image of the interface, namely L — [(K),
producing in this way the graph D. Then the items in the right-hand side which
are not in the image of the interface, namely R—r(K), are added to D, obtaining
the final graph H. Notice that the interface graph K (common part of L and R)
specifies both what is preserved and how the added subgraph has to be connected
to the remaining part.

It is worth recalling here that given an injective morphism [ : K — L and
a match g : L — G as in the above diagram, their pushout complement (i.e., a
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graph D with morphisms k£ and b such that the left square is a pushout) only
exists if the gluing conditions are satisfied. These consist of two parts:

— the identification condition, requiring that if two distinct nodes or arcs of L
are mapped by g to the same image, then both must be in the image of [;

— the dangling condition, stating that no arc in G — g(L) should be incident to
a node in g(L — I(K)) (because otherwise the application of the production
would leave such an arc “dangling”).

Notice that the identification condition does not forbid the match to be non-
injective on preserved items. Intuitively this means that preserved (read-only)
resources can be used with multiplicity greater than one.

A derivation over a grammar G is a sequence of direct derivations (over G)
p={Gi—1 =4_, Gitie1,...,n}- The derivation is written as p: Go =7, .
G, or simply as p : Gog =* G,. The graphs Go and G,, are called the startmg
and the ending graph of p, and are denoted by o(p) and 7(p), respectively.

Relation with Petri nets. To conclude this section it is worth explaining
the relation between Petri nets and DPO graph grammars. The fact that graph
transformation systems can model the behaviour of Petri nets has been first
formalized by Kreowski in [8]. The proposed encoding of nets into grammars
represents the topological structure of a marked net as a graph, in such a way
that the firing of transitions is modelled by direct derivations.

Here we use a slightly simpler modelling, discussed, among others, in [2].
The basic observation is that a P/T Petri net is essentially a rewriting system
on multisets, and that, given a set A, a multiset of A can be represented as a
discrete graph typed over A. In this view a P/T Petri net can be seen as a graph
grammar acting on discrete graphs typed over the set of places, the productions
being (some encoding of) the net transitions: a marking is represented by a set
of nodes (tokens) labelled by the place where they are, and, for example, the
unique transition ¢ of the net in Fig. 1.(a) is represented by the graph production
in the top row of Fig. 1.(b). Notice that the interface is empty since nothing is
explicitly preserved by a net transition.

(b)

Fig. 1. Firing of a transition and corresponding DPO direct derivation.

It is easy to check that this representation satisfies the properties one would
expect: a production can be applied to a given marking if and only if the corre-
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sponding transition is enabled and, in this case, the double pushout construction
produces the same marking as the firing of the transition. For instance, the firing
of transition ¢, leading from the marking 34+ 2B to the marking A+ B+C+ D
in Fig. 1.(a), becomes the double pushout diagram of Fig. 1.(b).

The considered encoding of nets into grammars enlightens the dimensions in
which graph grammars properly extend nets. First of all grammars allow for a
more structured state, that is a general graph rather than a multiset (discrete
graph). Perhaps more interestingly, graph grammars allow for productions where
the interface graph may not be empty, thus specifying a “context” consisting of
items that have to be present for the productions to be applied, but are not
affected by the application. In this respect, graph grammars are closer to some
generalizations of nets in the literature, called nets with read (test) arcs or
contextual nets (see e.g. [7, 10, 14]), which generalize classical nets by adding the
possibility of checking for the presence of tokens which are not consumed.

3 Nondeterministic occurrence grammars

The notion of derivation introduced in the previous section formalizes how a
single computation of a grammar can evolve. Nondeterministic occurrence gram-
mars are intended to represent the computations of graph grammars in a more
static way, by recording the events (production applications) which can appear
in all possible derivations and the dependency relations between them.

Analogously to what happens for nets, occurrence grammars are “safe” gram-
mars, where the dependency relations between productions satisfy suitable acyclic-
ity and well-foundedness requirements. However, while for nets it suffices to take
into account only the causal dependency and the conflict relations, the greater
complexity of grammars makes the situation much more involved. On the one
hand, the fact that a production application not only consumes and produces,
but also preserves a part of the state leads to a form of asymmetric conflict
(or weak dependency) between productions. On the other hand, because of the
dangling condition, also the graphical structure of the state imposes some prece-
dences between productions.

A first step towards a definition of occurrence grammar is a suitable notion
of safeness for grammars [4], generalizing the usual one for P/T nets, which
requires that each place contains at most one token in any reachable marking.

Definition 1 ((strongly) safe grammar). A grammar G = (TG,G;,, P,7)
is (strongly) safe if, for all H such that Gy, =* H, H has an injective typing
morphism.

Strongly safe graph grammars (hereinafter called just safe grammars) admit
a natural net-like pictorial representation, where items of the type graph and
productions play, respectively, the role of places and transitions of Petri nets.
The basic observation is that typed graphs having an injective typing morphism
can be safely identified with the corresponding subgraphs of the type graph
(just thinking of injective morphisms as inclusions). Therefore, in particular,
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each graph (G, ts) reachable in a safe grammar can be identified with the sub-
graph te(G) of the type graph TG, and thus it can be represented by suitably
decorating the nodes and arcs of T'G. Concretely, a node is drawn as a filled cir-
cle if it belongs to t¢(G) and as an empty circle otherwise, while an arc is drawn
as a continuous line if it is in {¢(G) and as a dotted line otherwise (see Fig. 2).
This is analogous to the usual technique of representing the marking of a safe
net by putting one token in each place which belongs to the marking.

With the above identification, in each computation of a safe grammar starting
from the initial graph a production can only be applied to the subgraph of
the type graph which is the image via the typing morphism of its left-hand
side. Therefore according to its typing, we can safely think that a production
produces, preserves or consumes items of the type graph. This is expressed by
drawing productions as arrow-shaped boxes, connected to the consumed and
produced resources by incoming and outcoming arrows, respectively, and to the
preserved resources by undirected lines. Fig. 2 presents two examples of safe
grammars, with their pictorial representation. Notice that the typing morphisms
for the initial graph and the productions are represented by suitably labelling
the involved graphs with items of the type graph.

Using a net-like language, we speak of pre-set °q, context ¢ and post-set q* of
a production ¢, defined in the obvious way. Similarly for a node or arc = in TG
we write ®z, z and x* to denote the sets of productions which produce, preserve
and consume z. For instance, for grammar G- in Fig. 2, the pre-set, context and
post-set of production ¢, are °¢1 = {C}, ¢ = {B} and ¢:* = {4, L}, while for
the node B, *B =0, B = {q1,¢2,¢3} and B® = {q}.

Although the notion of causal relation is meaningful only for safe grammars,
it is technically convenient to define it for general grammars. The same holds
for the asymmetric conflict relation introduced below.

Definition 2 (causal relation). The causal relation of a grammar G is the
binary relation < over Elem(G) defined as the least transitive relation satisfying:
for any node or arc x in the type graph TG, and for productions q1,q, € P

1. if x € *qy then x < q1;
2. ifx € ¢1° then ¢y < z;
3. if i* Nga #0 then q1 < go;

As usual < is the reflexive closure of <. Moreover, for x € Elem(G) we denote
by | x| the set of causes of x in P, namely {q € P : q < z}.

The first two clauses of the definition of relation < are obvious. The third one
formalizes the fact that if an item is generated by ¢; and it is preserved by g¢a,
then ¢o, to be applied, requires that ¢; had already been applied.

Notice that the fact that an item is preserved by ¢; and consumed by ¢,
ie., 1 N°%a # O (e.g., the node B in grammar G; of Fig. 2), does not imply
q1 < ¢2. Actually, since ¢; must precede ¢» in any computation where both
appear, in such computations ¢; acts as a cause of ¢». However, differently from
a true cause, ¢ is not necessary for ¢» to be applied. Therefore we can think of
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Fig. 2. Two safe grammars and their net-like representation.

the relation between the two productions as a weak form of causal dependency.
Equivalently, we can observe that the application of ¢» prevents ¢; to be applied,
so that ¢ can never follow ¢, in a derivation. But the converse is not true, since
¢q1 can be applied before ¢». Thus this situation can also be interpreted naturally
as an asymmetric conflict between the two productions (see [1]).

Definition 3 (asymmetric conflict). The asymmetric conflict relation of a
grammar G is the binary relation ,/ over the set of productions, defined by:

1 if e N % # 0 then i 7 qo;
2. if*q N £ 0 and q1 # qo then q1 / ¢a;
3. if 1 < q2 then q1 / ¢a.

Condition 1 is justified by the discussion above. Condition 2 essentially expresses
the fact that a situation of “classical” symmetric conflict is coded, in this setting,
as an asymmetric conflict in both directions. Finally, since < represents a global
order of execution, while /* determines an order of execution only locally to each
computation, it is natural to impose ,* to be an extension of < (Condition 3).

A nondeterministic occurrence grammar is an acyclic grammar which repre-
sents, in a branching structure, several possible computations starting from its
initial graph and using each production at most once.
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Definition 4 ((nondeterministic) occurrence grammar). A (nondetermin-
istic) occurrence grammar is a graph grammar O = (TG, Gy, P, ) such that

1. its causal relation < is a partial order, and for any q € P, the set |q| is
finite and asymmetric conflict / is acyclic on |q];

2. the initial graph Gy coincides with the set Min(O) of minimal elements of
(Elem(0), <) (with the graphical structure inherited from TG and typed by
the inclusion);

3. each arc or node z in TG is created by at most one production in P, namely
| *z |< 1.

4. for each production q : (L,tr) L (K,tx) = (R,tR), the typing tr, is injec-
tive on the “consumed part” L — I(K), and similarly tr is injective on the
“produced part” R —r(K).

Since the initial graph of an occurrence grammar O is determined by Min(O),
we often do not mention it explicitly.

One can show that, by the defining conditions, each occurrence grammar is safe.

Intuitively, conditions (1)—(3) recast in the framework of graph grammars
the analogous conditions of occurrence nets (actually of occurrence contextual
nets [1]). In particular condition (1) requires causality to be acyclic and each
production ¢ to have a finite set of causes |q|. Acyclicity of asymmetric conflict
on |q| corresponds to the requirement of irreflexivity for the conflict relation in
occurrence nets. In fact, notice that if a set of productions forms an asymmetric
conflict cycle g9, ¢1 ... / qn  qo, then such productions cannot appear
in the same computation, otherwise the application of each production should
precede the application of the production itself; this fact can be naturally in-
terpreted as a form of n-ary conflict. Condition (2) forces the set of minimal
items of the type graph to be a graph, coinciding with the initial graph of the
grammar and Condition (3) requires the absence of backward conflicts. Condi-
tion (4), instead, is closely related to safeness and requires that each production
consumes and produces items with multiplicity one. Together with acyclicity of
/", it disallows the presence of some productions which surely could never be
applied, because they fail to satisfy the identification condition with respect to
the typing morphism.

On the contrary, the definition does not imply that every production of an
occurrence grammar will ever satisfy the dangling condition. This fact deserves
some comments since the dangling condition, which requires the absence of arcs
pointing to nodes which are removed by the production, induces precedence re-
lations on productions. For example, in the grammar G, of Fig. 2 the application
of production g; “disables” ¢4, since g4 would remove the node B, leaving the
arc L dangling. The production ¢4 becomes enabled again only after ¢» or ¢3
has been applied. The reason why we defined occurrence grammars in this way
is that the dangling condition is not purely syntactical and cannot be checked
“locally” by looking only at the causes of the considered production. Checking
such negative (non monotonic) condition on a production, would require to find
a possible computation allowing for the execution of productions which remove
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the potentially dangling arcs, and to verify the consistency of such computation
with the production at hand. It can be shown that such verification is, in general,
exponential in the size of the occurrence grammar in the finite case. Even worse,
for infinite occurrence grammars (which can be obtained as unfolding of finite
grammars), the problem is undecidable, as it can be shown by using the Turing
completeness of DPO graph grammars.

Disregarding the dangling condition has as a consequence the fact that, dif-
ferently from what happens for occurrence nets, not every production in an
occurrence grammar is guaranteed to be applicable at least in one derivation
starting from the initial graph. The restrictions to the behaviour imposed by
the dangling condition are considered when defining the configurations of an
occurrence grammar, which represent exactly, in a sense formalized later, all the
possible deterministic runs of the grammar.

Definition 5 (configuration). A configuration of an occurrence grammar O =
(TG, P,7) is a subset C C P such that

1. if /¢ denotes the restriction of the asymmetric conflict relation to C, then
('e)* is a partial order, and {q' € C : ¢'(*c)*q} is finite for all g € C;!

2. C is left-closed w.r.t. <, i.e. for allq € C, ¢' € P, ¢' < q implies ¢' € C;

3. foralle € TG andn € {s(e),t(e)}, if n*NC # O and % C C thene*NC # §.

If C satisfies conditions (1) and (2), then it is called a pre-configuration.

The notion is reminiscent of that of configuration of asymmetric event structures
and thus of occurrence contextual nets [1]. The first part of Condition 1 ensures
that in C there are no -cycles, and thus excludes the possibility of having
in C' a subset of productions in conflict. The second part guarantees that each
production has to be preceded only by finitely many other productions in the
computation represented by the configuration. Condition 2 requires the presence
of all the causes of each production, while Condition 3 formalizes the dangling
condition. If a configuration contains a production ¢ consuming a node n and a
production ¢’ producing an arc e (i.e. * = {¢'}) with source (or target) n, then
a production ¢” removing such an arc must be present as well, otherwise, due to
the dangling condition, ¢ could not be executed. Notice that in this situation the
production ¢” can coincide with ¢ itself; otherwise it surely preserves the node
n and thus ¢"” 7 ¢, i.e. ¢" correctly precedes g in the computation represented
by the configuration. Similar considerations apply if the arc e is present in the
initial graph, i.e., % = (. For example the set of configurations of the grammar G,
in Fig. 2 is Conf(G2) = {0, {e1}, {a1, @2} {q1: 63}, {1, @25} {a1s a3, aa )5 {aa} }-
The set S = {q1,q4}, is instead only a pre-configuration, since for the node B
we have B = t(L), ¢4 € B*, °L = {q:} C S, but the intersection of S with
L* = {q2,q3} is empty.

The fact that configurations represent all and only the deterministic runs of
an occurrence grammar is formalized by the following result.

! As usual, for a binary relation r, with * we denote its transitive and reflexive closure.
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Proposition 1 (configurations and derivations). For any configuration C
of an occurrence grammar O, there exists a subgraph G¢ of the type graph TG
such that Min(O) =7 Geo with a derivation which applies exactly once every
production in C, in any order consistent with (c)*. Viceversa for each deriva-
tion Min(O) =% G in O, the set of productions S it applies is a configuration.

As an immediate consequence of the previous result, a production which does
not satisfy the dangling condition in any graph reachable from the initial graph
is not part of any configuration. For example, g3 does not appear in the set of
configurations of Gi, Conf(G1) = {0, {x1},{a=2}, {@1, 2} }

In the theory of Petri nets the notion of occurrence grammar is strictly re-
lated to that of process. A (non)deterministic net process is a (non)deterministic
occurrence net with a morphism to the original net. Similarly, nondeterministic
occurrence grammars can be used to define a suitable notion of nondeterminis-
tic graph processes, generalizing the deterministic graph processes of [4]. Then,
the unfolding of a grammar, introduced in the next section, could be seen as a
“complete” nondeterministic process of the grammar. Unfortunately, these no-
tions cannot be discussed here because of space limitations.

4 Unfolding

This section introduces the unfolding construction which, applied to a consuming
grammar G, produces a nondeterministic occurrence grammar Ug describing the
behaviour of G. The unfolding is equipped with a mapping ¢¢g to the original
grammar G which allows to see productions in Ug as instances of production
applications in G, and items of the type graph of Ug as instances of items of the
type graph of G.

The idea consists of starting from the initial graph of the grammar, then
applying in all possible ways its productions, and recording in the unfolding each
occurrence of production and each new graph item generated in the rewriting
process, both enriched with the corresponding causal history. According to the
discussion in the previous section, during the unfolding process productions are
applied without considering the dangling condition. Moreover we adopt a notion
of concurrency which is “approximated”, again in the sense that it does not take
care of the precedences between productions induced by the dangling condition.

Definition 6 (quasi-concurrent graph). Let O = (TG, P,x) be an occur-
rence grammar. A subgraph G of TG is called quasi-concurrent if

1. Ugeelz] is a pre-configuration;
2 =(zx<y) forall z,y € G.

The intuitive idea is that each quasi-concurrent graph is contained in a graph
reachable in a “lax version” of the DPO rewriting, where the dangling condition
is not tested.

Another basic ingredient of the unfolding is the gluing operation. It can be
interpreted as a “partial application” of a rule to a given match, in the sense that
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it generates the new items as specified by the production (i.e., items of right-
hand side not in the interface), but items that should have been deleted are
not affected: intuitively, this is because such items may still be used by another
production in the nondeterministic unfolding. In the following we assume that
for each production name g its associated production is L, + K, = R,, where
the injections I, and r, are inclusions (and not generic injective morphisms).

Definition 7 (gluing). Let g be a production, G a graph and m : L, — G a
graph morphism. We define, for any symbol *, the gluing of G and R, along
K, according to m and marked by %, denoted by glue,(q,m,G) as the graph
(N, E,s,t), where:

NZN(;Um*(NRq) EZEgUm*(ERq)

with m, defined by: m.(z) = m(z) if x € K, and m.(z) = (x,*) otherwise. The
source and target functions s and t, and the typing are inherited from G and R,,.

The gluing operation keeps unchanged the identity of the items already in G, and
records in each newly added item from R, the given symbol *. We remark that
the gluing, as just defined, is a concrete deterministic definition of the pushout

of the arrows G & L, (li’ K, and K, 4 R,.

Now the unfolding of a grammar G = (T'G, G, P,7) can be as follows.
For each n, we construct a partial unfolding 4(G)™ = U™, $™), where
U™ = (TG™ P 7(M) is an occurrence grammar and the mapping ¢(" =
(fp™, fg'™) consists of two components: a function fp(® : P(") — P map-
ping the productions of the unfolding into productions of G, and a morphism
fg'™ : TG™ — TG from the type graph of U™ to T'G. Intuitively, the occur-
rence grammar generated at level n contains all possible computations of the
grammar with “causal depth” at most n.

— (n=0) (TG, f¢O) = G}, while PO, 70 and fp(© are empty.

— (n = n+ 1) Given U4(G)™, the partial unfolding 2(G)"*") is obtained by
extending it with all the possible production applications to quasi-concurrent
subgraphs of the type graph of U™ . More precisely, for each production
q € P and match m : L, — (TG"™, fg(") satisfying the identification
condition, with m(L,) quasi-concurrent subgraph of TG ™:

e Add to P("™ an occurrence of the production ¢, with name ¢’ = (g, m).
The match m is needed to record the “history” of ¢’. Now let P(") :=
P™ U {¢'}, and extend fp(™ so that fp("(¢') = ¢. The production
7" (q) coincides with 7(g) except for the typing.

e Glue the type graph TG, typed over TG by fg(™, with the right-
hand side R, of ¢ along K, according to the mapping m and marked by
q'; in this way the new items generated by the production contain the

name ¢’ of the occurrence of the production and thus their history. The

morphism fg¢(™ is updated consequently.

After all the applicable productions have been considered we obtain 2/(G)"+1),
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The deterministic gluing construction ensures that, at each step, the order
in which productions are applied does not influence the final result of the step.
Moreover if a production is applied twice (also in different steps) at the same
match, the generated items are always the same and thus they appear only once
in the unfolding.

Definition 8 (unfolding). The unfolding U(G) = (Ug, ¢g) of the grammar G
is defined as | J,, U(G) ™, where union is applied componentwise.

It is not difficult to verify that for each n, (™) is a (finite) nondeterministic
occurrence grammar, and U4(G)™ C U(G)"+1) | componentwise. Therefore Ug is
an occurrence grammar. Moreover the unfolding process applied to an occurrence
grammar yields a grammar which is isomorphic to the original one.

Finally, we notice that, as already remarked, not all productions in the un-
folding are executable in some computation and thus correspond to occurrences
of production of the original grammar. This is due to the fact that only the
identification condition is tested and an “approximated notion” of concurrent
subgraph is used. We stress that this is needed to have a decidable unfolding,
a fact which, besides being pleasant from a purely theoretical point of view, is
essential if one wants to use the unfolding in practice to prove properties of the
modelled system.

5 Domain and event structure semantics

In the seminal work of Winskel on (safe) Petri nets, the unfolding semantics of a
net, given in terms of a nondeterministic occurrence net, is further abstracted to
an event structure semantics, by forgetting the “real structure” of the unfolding
and recording only the relationships induced by such structure on the transitions
of the unfolding itself. In this section we show that a similar construction can
be carried out for graph grammars.

Recall that a prime event structure with binary conflict (PES), consists of
a set of events endowed with two binary relations: a partial order relation <,
modelling causality, and a symmetric and irreflexive relation #, hereditary w.r.t.
causality, modelling conflict. A configuration of a PES is a subset of events left-
closed w.r.t. < and conflict free, representing a possible computation of the sys-
tem modelled by the event structure. The set of configurations of a PES, ordered
by subset inclusion, is a finitary prime algebraic domain, i.e. a coherent, prime
algebraic, finitary partial order, briefly a domain, and the set of prime elements
of a domain (with the induced partial order as causality and the inconsistency
relation as conflict) is a PES.

We already observed that the notion of configuration of an occurrence gram-
mar allows us to recover exactly the different possible deterministic computations
of the grammar. Following the ideas suggested for asymmetric event structures
and contextual nets in [1], an order can be defined on configurations which cap-
tures the idea of computational extension. The main point is that, differently
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from what happens for classical event structures and Petri nets, due to the pres-
ence of the asymmetric conflict such an order is not simply set-inclusion: in fact,
a configuration C' cannot be extended with a production inhibited by some of
the productions already present in C.

Definition 9 (poset of configurations). Given an occurrence grammar O,
we denote by Conf(O) the set of its configurations, ordered by the relation T
defined as CC C' if C CC' and —(¢' 1 q), for allq € C and ¢ € C' — C.

The partial order of configurations of an occurrence grammar exhibits a very nice
algebraic structure, i.e., it is a domain. The proof (that we skip here) follows the
same outline as in [1], but more effort is needed to take care of the additional
requirement in the definition of configuration, related to the dangling condition.

Theorem 1 (from occurrence grammars to domains). Given an occur-
rence grammar O, the partial order of configurations Conf(O) is a domain.

By the relation between domains and event structures sketched above, Conf(Q)
determines indirectly an event structure ES(Q), namely, the unique (up to iso-
morphisms) PES having Conf(O) as domain of configurations. Differently from
what happens for Petri nets, there is not a one to one correspondence between
events of ES(O) and productions in O. Instead, a different event is generated
for any possible “history” of each production of @. This phenomenon of “dupli-
cation of events” is related to the fact that the new precedence relations arising
between productions in graph grammars are represented via causality and con-
flict in classical PES’s. Basically, a situation of asymmetric conflict like ¢; 7 ¢o
in grammar G; of Fig. 2, is coded in the PES by the insertion of a single event
e1 corresponding to ¢, and two “copies” e} ad e} of ¢o, the first one in conflict
with e; and the second one caused by e; (see Fig. 3.(a)). For what concerns
the dangling condition, consider the grammar G» in Fig. 2. In this case three
conflicting events are generated corresponding to g4: e4 representing the execu-
tion of g4 from the initial graph, which inhibits all other productions, and e, e/
representing the execution of g4 after g2 and g¢s, respectively.

€1 —— # —— €4
eh —# — €1 f/ \S\
< €x —— #——e€3
| |<
"
€3 ! "
€4 €4

Fig. 3. Coding asymmetric conflict and dangling condition in prime event structures.

As a final simple step, a domain and an event structure semantics for a graph
grammar are readily defined via the unfolding construction.
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Definition 10 (event structure semantics). For any grammar G, we de-
note by Conf(G) the domain of configurations of the unfolding of G, namely
Conf(Ug), and by ES(G) the corresponding event structure ES(Ug).

6 Relation with other event structure semantics

This section briefly reviews two other event structure semantics proposed in
the literature for DPO graph transformation systems. The first one [3] is built
on top of the “abstract truly concurrent model of computation” of a grammar.
The other one [13] is based on a deterministic variation of the DPO approach.
Nicely, these two alternative event structures turn out to coincide with the one
obtained from the unfolding, which thus can be claimed to give “the” event
structure semantics of DPO graph transformation.

Event structure semantics from abstract derivations. The derivations of
a grammar G are easily equipped with a simple algebraic structure which turns
them into a category, called the concrete model of computation for G and denoted
Der[G]. Objects in Der[G] are graphs, and each derivation p is seen as an arrow
from o(p) to 7(p). Given two derivations p and p’ such that the ending graph
of p and the starting graph of p’ coincide, i.e., 7(p) = o(p’), their sequential
composition p; p’ is the derivation obtained by identifying 7(p) with o(p’).

The concrete model contains a lot of redundant information and it is far
from representing what one has in mind as truly concurrent behaviour of the
system modeled by the grammar. A more reasonable model, called the abstract,
truly concurrent model of computation of a grammar G, and denoted by Tr[d], is
the category obtained by imposing a suitable equivalence on objects and arrows
of the concrete model. In particular, the objects of Tr[G] are abstract graphs
(i-e., isomorphism classes of graphs), while its arrows are concatenable deriva-
tion traces, i.e., equivalence classes of derivations with respect to the concaten-
able truly concurrent equivalence [3]. This equivalence is the least equivalence on
derivations containing both the abstraction equivalence, a refinement of the ob-
vious notion of derivation isomorphism compatible with sequential composition,
and the shift equivalence, which equates two derivations if one can be obtained
from the other by repeatedly shifting independent derivation steps.

The category Tr[G] is used in [3] to define a domain and a prime event
structure semantics for graph transformation systems. More precisely, for any
consuming graph grammar G = (TG, G;,, P, ), one considers the comma cate-
gory ([Gin] | Tr[G]), where objects are concatenable derivation traces of Tr[g]
with source in [G;,], and given two such traces &y and 01, an arrow from g to
d1 is a concatenable derivation trace § satisfying dg;d = d;. Such category can
be shown to be a preorder PreDom][G], i.e., there is at most one arrow between
any pair of objects. Moreover the ideal completion of PreDom][G] is a domain,
denoted by Dom[G] and proposed as truly concurrent semantics of the grammar.

As announced such domain semantics can be proved to coincide with the
one obtained from the unfolding #(G). In fact, we know from [3] that the finite
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elements of the domain Dom[§] are one-to-one with derivation traces of G having
the initial graph as source. Then the result is proved by showing that a bijection
can be defined between finite elements of Conf(G) and such derivation traces. In
one direction, given a finite configuration C' € Conf(G), consider any derivation
Min(Ug) =% Ge in Ug which applies exactly once every production in C, in
any order consistent with the asymmetric conflict . Such derivation, typed
over the type graph of G via the mapping ¢g, gives a derivation d in G, which
determines the derivation trace associated to C. Viceversa, given a derivation
trace [d] of G, the corresponding configuration of Ug is determined as the set
of productions needed to “simulate” d in the unfolding of G. The fact that the
ordering on configurations is not simply set-inclusion then plays a key role in
the proof that such bijection is an isomorphism of partial orders.

Theorem 2. For any (consuming) graph grammar G, the domains Conf(G) and
Doml§] are isomorphic.

Event structure semantics from deterministic derivations. Schied in [13]
proposes a construction for defining an event structure semantics for distributed
rewriting systems, an abstract unified model where several kind of rewriting
systems, such as graph grammars and term rewriting systems, naturally fit.
He shows that, given a distributed rewriting system R, a domain 7z can be
obtained as the quotient, with respect to shift equivalence, of the collection of
derivations starting from the initial state, ordered by the prefix relation. To
prove the algebraic properties of 7z he constructs, as an intermediate step, a
trace language based on the shift equivalence, and applies general results to
extract an event structure &g from the trace language. Finally he shows that
Tr is isomorphic to the domain of configurations of £x.

The main interest in Schied’s paper is for the application to graph grammars.
Let us sketch how, according to Schied, the above construction instantiates to the
case of grammars. Graph grammars are modeled as distributed rewriting systems
by considering a deterministic variation of the DPO approach, where at each
direct derivation the derived graph is uniquely determined by the host graph,
the applied production and the match. The idea consists of working on concrete
graphs, where each item records his causal history. Formally the definition of
deterministic direct derivation (adapted to the typed case) is as follows.

Definition 11 (deterministic derivation). Let ¢ : L, < K, — R, be a pro-
duction and let m : Ly = G be a match. Then a deterministic direct derivation
G ~qm H ezists if m satisfies the gluing conditions and

H= glue(q,m) (qvmaG) - m(Lq - l(Kq))

Let G = (TG,Gin, P,7) be a typed graph grammar. A deterministic derivation
in G is a sequence of deterministic direct derivations Gip ~>q,.m: G1 ~g0,ms
oo~ mn Gn, starting from the initial graph and applying productions of G.

The construction of the domain of a grammar is based on the partial order
of deterministic derivations with the prefix relation, and on shift equivalence.
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Definition 12 (Schied’s domain). The Schied’s domain for a consuming gram-
mar G, denoted by Tg, is defined as the quotient, w.r.t. shift equivalence, of the
partial order of deterministic derivations of a grammar G.

It is not difficult to see that the (ideal completion of) Schied’s domain for a
grammar coincides with the domain of configurations of its unfolding Conf (G),
and thus with the domain Dom][G] of [3]. The bijection between 7g and the
finite elements of Conf(G) associates to the class of shift equivalent determin-
istic derivations containing d : Gin ~4,,m1 G1 ~ga,ms -+ ~2q,.m, Gn the set
{{(qi;,m;) : 1 € n}, which can be shown to be a configuration in the unfolding of
G, independently of the particular derivation picked up in the class.

Theorem 3. For any graph grammar G, the ideal completion of Tg and the
domain Conf(G) are isomorphic.

7 Conclusions and future work

This paper introduces a notion of mondeterministic occurrence grammar for
graph transformation systems in the algebraic DPO approach, by extending
the work developed in [4] for the deterministic case. The phenomenon of asym-
metric conflict between productions, caused by the possibility of performing
“context sensitive” rewritings, cannot be ignored in this nondeterministic set-
ting, and comes into play as an essential ingredient. A new kind of dependency
between productions is also induced by the dangling condition, which imposes
precedences among productions finalized at preserving the consistency of the
graphical structure of the state.

Following the classical idea proposed by Winskel [15] for Petri nets, an un-
folding semantics for DPO graph rewriting systems has been defined as a nonde-
terministic occurrence grammar, representing, in a single “branching” structure,
all the possible computations of the grammar. The dangling condition, being a
negative (non monotone) condition, can hardly be verified during the unfold-
ing process. As a consequence the generated unfolding contains some garbage of
which we get rid only when considering the set of configurations.

Interestingly, the set of configurations Conf(G) of (the unfolding of) a gram-
mar G, suitably ordered using the asymmetric conflict relation, turns out to be
a (finitary pairwise coherent) prime algebraic domain, one of the most widely
used mathematical structures in the semantics of concurrency, equivalent to
prime event structures (with binary conflict). Such domain is shown to coincide
both with the domain Dom][G], built from the category of concatenable deriva-
tion traces and proposed as semantics of a grammar in [3], and with the domain
defined by Schied [13] and based on a concrete formulation of the DPO rewriting.

Finally, it is worth mentioning that the original work of Winskel shows that
the unfolding construction extends to a coreflection from the category of safe
nets to the category of domains, while our construction has been defined, up to
now, only at “object level”. We are working to obtain a full correspondence with
Winskel’s construction for nets, by extending the results presented in this paper
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to a categorical “in the large” level. Some suggestions can surely come from [1],
where Winskel’s construction has already been fully extended to contextual nets.
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Abstract. We prove strong normalization of S-reduction+7n-expansion for the Calculus of Construc-
tions, thus providing the first strong normalization result for g-reduction+n-expansion in calculi of
dependent types and answering in the affirmative a conjecture by Di Cosmo and Ghani. In addition, we
prove strong normalization of S-reduction+n-expansion+algebraic reduction for the Algebraic Calculus
of Constructions, which extends the Calculus of Constructions with first-order term-rewriting systems.
The latter result, which requires the term-rewriting system to be non-duplicating, partially answers in
the affirmative another conjecture by Di Cosmo and Ghani.

1 Introduction

Extensionality, as embodied in n-conversion
AvA. Mx=M if e ¢ FV(M)

is a basic notion in A-calculus and type theory. Traditionally, n-conversion has been oriented from left
to right, thus leading to n-reduction. Recently, several authors have advocated a different computational
interpretation, in which n-conversion is oriented from right to left, thus leading to n-expansion. The latter,
which originates from proof-theoretical considerations [23], has found an increasing number of applications in
computer science. The current body of results on 7-expansion and its applications is too large to be presented
here in any detail but we refer to [9] for a recent survey of the field, including a summary of the applications
of n-expansion, an historical account of the subject and pointers to the literature.

The first part of this paper is concerned with normalization of S-reduction+rn-expansion for the A-cube
[4,5,14].) While weak normalization of S-reduction+n-expansion is relatively easy to establish [6,17], even
for systems of dependent types, strong normalization of S-reduction+7n-expansion has remained unaddressed
thus far. In fact, it was conjectured by Di Cosmo and Ghani [10,17] that S-reduction+n-expansion is strongly
normalizing for the legal terms of the Calculus of Constructions. In the first part of the paper, we prove their
conjecture by means of a model construction inspired from [25] and based on saturated sets.

The second part of this paper is concerned with normalization of [-reduction+rn-expansion+algebraic
reduction for the algebraic A-cube, see e.g. [3,8]. In contrast to the A-cube, neither weak normalization
results nor strong normalization results are known for systems of dependent types. Again, it was conjectured
by Di Cosmo and Ghani [10] that strong normalization is a modular property of the algebraic A-cube,
i.e. that a system of the algebraic A-cube is strongly normalizing w.r.t. g-reduction+n-expansion+algebraic
reduction if its underlying term-rewriting system is strongly normalizing. In the second part of this paper,
we solve their conjecture partially, under the extra assumption that the underlying term-rewriting system is
non-duplicating. The proof is obtained by using ideas from [7] and modifying the model construction of the
first part of the paper.

Related work

Much work has been devoted to extensionality in type systems so we shall only focus on systems of dependent
types.

! Throughout the paper, we shall be concerned with the extensional versions of the A-cube, in which the conversion
rule uses =g,,. These versions are presented in [14] but differ from Barendregt’s original presentation [4, 5], in which
the conversion rule uses =g. In order to avoid confusion, we refer to the latter presentation as the usual A-cube,
the usual Calculus of Constructions. ..

W. Thomas (Ed.): FOSSACS’99, LNCS 1578, pp. 90-104, 1999.
(© Springer-Verlag Berlin Heidelberg 1999
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n-reduction The study of SB-reduction+r-reduction in dependent type theories dates back to the early 70’s,
with Nederpelt’s thesis [21]. Nederpelt showed that S-reduction+7-reduction is not confluent on the pseudo-
terms of a dependently typed language ¢ la Church, i.e. with typed A-abstractions. Later, van Daalen [12]
proved confluence of S-reduction+n-reduction for (the typed terms of) a language of the Automath family.
More recently, Geuvers [14] and Salvesen [24] proved confluence of 8-reduction+n-reduction for functional,
normalizing Pure Type Systems [4, 5, 14]. Finally, the author [6] recently generalized Geuvers and Salvesen’s
results by showing that all Pure Type Systems have unique normal forms with respect to S-reduction+n-
reduction. As for strong normalization, Geuvers [14] seems to be the standard proof of strong normalization
for the extensional version of the Calculus of Constructions.

Bn-long normal forms The existence of Bn-long normal forms for the systems of the A-cube was first shown
by Dowek, Huet and Werner [13], who defined a non-standard induction principle to this end. The induction
principle was later simplified and generalized by the author [6] who showed the uniqueness of 3n-long normal
forms for all Pure Type Systems and the existence of Sn-long normal forms for most Pure Type Systems of
interest.

n-expansion for dependent types For systems of dependent types, the notion of n-expansion was first studied
by Ghani [17], who showed that unrestricted n-expansion is not normalizing for the Calculus of Constructions,
introduced a restricted notion of n-expansion, and showed that (-reduction+n-expansion is confluent and
weakly normalizing for the Calculus of Constructions. More recently, the author [6] generalized Ghani’s results
by showing that all Pure Type Systems have unique normal forms with respect to S-reduction+7-expansion.
As for strong normalization, Joachimski [18] has shown that a Pure Type System is strongly normalizing for /-
reduction+r-expansion if it is strongly normalizing for §-reduction. Unfortunately, Joachimski’s notion of 7-
expausion is weaker than the notions of 7-expansion that appear in the literature [6, 13,17], and subsequently
its underlying notion of fn-long normal form does not correspond to the well-established notion of [6, 13,
17]. We consider it a severe drawback.

Finally, Di Cosmo and Ghani [10] have considered 7-expansion in the context of the algebraic A-cube, in
particular for the Algebraic Calculus of Constructions, and have shown that confluence is a modular property
of the Algebraic Calculus of Constructions.

Organization of the paper

The paper is organized as follows: in Section 2, we review the definition of the A-cube. In Section 3, we prove
strong normalization of S-reduction+n-expansion for the systems of the A-cube. In Section 4, we define the
algebraic A-cube with gn-conversion and prove strong normalization of g-reduction+r-expansion+algebraic
reduction for the systems of the algebraic A-cube. Finally, we conclude in Section 5.

Notation

We use standard notation and terminology from Abstract Rewriting Systems [19]. In particular, —;; denotes
the union of two relations —; and —;, —»j denotes the transitive closure of —;, —»; denotes the reflexive-
transitive closure of —; and =; denotes the reflexive-symmetric-transitive closure of —;. Finally, the relation
J; is defined by a |; b if there exists ¢ such that a —; ¢ and b —; c.

An object a is a i-normal form if there is no b such that a —; b; the set of i-normal forms is denoted
by NF (). An object a is i-normalizing if there is some b € NF (i) such that a —; b; the set of i-normalizing
objects is denoted by WN(7). An object a is i-strongly normalizing if all reduction sequences starting from
a are finite; the set of i-strongly normalizing objects is denoted by SN(7).

2 n-expansion in the A-cube

2.1 The A-cube

Throughout this paper, we let S = {*,0}. Elements of S are called sorts. For technical convenience, we
distinguish between object variables and constructor variables. This distinction, which originates from [14],
yields a neat formulation of the Classification Lemma (Lemma 7).
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Definition 1. A rule set is a set S such that S C S x S. Elements of sets are called rules.
Every rule set S yields a Pure Type System AS as specified below.

Definition 2 (Pure Type Systems of the A-cube).

1. The set T of pseudo-terms is given by the abstract syntax

T=V V2|« |Q|TT|AV :T.T |V :T.T

where V* and V° are fived, pairwise disjoint and countably infinite sets of variables.
2. B-reduction —p is defined as the compatible closure of the contraction

(AzzA. M) N =3 M{z:= N}
where {.:=.} is the standard substitution operator.
3. m-reduction —,, is defined as the compatible closure of the contraction
AvA (M z) -y M
provided x & FV(M) where FV(M) is the standard set of free variables of M.
4. The set G of pseudo-contexts is given by the abstract syntax
G=019,v:T

The domain of a context I' is dom(I") = {z |t e T.x:te I'}.

5. A judgment is a triple ' - M : A where I' € G and M,A € T.

6. The derivability relation & is given by the rules of Figure 1. If I' = M : A is derivable, then I';, M and
A are legal. The set of legal contexts is denoted by H.

(axiom) () F x:0
'+ A:s .
tart f “\d r
(start) Te AFz A if x € V°\ dom(I')
(weakening) r '_F:L;::BC I—Cl':_BC -5 ifx e V®\dom(I')and A€ VUS
I'+A:sy TIx:AtF B:ss .
roduct ’ if (s1,82) € R
® ) I'F (IIz:A B) : 55 (51, 52)
o I'HF:(IIz:AB) I'Fa:A
(application)
I'' - Fa:B{z:=a}
. INe:Arb:B Ik (Ixz:A.B):s
(abstraction)
I' b Aw:A b Ila:A. B
(conversion) rrA:B I'tB:s if B =3, B’
r-A:p
Fig.1. RULES FOR THE A-CUBE

The eight Pure Type Systems AS depicted in Figure 2 are collectively known as the A-cube and relate to
well-known systems:

System S Rule set
Simply typed A-calculus — (%, %)
Polymorphic typed A-calculus 2 (*, %) (3, %)
Logical Frameworks P (*, %) (x,0)
P2 (9 (@%)  (x0)
w (1,%) (0,0)
Higher-order typed A-calculus| w (%,%)  (O,%) (O0,0)
Pw (*, %) (x,0) (O,0)
Calculus of Constructions Po=C| (%) (O,%x) (x,0) (0,0
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- i
/ /
,\/2 - 3{32
Aw = APw
/ /
A— = \P

Fig.2. THE A\-CUBE

2.2 7-expansion

Defining n-expansion for systems of dependent types is not straightforward. As pointed out by Ghani [17],
full n-expansion — S(I); a8 defined by the rule

M =5 (r) Az:A. (M z) it ' - M :IIx:A. B and M not a A-abstraction

leads to infinite reduction sequences. Indeed, let I' = X : %,z : X — X and let B(y) = (Az:X — X. X) y.
Then
T =y, () Az=B(z). (v 2)
—q,(r) AzB(AzB(z). (2 2)). (2 2)
_>ﬁf ([‘) ..

In order to rule out such infinite reduction sequences, Ghani [17] proposes to impose the extra constraint
that A is in gn-long normal form, where the notion of being 37n-long normal form is defined by induction on
the structure of terms.

Definition 3 (Ghani [17]). Let I' € H. A term M € N is a (n-long normal form in context I", written
Er (M), if M is legal in I' and one of the following conditions holds:

1. MeS;

2. M =1lx:B. C, fF(B) and gﬂw:B(C);’

3. M = \z:B. N, &7(B) and €r.4.5(N);

4. M=z P ... P,, '+ M: A for some A€ CUS and {p(B;) fori=1,...,n.

The set of Bn-long normal form in context I' is denoted = .
The above definition is also implicitly present in [13].

Definition 4 (Ghani [17]). Restricted n-expansion (in context I') —5 (1) is defined by the rule
M —5 (r) Aw:A. (M ) if '+ M :IIx:A. B and M not a A-abstraction and & (A)

and by the compatibility clauses of Figure 3.

As argued in [6], this definition is somewhat contrived because:

1. one needs to define fn-long normal forms before defining n-expansion;
2. one can only deduce that z is not in —g(r 4.4 4)-normal form (where A is an arbitrary type) if one
knows that ¢y (B) for some B such that A =3, B.
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Based on the above observations, the author [6] suggested that the definition of n-expansion may be simplified
by requiring that A € NF(3). Note how Ghani’s counter-example does not apply to such a notion of 7-
expansion.

Definition 5 ([6]). n-ezpansion —r) is defined by the rule
M =5y An:A. (M ) if '+ M :Ix:A. B and M not a A-abstraction and A € NF(3)

and by the compatibility clauses of Figure 3.

M =5y N= MP =5y NP if N # Az:B. (M z)
M =5y N = PM =5y PN
M —n(I) N = \x:M. P —a(I) Ax:N. P
M =) N = HI‘:M.P—)W(F) ITx:N. P
M —5(r2:a) N = Ax:P. M =50y Ax:P. N
M _>ﬁ(F,1::A) N = Ixz:P.M —>ﬁ(p) ITxz: P. N

Fig. 3. COMPATIBILITY RULES FOR 7)-EXPANSION

A few words are in order to justify our definition:

1. In the definition of n-expansion it is implicitly assumed that x is fresh;
2. m-expansion is taken to be a compatible relation as it is folklore that n-expanding the first argument of
an application would lead to the loop

M N =y (A:A. M 2) N =g M N
Similarly one cannot n-expand A-abstractions as it would lead to the loop
AT:A. M =gy Ay A (AzA. M)y —p AmA. M
It is immediate to see that — is a generalization of —7 .
Lemma 1. If M =y (ry N then M —yr) N.

3 Strong normalization of B-reduction+n-expansion for the A-cube

In this section, we prove that [-reduction+n-expansion is strongly normalizing on the legal terms of the
A-cube.

Analysis Many proofs of strong normalization for the Calculus of Constructions (see e.g. [1, 15,20, 25]) are
achieved through the definition of a suitable model construction, in which types are interpreted as specific
sets of strongly normalizing A-terms, called saturated sets. Our proof proceeds in a similar way and is largely
inspired from [25]. There are some minor differences however:

1. the notion of saturated set is modified so as to account for the peculiarities of S-reduction+n-expansion,
typically of not being substitutive;

2. in the proof of the soundness theorem, the induction step for the abstraction rule is modified so as to
take into account the characterization of strongly normalizing terms w.r.t. S-reduction+rn-expansion.

The proof is not fully satisfactory, as one would hope to have a modular proof of strong normalization of
B-reduction+n-expansion for the A-cube. In other words, one would like to reduce (in a weak system of
arithmetic) strong normalization of S-reduction+7n-expansion for the A-cube to strong normalization of 3-
reduction for the usual A-cube (without having to prove the latter). One possibility, which needs to be further
explored, is to extend the technique of simulating-expansions-without-expansions [11, 26] to the Calculus of
Constructions. However, this is a challenging problem which remains unresolved so far.
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Prerequisites The proof is self-contained, except that we make use of the following results.
Theorem 1 (Geuvers [14]). For the systems of the \-cube:

1. — gy is confluent on legal terms: (I' F M :AANT' F N:AANM =3, N) = Ml N
2. —py enjoys subject reduction: (I' F M : ANM -, N) = I+ N:A

For the point of view of the proof, the most important consequence of confluence and subject reduction is
that the systems of the A-cube are sound w.r.t. convertibility [16], i.e. that every two convertible types or
kinds are convertible through well-typed terms. Soundness w.r.t. convertibility is required to prove that the
interpretation of types ((.)) preserves convertibility.

Theorem 2 ([6]). For the systems of the A-cube:

1. =51y 18 strongly normalizing on I'-legal terms;
2. —(r) preserves (3-normal forms.

It follows:
Lemma 2. IfI' - M : A and M € NF(5) then M € SN(/7).

Proof. By the above theorem, every reduction sequence starting from M € NF(3) is a 7j-reduction sequence
and hence terminates.

Finally, we need the following characterization of strongly normalizing terms.

Lemma 3. Assume (Ax:A.M) N P, ... P, € SN(B7(I")). If A, N € SN(Bn(I")) and for every N' € T such

that N —gzry N', M{z := N'} P, ... P, € SN(Bq(I")) then (Az:A. M) N Py ... P, € SN(Bq(I)).

Proof. By an analysis of the possible reduction sequences starting from (Az:A. M) N Py ... P,. Necessarily

an infinite sequence will be of the form

(AMA.M)N P, ... P, =g Az :Bi. ... A2 : By AA'. M') N'P{ ... P} 2} ... 2]

—gg Az Bi. .. Az By (M'{z:=N'}) Pl ... P,z ... 2
_»,@ﬁ e

with By, ... ,Bm, 21, ...,z € NF(8) CSN(p7(I")) and M',N', P/, ... , P! € SN(B7(I")). By assumption

(M{z:=N'}) P ... P, € SN(p7(I")). Now

(M{z:=N'}) P ... P, »gz Az1:By. ... A2 : B,. (M'{x:=N'})P{ ... P,z ... z

so we conclude that the reduction sequence cannot be infinite, a contradiction.

Lemma 3 is used crucially in proving the soundness of the model construction, more specifically in the case
of the (abstraction) rule.

3.1 Environments
The notion of environment conveniently captures the notion of infinite context.

Definition 6 (Pottinger [22]). An environment & is an infinite sequence of variable declarations £ = x; :
E\,xy: Es,... such that for everyi >0

- & =z : By, ...,z E; is a legal context;
—if & F A:s and s € S then there exists infinitely many k s.t. B, = A.

We write £ & M : A whenever there exists i >0 s.t. & - M : A.

Note that the definition of environment implicitly embeds our variable convention, i.e. for every (z : A) € &,
EF A:siffxe Vs,

Lemma 4 (Pottinger [22]). Every context can be extended to an environment.

Environments are convenient for the purpose of strong normalization proofs, because (up to convertibility)
an expression has at most one type in an environment and because n-expansion is stable under thinning, i.e.
for i < j, we have M —eiy N = M —5(e5) N. In the sequel, we therefore omit &' and write M —; N
when there is no risk of confusion.
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3.2 Saturated sets

Throughout this section, we let £ be a fixed environment. We say A is an E-type (or simply a type) if
E F A:swith s € S. Moreover, we let SN(A) denote the set of S7-strongly normalizing terms of type A in
E. Finally we let VA={z eV | F z: A}.

Definition 7 (Base terms). The set Base(A) of A-base terms is defined inductively as follows:

1. VA C Base(4),
2. if a € Base(ITz:B. A) and b € SN(B), then a b € Base(A{x := b}).

Key reduction, as defined below, is a specific strategy reducing terms to weak-head normal form.

Definition 8 (Key reduction). Key-reduction —, is the smallest reduction relation satisfying
(AM:B.a)becy ... ¢, 7 a{z:=b} ¢ ... ¢y
Note that we do not take the compatible closure of the above rule.

Note that, for every b € T there exists at most one b’ € T such that b —; b'.

Definition 9 (Saturated set). Let A be a type. A set X C SN(A) is A-saturated if Base(4) C X and X
is closed under the rules:

be X b—py b beX b e SN(A) b—p t
bVeX be X
The collection of A-saturated sets is denoted by SAT(A).

The extra clause in the definition of saturated sets is due to Lemma 3.2 In order for the definition of saturated
sets to make sense, we need to prove base terms are strongly normalizing; otherwise there would not be any
saturated set.

Lemma 5. For every type A, Base(4) C SN(A).

Proof. Similar to that of Lemma 3.

We conclude this subsection by stating some fundamental closure properties of saturated sets.
Lemma 6.

1. SN(A) € SAT(A).
2. If X; € SAT(A) for every i € I and I # 0 then [;c; X; € SAT(A).
3. If X € SAT(A) and for every x € X, Y, € SAT(B) then [[z € X. Y, € SAT(IIx: A. B), where

[[ze€Xx Y. ={MeSNUIz:A. B)|VN € X. M N € Yy}

3.3 The Classification Lemma

It is convenient to base the model construction on a classification lemma, which stratifies the different classes
of pseudo-terms. The formulation used below is a variant of Geuvers’ Classification Lemma, see e.g. [14].

Definition 10 (Pseudo-objects, pseudo-constructors and pseudo-kinds). The classes O, C and K
of pseudo-objects, pseudo-constructors and pseudo-kinds are given by the abstract syntazes

O=V*|AV*C.O|A\VTK.O|00|0C
C=V|OV:C.C|OV:K.C|\V*C.C|A\VEK.C|CC|CO
K==|IV:C.K|IIV:K.K

We write M ~ N if M € D and N € D for some D € {O,C,K}.

We have:

Lemma 7 (Classification Lemma). If £ = M : A then ezactly one of the three conditions hold: (1)
MeOand AeC (2) MeCand AcK (3) M e K and A =100

? Compare with the similar result for B-reduction: if A,N,M{z := N} Pi ... P, € SN(8) then (\z :
A.M) N P, ... P, € SN(3). Here we need to consider all reducts of N and hence the first clause.
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3.4 The model construction

The first step of the model construction is to define an interpretation which assigns to every pseudo-term
the set of possible interpretations for its inhabitants. Below we let 1 denote an arbitrary one element set and
write B : K instead of BE {M €T | F M:K}.

Definition 11 (Possible values). The map a : T — Set and the relation =4C a(A) x a(A) (where
A € T) are defined by

SAT(A) ifEF A:ixorE F A:O
a(d) = {(fB)B:k, | VB:K,.fp € a(B) = a(A B) ifE F AT Ki. Ky and K5 € K
= A (VB,B':K,. B =5, B = fg =a fp)}
{1} otherwise
and
T=y ifEF AixorEF A:DO
;UiAy: VB:Kl.VZECL(B). B Z iKz{IZ:B} yBZng FA:Hu:K. Ky and K5 € K
true otherwise

In the sequel, we let A = ;e a(M).

The interpretation preserves convertibility.

Lemma 8. If A and B are legal terms in & and A =g, B then a(A) = a(B).
Proof. By induction on the type of A and B.

The next interpretation maps types and kinds to saturated sets.

Definition 12.

1. A valuation is a pair (p,() with p:V = T and (: V — A.

2. The extension (.), : T — T of p is defined as the unique capture-avoiding substitution extending p.
3. The extension {.)(,.c): T — A of C is defined as follows:

(2N (p.c) = C(z) ifr eV
(8N o,c) =SN(s) ifses
{(fTz : A.B)(pc) =TI P € (AN (o.0)-intp,0) (B, P)
(M N po) = (UMD, )anp, (NDpoy  if (MN), €C
«)\I : A'M»(p,C) = (fun(p,o(M, P))P=(|ADP lf(l)\ﬂ) : AMDp eC
«M»(p,C) =1 otherwise

where

int(P7C) (B7P) = ﬂ «B>>(p(z:=P)7C(w::c))
c€a(P)

fun(ﬂv() (M7 P) = MNc € a‘(P)'<<M>>(p(w::P),§(m::c))
and M\ denotes the set-theoretic abstraction.

In order to prove strong normalization one first needs to show that, under suitable conditions, valuations
preserve typability and that the ((.))-interpretation of a term is an element of the possible values of its
(-)-interpretation.

Definition 13.

1. A waluation (p,() satisfies M : A, written (p,{) EM : A if
(a) EF (M), : (A,
(b) (M) pc) € al(M),).
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2. A wvaluation (p, ) satisfies I', written (p,() = I, where I' is a pseudo-context, if (p,() |= x : A for every
(x:A)elrl.

3. A judgment I' b M : A is valid, written I' = M : A, if (p,{) E M : A for every valuation (p,() s.t.
(O T

We need to start with a few technical lemmas. First of all, we show that the interpretation is well-behaved
w.r.t. substitution.

Lemma 9. Assume that I,z : B,Jo» v+ M : Aand It + N : B. If (p,¢) = In,x : B,I» then
Mz = NPhp.o) = AMM(p(o=(ND,) C= (N p.00))-

Proof. By induction on the structure of M.

We also need to show that valuations can always be extended in such a way that satisfaction is preserved.
Lemma 10. Let I,z : A be a legal context and let (p,() be a valuation s.t. (p,() |=1I,A:s.

1. (p(x:=N),((z:=c)) =L,z : A for every NeT st. EF N :(A), and c € a(N).
2. There exists z € V s.t. (p(x :=2),{(x :=¢)) = I,z : A for every c € a(z).

Proof. By definition of |=.

The interpretation is preserved under conversion.

Lemma 11.

1. Assume I' = M, N : A and M =g, N. Then (M) ,.c) = (N (p.c) for every valuation (p,() such that

(O F I
2. Assume I' = M : A. Then (M) ) = (M) (pe) for every valuations (p,() and (p',() such that
!

(B QEL, (P, QT andp=p, 0

Proof. (1) By confluence and subject reduction of —g,, it is sufficient to consider the case where M — g, N.
The proof proceeds by induction on the structure of M. (2) Similarly, it is sufficient to consider the case
where p =3, p'. The proof proceeds by induction on the structure of M.

We can now prove the following result.

Proposition 1. IfI'+ M : A then ' E M : A.
Proof. By induction on the structure of derivations. We treat three cases:

1. assume that I' = M : A is derived using (product). Then A = s; and M = ITa: B. C. Moreover the last
rule of the derivation is of the form
I'FB:sy ILz:BF C:sy
I' - IIe:B.C : s

Assume (p, () = I'. To show (p,() = IIz:B.C : ss.
(a) To prove € F (IIx:B. C)), : s2. By induction hypothesis, (p,({) = B : s1. In particular £ - (B, : s1.
Moreover there exists by Lemma 10 a variable z s.t. for every ¢ € a(z),

(p(z :=2),((z:=¢)) L,z : B
By induction hypothesis, £ - (C)) ,(z:=z) : 52. We conclude by (product).

3 4, is extended to valuations in the obvious way, i.e. p —g, p’ if there exists ¢ € V such that p(z) =4, p'(z) and
p(y) = p'(y) if £ # y. Then =g, is the reflexive-symmetric-transitive closure of —g3,,.
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(b) To prove (IIz:B. C)(,.c) € a(({Iz:B. C)),). Note that it is enough to show that
(Iz:B.C) ) € SAT(([Ix:B. C)),)

By induction hypothesis, {B)),.¢) € SAT((B),) and
VN eT.Vece a(N) (p(x = N),((J? = C)) |: I'v:B = «C>>(p(z:=N)7C(w:=c)) € SAT((]CDp(J:ZN))

By Lemma 10, VN € T.Ve€ a(N). £ - N:(B), = (p(z:=N),{(z:=¢))=TI,2z:DB and
hence VN € T.Ve€ a(N). £ = N:(B), = {(C)(p(a:=N).c(a:=c)) € SAT((C)p(a:=n))- By part
2 of Lemma 6,

VNeT.&E+ N:(B), = ﬂ <<C»§(m::c)p(m::N) € SAT(GCDp(m::N))
c€a(N)

We conclude by part 3 of Lemma 6.
2. assume that I' = M : A is derived using (application). Then M = M; M5, A = C{x := M>} and the last
rule of the derivation is
't My:(IIe:B.C) TI'F M>:B
I+ Ml Mg : C{Jj = MQ}

Assume (p, () = I'. To show (p, () = My Ms : C{x := M>}.
(a) to prove £ F (M Ms)), : (C{z := M>}),. It follows directly from the induction hypothesis.
(b) to prove that {M; Ma)(,.¢) € a((M; Ms)),). There are two cases to distinguish:
i. If (My M), € C, then a((M; Ma),) = {1} and (M; Ma)(,¢) = 1, so we are done.
ii. If (M), € C then by induction hypothesis, (M1))(,.¢) € a((M1]),) and (M2)),.c) € a((M2)),).
Now (M), € C and hence ({(M1))(y,¢))(aa), {M2) (p.c) € a((My Ma),) and we are done.
3. assume that I'+ M : A is derived using (abstraction). Necessarily M = A\x:B. N, A = IIz: B. C and the
last rule of the derivation is

I'c:BFN:C TI'F (II&:B.C):s
I' - Ae:B.N :IIz:B.C
Assume (p, () |= I'. To show (p,({) E Az:B. N : [Iz:B. C.
(a) To prove & + (Az:B. N)), : (IIz:B. C)), . By Lemma 10, there exists z € V s.t. for every ¢ € a(z),

(plw == 2),((a:=¢) = Lz : B

By induction hypothesis,

&r (INDp(wzzz) : qCDp(wzzz)
EF (Ie:B.C)p:s

We conclude by (abstraction).
(b) To prove that {(Az:B. N))(,.¢) € a((Az:B. NJ),). There are two cases to distinguish:
i. If (Az:B. N|), € C, then a((Az:B. N|),) = {1} and (A2:B. N))(,.¢c) = 1, so we are done.

ii. If (Aa:B. N)), € C, then we have to show that for every P such that £ F P : (B],:
(@) ((Az:B. N)p.0))p Q € a((Ax:B. NJ), P) for every Q € a(P);
(B) ((Az:B. N)(p.0))p = ({Az:B. N)(p.c))p for every P' € T legal in £ and s.t. P =g, P'.
By definition, ({(Az:B. N)(,.c))p @ = {N)(p(z:=P).c(x:=q))- We conclude the proof of (a) by
Lemma 10 and induction hypothesis. As for (3), we conclude by Lemma 11.

We now turn to soundness, which states that under suitable conditions, (M), € {A),¢) whenever I' F
M : A. We begin with some definitions and preliminary results.

Definition 14.

1. A valuation (p,() semantically entails M : A, written (p,{) F°* M : A, if (p,{) E M : A and (M), €
a({A).0))-
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2. A wvaluation (p, () semantically entails I", written (p,() |=° I', where I is a pseudo-contezt, if (p,() =°
x: A for every (x: A)eT.

3. A judgment I' b M : A is sound, written I' = M : A, if (p,{) E® M : A for every valuation (p,() s.t.
(O T

The following lemma shows that valuations can always be extended in such a way that satisfaction is
preserved.

Lemma 12. Let I,z : A be a legal context and let (p,() be a valuation s.t. (p,() |=° I, A : s.

1. (p(x:=N),((z:=¢c)) E* I,z : A for every N € T s.t. £+ N : (A]), and c € a(N) and N € (A)(,.¢)-
2. There exists z € V s.t. (p(x :=2),{(x :=¢)) |=°* Iz : A for every c € a(z).

Proof. By definition of =°.

Finally, we prove that the model construction is sound.

Proposition 2 (Soundness). IfI' - M : A then I' =° M : A.

Proof. Note that we only have to show that (M), € {A))(,¢) whenever (¢,p) ° I'. We treat three cases:
1. assume that I' = M : A is derived using (product). Then A = s; and M = ITa: B. C. Moreover the last

rule of the derivation is of the form
I''B:sy Izx:BF C:sy
't IIz:B.C : s

Assume (p, () * I'. To show (IIz:B.C|)), € {(s2))(,¢)- Note that ((s2))(,.c) = SN(s2) so we need to
prove that (IIz: B. C|), is strongly normalizing. By induction hypothesis, both (B]), and (C|, (where
(p',¢") E® Iz : B) are strongly normalizing. By Lemma 12, there exists z € V and ¢ € a(z) s.t.
(p(x = 2),{(x := ¢)) F* Iz : B. Hence (C),(s:=z) is strongly normalizing. Thus (I/Iz:B. C|), is
strongly normalizing.

2. assume that I' - M : A is derived using (application). Then M = M; My, A = C{x := M>} and the last
rule of the derivation is

't My:(IIe:B.C) TI'F M>:B
I+ M1 M2 : C{.CL' = M2}

Assume (p, () |=° I'. To show (M, M), € (C{z := M2}))(,,¢)- By induction hypothesis,

(M), € (IT2:B. C)p.¢) (Mz]), € {B)p.0) (M) 0y € al(Ma),)

By definition of ((ITx: B. C>>(p7o,(|M1 Mgl)p S ﬂcea((\Mz\)p)«C>>(P(I1=(|M2Dp)7C(zi=C))' A fortiori

(M1 M2])p € (O (=MD, ) ¢ (a:= (M2 p.c)))

By Lemma 9, (M M), € (C{x := M2})(p.c)-
3. assume that I'+ M : A is derived using (abstraction). Necessarily M = A\x:B. N, A = IIz: B. C and the
last rule of the derivation is
I'c:BFN:C TI'F (II&:B.C):s
I' - Ae:B.N :IlIz:B.C

Assume (p,() =° I'. To show that (Aaz:B. NJ|), € {IIlx:B.C))(, ), or by definition of {IIz:B.C), )
that

VP € (B) (o). (At:B.N), P€ [ (B)pw=P)c@=e (¥
c€a(P)

By induction hypothesis and Lemma 12, {(B))(,(z:=P).c(z:=c)) is @ saturated set whenever P € (B))(,.¢)
and ¢ € a(P). By definition of saturated sets, () follows from:
(a) for every P € (B))(,.¢c), (Az:B. N|), P € SN((Iz:B. C),);
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(b) for every Pe <<B»(p7C)7 (INDp(wzzP) € ﬂcea(P) <<B»(p(.'17:=P)7C(z::c))'

The latter is a direct consequence of the induction hypothesis and part 2 of Lemma 6. As for (a), we
need to prove by Lemma 3 that (B, is strongly normalizing and that (N|),.—p/) for every P’ such
that P —g; P'. As P' € (B))(,,¢) for P =5 P', both follow from the induction hypothesis.

It follows that legal terms of the systems of the A-cube are strongly normalizing w.r.t. S-reduction+n-
expansion.

Theorem 3. For every system of the A-cube: I' v M : A = M € SN(B7(I"))

Proof. Without loss of generality, we can assume I' = (), as

x1: A, oo,z Ay FM:B = () F Axp Ay oL Azt A M iz 2 Ay L ey, Ay M
ArytAi. o dzg A M € SN(BT) = M € SN(67)

Then for every valuation (p,&), (M), € (A)(,.c) € SAT((A),). In particular, (M), € SN(37). But
(M|, = M so we are done.

4 Strong normalization of the algebraic A-cube

In this section, we introduce the algebraic A-cube and show that strong normalization is a modular property
of the algebraic A-cube, provided the underlying term-rewriting system is non-duplicating.

4.1 The algebraic A-cube

The algebraic A-cube is obtained from the A-cube by aggregating many-sorted rewriting systems to the type
systems. As in [7,8,10], we shall only consider first-order term-rewriting systems. Note however that there
are other presentations of the algebraic A-cube based on higher-order rewriting systems, see e.g. [3].
Definition 15. A signature X' consists of a pair (A, (Fu,s)weList(4),se4) Where A is a set of universes and
(Fw,s)weList(A),sea 15 an indeved family of pairwise disjoint sets of function symbols. In the sequel, we let
F=Uyevista),sen Fu,s-

Below we let X be a fixed signature and assume given a fixed countably infinite set of variables V; for every
universe T.

Definition 16. The set Tx(7) of T-terms is defined by the clauses:

1. ifx €V, thenx € Tx(T);

2. if f€F, . 7y ond t; € Tx(r) fori=1,...,n, then f(t1,...,t,) € Tx(7).

As usual, we let var(t) and mvar(t) denote the set and multiset of variables of t respectively.
Finally, we define term-rewriting systems.
Definition 17. A term-rewriting system R is an indexed set (R;)rca such that R, C Tx (1) x Tx(7) and
var(l) C var(r) for every (I,r) € R.. We say R is non-duplicating if mvar(l) C mvar(r) for every (I,7) € R,.
Basic concepts, such as the rewriting relation and termination, are defined in the standard way, see e.g. [27].

Throughout this section, we let R be a fixed term-rewriting system. Every rule set S yields an algebraic
type system AS + R as follows.

Definition 18 (Algebraic Type Systems of the algebraic A-cube).
1. The set T of pseudo-terms is defined by the abstract syntax

T=V* |V % |Q|TT|AV :T.T| OV :T.T|A|F

2. Algebraic reduction —r is defined by the rules C[0l] —r C[0r] where (I,7) is a rule, C[.] is a context
(in the terminology of rewriting) and 6 is a substitution.

3. B-reduction, n-reduction. .. are defined as in Section 2.

4. The derivability relation b is given by the rules of Figure 1 except for the conversion rule, and the rules
of Figure 4.

In the conversion rule, one could have used n-expansion instead of 7-reduction. The important point is not
to allow conversion, especially algebraic conversion, as it would lead to an inconsistent system e.g. for the
system R defined by the rules or(z,y) — = and or(z,y) — y, see e.g. [7].
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(universe) O F o:x ifoed
(function) LEM o LE My : on if f€Fo, ... o)
't f(My,...,My): 71 ’
. I'-A:B TFB:s . ’
conversion if B B
( ) I'FA:B vonn

Fig. 4. NEW RULES FOR THE ALGEBRAIC A-CUBE

4.2 Proof-irrelevance

One major obstacle with the algebraic A-cube is subject reduction. As shown in [3], subject reduction can
be proved directly, but the proof is extremely complex and lengthy. A simpler alternative, suggested by the
author in [7], is to define a proof-irrelevant algebraic A-cube, for which subject reduction is trivial to establish,
to show that the algebraic A-cube is a subsystem of the proof-irrelevant algebraic A-cube, and to conclude
by showing the latter to be strongly normalizing. We begin by defining the proof-irrelevant algebraic A-cube.
As a preliminary, we define pseudo-objects, pseudo-constructors and pseudo-kinds. The definition is almost
identical to the one of Section 3.

Definition 19 (Pseudo-objects, pseudo-constructors and pseudo-kinds). The classes O, C and K
of pseudo-objects, pseudo-constructors and pseudo-kinds are given by the abstract syntazes

O=V*|F|AV*C.O|\VEK.0O|00|0C
C=V | A|OV:C.C|OV:K.C|A\V*C.C|AVZK.C|CC|CO
K=x|IV:C.K|IIV:K.K

Intuitively, proof-irrelevant type systems are obtained by identifying all the pseudo-objects in the conversion

rule. This motivates the definition below. For technical convenience, we assume the term-rewriting system
under consideration to contain a specific constant e.

Definition 20.

1. The proof-irrelevant skeleton |.| : T — T is defined inductively as follows:

M| = ifMeO
v =v fzeVPUuAUS
|[M N|=|M[|N| i (MN)¢O

[Az:A. M| = daz|Al. [M| if (A\x:A. M) & O
|ITx: A. B| = ITz:|Al. | B

2. The proof-irrelevant conversion ~ is defined by M ~ N & |M| =g, |N|.
3. The relation I' FP* M : A is obtained from the rules of the algebraic A-cube by replacing the conversion
rule by
et M:A T'FPPB:s
I+ M:B
As in [7], one can show the systems of the algebraic A-cube to be sound w.r.t. proof-irrelevance, i.e. for every
system of the algebraic A-cube

if A~ B

I'FM:A = TIF' M:A
To prove strong normalization of the algebraic A-cube, it is thus enough to prove
I M:A = MeSNBRIR)

The gain is that proof-irrelevant systems enjoy soundness w.r.t. convertibility and subject reduction. Con-
sequently the model construction of Section 3 only needs to be modified slightly.
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4.3 The model construction

The model construction is extended by setting (o), = SN(o) for every universe o. The proof of soundness
proceeds as before, except for:

1. the conversion rule: one needs to strengthen Lemma 11 by replacing =g, by ~. One proceeds as in [7];
2. the function rule: one needs to use the following result.

Lemma 13. If R is non-duplicating and terminating, f € F((5,, .. 0,)r) and & = t; 105 for 1 <i<im,
then

t; € SN(oy) for1<i<n = f(t1, ..., tp) € SN(7)

Proof. (Sketch) Termination is a persistent property of non-duplicating term-rewriting systems [27] thus
— is terminating on algebraic pseudo-terms and more generally on pseudo-terms, see [8]. To conclude,
proceed exactly as in e.g. [2], using the notions of cap and aliens.

It follows that strong normalization (under (-reduction+n-expansion+algebraic reduction) is a modular
property of the systems of the algebraic A-cube, provided the underlying term-rewriting system is non-
duplicating.

Theorem 4. For every system A\S + R of the algebraic A\-cube: I' v M : A = M € SN(BG(IR)
provided R is terminating and non-duplicating.

Theorem 4 partially solves a conjecture by Di Cosmo and Ghani [10]. Yet Theorem 4 is not fully satisfactory
since one would like to drop the condition of the term-rewriting system being non-duplicating. The key is
to prove Lemma 13 for an arbitrary terminating term-rewriting system. One possibility, which needs to be
further explored, is to use the techniques of [§].

5 Conclusion

This paper brings new light to n-expansion in systems of dependent types. In particular, we have shown:

1. B-reduction+n-expansion is strongly normalizing for the systems of the A-cube;
2. p-reduction+n-expansion+algebraic reduction is strongly normalizing for the systems of the algebraic
A-cube, provided the underlying term-rewriting system is terminating and non-duplicating.

In the future, it would be interesting to study strong normalization of [-reduction+n-expansion for Pure
Type Systems. We therefore conclude with the following conjecture:*

Conjecture 1. For every specification S such that AgS is strongly normalizing w.r.t. =3, AS is strongly
normalizing w.r.t. —gs.

A similar conjecture for — g,-reduction has been formulated by Geuvers [14].

Conjecture 2 (Geuvers). For every specification S such that AgS is strongly normalizing w.r.t. —g, AS is
strongly normalizing w.r.t. —g,.

Our conjecture implies his, as

AS is strongly normalizing w.r.t. — g5 = AS is strongly normalizing w.r.t. —g
= AS is strongly normalizing w.r.t. —g,

* XsS denotes the usual Pure Type System AS associated to a specification S.
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Abstract. We research the problem of typability in the functional lan-
guage ML extended with both atomic and polymorphic subtyping. The
paper analyses the interaction between polymorphism and subtyping and
gives an algebraic characterization of the typability problem.

Introduction

Type reconstruction and type-checking are a form of ensuring program correct-
ness. They prevent run-time errors and often even logical errors in program
design.

Subtyping is a form of extending the type discipline which gives programmer
more freedom while retaining advantages of type correctness. Since the semi-
nal paper of Mitchell [Mit84] it has attracted a lot of interest. Several ways of
extending ML polymorphic type discipline with subtyping have been proposed,
but the question of complexity of type reconstruction in such systems remains
open.

In this paper we and give an algebraic characterization of typability in such
system, similar to one that led to establishing exact complexity of the typability
in pure ML. We hope that the characterisation proposed in this paper will allow
to achieve similar result for ML with subtyping.

Contributions and organization of the paper

In the first section of the paper we analyse the interaction between polymorphic
and atomic subtyping. We introduce a system of subtyping for ML types being
a natural restriction of the Mitchell’s system [Mit88] to ML types, enriched with
the subtyping between type constants. In contrast to to the Mitchell’s system,
the relation induced by our system turns out to be decidable (in polynomial
time, actually). Furthermore, we prove that polymorphic and atomic subtyping
can be in certain sense separated.
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In Section 2 we introduce a type system for ML with subtyping. In contrast
to the previous work in this area, we try to keep this extension as simple as
possible and thus do not propose to extend the syntax of types, but merely to
add the subtyping rule. The resulting system turns out to behave very differently
to its ancestor and enjoys some interesting (even if not very encouraging from
the practical point of view) properties.

The paper [KTU90] provides an algebraic characterization of typability in ML
by the “acyclic semiunification problem” (ASUP) — a variant of the unification
problem. In section 3 we propose a generalization of ASUP allowing to accom-
modate subtyping. In the final section we show that such extension is sufficient
to provide an algebraic characterization of typability in our system.

1 Preliminaries

1.1 Terms

We concentrate on a subset of ML terms essential for type analysis:
M:u=cla| M| M M,|let =M in M,

(x stands for variables and ¢ for constants)

1.2 Types and type schemes

Given a set of type variables (o, 3,7,...) and a (finite) set of type constants
(like char,int,real,...), we define the set of (monomorphic) types

Ti=K|a|ToT

where k stands for type constants.
Further, we define the set of (polymorphic) type schemes

o:x=Vay...q,.T

In the sequel we shall use the abbreviation Va.7, and a notational convention
that o (possibly with indices) will stand for type schemes and 7, p (possibly with
indices) for (monomorphic) types.

If « ¢ FV (o) then Va.o is called an empty binding. A type scheme containing
only empty bindings is called singular.

1.3 Subtype partial orders

We assume there is some predefined partial ordering <, on the type constants.

We introduce a system of subtyping for ML types being a restriction of the
Mitchell’s system [Mit88] to ML types, enriched with the subtyping between
constants. The system derives formulas of the form ¢ < 7, where ¢ and 7 are
type schemes.
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Axioms:

(refl) o0 <o
(inst) Va.o < Vf3.0[5/d], p; are types; 3; € FV(Va.o)

Rules:

K1 <k Ko

(const) L < R

pPP<p 7T ) o<o

(_> ! !
p—oT<p =T Va.o < Va.o'

c<oy op<0o
(trans) #
c<o

We write F ¢ < ¢’ to indicate that o < ¢’ is derivable in the above system.
We shall also write b, for derivability without using the axiom (inst) (and use
Fo 01 < 02 as a a shorthand for o1 <, 02) and F, for derivability without
mentioning type schemes at all.

We shall use the symbol < to denote the relation generated by the (inst)
axiom.

It is worthwhile to observe that this is not a conservative restriction of
Mitchell’s system, i.e. if we allow substituting polymorphic types in (inst), we
can infer more inequalities between ML types. A simple example here is the
inequality

Va.((a = #) = a) < (a = §) = 7

which is derivable in the Mitchell’s system but (as follows from Theorem 1.7) not
in ours. On the other hand an important consequence of allowing only monomor-
phic instance is the following

Proposition 1.1. The relation < is decidable.

Proof. This can be deduced from the results contained in [OL96]. In fact one
can even prove that it is decidable in polynomial time.

Lemma 1.2. If+ o < ¢’ and o is singular then

1. FV(o) = FV (o)
2. the derivation contains only singular type schemes (in particular o'is singu-
lar).

Lemma 1.3. If- 7 < 7' (with 7, 7" monomorphic) then there is a derivation of
this inequality which contains only monomorphic types.

Lemma 1.4. The relation < is reflexive and transitive.
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Lemma 1.5. If 0 <, 01 < ¢’ then there exists oo such that
0 =09 <,0.
Lemma 1.6. If 09 < 01 then Vvy.09 X V7v.01.

Proof. By the definition of <, we have o9 = Vd.0 and o1 = o[j/d] for some
o, p. We have to consider two cases:

1. v € FV(Va.o). Then we have
Vy.Va.o X Va.vy.oly/y,d/d] =Va.Vy.0 < Vy.0[p/d]
2. v ¢ FV(Va.o). Then we have
Vy.Va&.o I Va.o[y/y] = Va&.0 X Vy.0[p/ad]
In both cases the thesis follows from the transitivity of <.

Theorem 1.7 (Normalization for <). If - o < o' then there exists o1 such
that
a j g1 Sa’ o'

Proof. Again we proceed by induction on the derivation. The basic cases i.e. ax-

ioms, and (const) are trivial. The rule (trans) can be handled by Lemma 1.5.
If the last rule in the derivation was (—) then all components must be

monomorphic, and by Lemma 1.3 there is a derivation of the inequality in k.
Having said that, we only have to consider the case when the last rule was

(V):

oc<d
Va.o < Va.o'

By the induction assumption, there exists 1 such that
o=01 <50
But then, by Lemma 1.6 we have that
Va.o < Va. o,
On the other hand, obviously if o1 <, ¢’ then Va.o; <, Va.o'.

Proposition 1.8. In the < ordering, every set of type schemes has a lower
bound.

Proof. Tt is easy to see that for every type scheme o

Va.a <o
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(CON) Fc:r(e) force K
(VAR) E(z:o)kFaz:0o
(ABS) E(xz:m)FM:p

EFXM:1m—p
E-M:7t—=p EFN:T

(APP)

EF MN: )
EF M:
(GEN) 5177 vg.a o ¢ FV(E)
E+ M :Va.o
(INST) EF M :o[p/a]

EFM:00 E(x:00)FN:o
Etrletz=Min N:o

(LET)

Fig. 1. A reference ML type system, Farr,

2 Type systems

2.1 The traditional type system for pure ML

We assume that we have a fixed set of constants @), and for each ¢ € @Q its type
r(¢), built only with type constants and arrows, is known.

The system depicted in Figure 1 will serve as a reference type system for
ML [DM82,CDDK86,KTU90]. We shall use the symbol k1, to denote derivabil-
ity in this system.

The simplest way to extend this system with subtyping is by adding the
subsumption rule

ErM:7 7<p
EFM:p

(SUB)

In the sequel by Fur,. we shall understand the system Fy, with the subsumption
rule. h

We shall say that a derivation is normal if subsumption rule is applied only
to variables and constants.

Lemma 2.1. If E I—MLS M : T then there is a mormal derivation ending with
this judgement.
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2.2 An alternative type system for ML

Kfoury et. al, in [KTU89,KTU94] suggest an alternative (equivalent) type infer-
ence system for ML, which is better suited for complexity studies:'

(CON) Fe:r(e) force K
(VAR) (z:o)Fx:7T foro <7

Exz:T)FM:p
EFXeM:17—p

(ABS)

Er-rM:1t—=p EFN:T
EFMN:p

(APP)

E-M:p E(@:Vadp)FN:1
Etletz2=Min N:71

(LET)

Fig. 2. An alternative type system for ML, Farr+

Proposition 2.2. For every term M, it is typable in by iff it is typable in
l_ML.

For proof, cf. [CDDK&86,KTU90].
Subtyping can be added here by replacing the instance relation in the axiom
with the subtyping relation defined in the section 1.3...

Ez:o)kaz:7 ifrFo<r
...and modifying an axiom for constants:
(CON) Fe:r if - k(e) <t
We shall denote derivability in the resulting system by the symbol I—ML*<.

Theorem 2.3. For every environment E, term M and monomorphic type 7, if
a C FV(r)— FV(E) then

EII—MLS MV&T Zﬁ El—ML*< M:T
In other words for every term M, it is typable in I—ML*< iff it is typable in by .

! This system is called F* in [KTU90]
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Proof. The right-to-left implication becomes obvious when we observe that I—MU<
can be viewed as a subset of Fyr,_, and that under given assumption general-
ization over @ is allowed in Fyr,_.

The proof of the left-to-right implication may proceed by induction on deriva-
tion; the only difference from the Proposition 2.2 lies in the rule (SUB):

Ev+M:Va.r Ya.r<Vj3.7

(SUB) =
Er-M:vg.7

Because of the normalization theorem for < itis sufficient to consider the cases
when Va. T < V3.7 and when Va. T <, V3. 7.
In the first case it follows that 7/ = 7[p/a]. By the induction assumption we
have that
FE |_ML*< M:T

and want to conclude that
E '_ML’< M T[ﬁ/&]

It is easy to see that
Elp/al byvry M : 7]5/d]

but since a’s cannot be possibly free in E, we have that E[g/a] = E.
Now consider the case when

bo Va. 7T <VB. 7'

It is easy to prove that in this case @ = B and F, 7 < 7/ with 7, 7 monomorphic.
A routine check that in this case if E I—MU< M : 7 then E I—My< M : 7' is left to

the reader.

Lemma 2.4. Let M be an arbitrary term, x a free variable, occurring k times
(k>1)1in M, and let N = Mxq ... xx.M', where M' is a term obtained from M
by replacing subsequent occurrences of x with x1,...,xy respectively. Then M is
typable iff N is, or, more precisely

1.IfE(x:0)FM:7then E- N:py — - = pp — T for some p1,...,px
such that o < p; fori=1,... k.
2.IfEF-N:py — -+ — px — T, then there is o such that E(x : o) F M : 7.

2.3 Example

The example depicted in Fig. 3 illustrates an important difference between ML
and ML<:

Assume we have two type constants i, 7 (one can think of them as representing
for example int and real), with ¢ < r, an atomic constant pi of type r and a
functional constant round of type r — i. Now consider the following term:

let t = (\f.Az.f (f z)) in ¢ round pi
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Assumptions:
r and 7 are atomic type constants with ¢ < r.

pi is an object constant of type r

round is an object constant of type r — ¢

Efo={f:r—=tx:1}

Ei={t:(r—i)—r—i}

Derivation:

Eiy.Ffir—=r Ej,Fa:r

Efobfir—i Ef, b fo:r
Ejo b f(fz) i Eibt:(r—i)—>r—i Fround:r —i
fir—=ibkXe.f(fx):r—i EiFtround:r— 1 EibFpi:r
FAf Az f(fx): (r—1i)—r—i Ei - troundpi:i

FXfAz.f(fx):(r—=1i)—>r—1
F let t = AfAz.f(fz) in t round pi : i

Fig. 3. A type derivation in M L<
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This term is not typable in ML but is typable in M L<. In fact all its normal
typings mention only monomorphic types. One of this typings is presented in
Fig. 3 Here, the context in which ¢ is used, has 'forced’ inferring a monomorphic
type for it, even though its definition allows to infer an universal type, e.g.
Ya.a = a.

This example illustrates consequences of the fact that M L< has no principal
types property, and shows that this type system is in a way 'not compositional’,
whereas for ML, the following holds:

Proposition 2.5. For any terms Ny, No
EbrpL letz =N, in Ny : 7
iff
E(x:0)bFymL Ny 1

where o 1s a principal type for Ny.

3 Subtyping and Semi-Unification

3.1 Semi-unification

The Semi-Unification Problem (SUP) can be formulated as follows: An instance
I" of SUP is a set of pairs of (monomorphic) types. A substitution S is a solution
of I' = {(t1,u1), ..., (tn,un)} iff there are substitutions Ry, ..., R, such that

Ri(S(t1)) = S(ur), ..., Rp(S(tn)) = S(uy)

The problem is to decide, whether given instance has a solution.

A variation of this problem including subtyping can be formulated by redefin-
ing solution of I" as follows: S is a sub-solution of I' iff there are substitutions
R,y,..., R, such that

Rl(s(tl)) < S(ul)a cee 7Rn(S(tn)) < S(un)

The Semi Sub-Unification Problem (SSUP) is to decide whether given instance
has a sub-solution.

Proposition 3.1 ([KTU93]). SUP is undecidable.
Corollary 3.2. SSUP is undecidable.

3.2 Acyclic semi-unification

An instance I' of semi-unification is acyclic if for some n > 1, there are integers
r1,...,7 and n + 1 disjoint sets of variables, Vg, ..., V,, such that the pairs of
I" can be placed in n columns (possibly of different height; column ¢ contains r;
pairs):
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(tl’l,ul’l) (t2’1,u2’1) (tn,l’un,l)

2, ub2)  (122,022) 0 (12 un?)

(tl,n’ul’n) (t2’T2,U2’T2) (tnﬂ'n’un"r'n)
where:

Vo=FV({-Hu---UFV(Eh™)
Vi =FV(u"') U---UFV(u"") U
UFV(H ) U UFV (i) for 1<i<n
Vp =FV(u™)U---UFV(u™"™)
The set of terms with variables from V; is also called zone i.
The Acyclic Semi-Unification Problem (ASUP) is the problem of deciding
whether given acyclic instance has a solution.

Here again, subtyping can be introduced to yield an Acyclic Semi-Sub-Unification
problem: whether a sub-solution of given acyclic instance exists.

Proposition 3.3 ([KTU90]). ASUP is DEXPTIME-complete.

4 The equivalence between ML< and ASSUP

This section is devoted to the proof of the following
Theorem 4.1. ASSUP is log-space equivalent to MIL< typability.

The reduction from ML< to ASSUP can be inferred from the original reduc-
tion from ML to ASUP given in [KTU90]. The differences are mostly of technical
nature, therefore we omit it here? and focus on the reduction from ASSUP to
typability.

4.1 Constraining terms

For every type variable a; we introduce object variables w;,v;. We assume that
for every type constant k € ) we there is a constant ¢, of this type, and a
constant ¢(,_,.) of type K — k. Now, for every monomorphic type 7, we define
a term M, and a context C;[ ] with one hole simultaneously by induction on 7
(bear in mind that K = Az \y.x):

1. My = ¢y
Cn[] = C(nan)[]

? The readers keen on details are referred to [Ben96].
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2. Mai = V;W;
Coi[]=vil ]

3. My s, = 2. KM,,C, 2]
CT1—>T2[ ] = 07'2[[ ]M‘l’l]

Intuitively, M, can be used wherever enforcing 7 as a lower bound is needed.
Dually, the context C.[ ] imposes 7 as an upper bound for types of the term
placed inside it. These intuitions are formalised in the following

Lemma 4.2. Let 7,p1,...,pe, pis. .. ,p}z, Pl ... ,p% be arbitrary types such that

FV(r) C{ay,...,ar}.

pi < pi for1<i<t(

Furthermore, let S be a substitution such that p} < S(a;) < p? for 1 <i < (.
Then for any term N and environment E such that

B2 {vi:p; = piwiipi | 1<i <0}

we have for every type 7" :

1. 1f
Er M, : 7"
then S(1) < 1"
2. If
Et+ C;[N]:7"
then
EFN:S(r)

Lemma 4.3. Let 7, p1,...,p¢ be arbitrary types such that
FV(r) C{ai,...,a¢}.

Furthermore, let S be a substitution such that S(a;) = p; for 1 < i < L. Then
for any term N and environment E such that

E D {vi:pi = pi,wi = pi | 1< <4}
we have

1. EF M, :S(r)
2. If EF N : S(7), then there exists 7" such that E+ C[N]: 1"
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4.2 The encoding

Consider an instance I' of ASSUP. Without loss of generality we may assume
that all the columns of I" have an equal number of inequalities 7.
Let type variables in zone i, for i = 0,1,...,n, be:

i1y Q§2, ..y Q4 g,

i

for some ¢; > 1, corresponding to which we introduce object variables:
Vi, 15 Wi 1, Vi2, Wi 2y oy Vil Wid;

The notation M, and C;[ ] introduced earlier relative to singly subscripted
variables, a; and v;, w;, is now extended to doubly subscripted variables, a; ; and
v;j,W; ;. We can assume that all the zones have an equal number ¢ of variables,
ie.,

L=ty =06 = - =L,

With these assumptions about I', let us introduce some building blocks which
shall be used in the construction of the term M :
In the sequel by C¥[] we shall mean the context

/\’LUZ'71. N /\’LUZ'7(.(/\’I},"1. c. )‘vi7f~[ ]) I...1
¢ times

where I = \z.x.
Define
N{ =MXz.zMpa ... M-

Ny = Cg[Ni]
Further for 1 < j < r, define
Prj=Ap1... Aprxipr o iy - Aye Coyi [y5])
andfor2<i<mand1<j<r
Pii=Mp1..dpraipr . oi(Az1 - Az Ay - Ay Cuii[y4])
and
N!'=X2.2Pi_y 1 ... Py p My ... Myis (1)
Ni = C{[Nj] (2)
Finally we define the term M as follows:

M}"Elet rT = N1 in

let 29 = Ny in

let 2,1 =N,_11n

let 2, = N, in Ny
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4.3 Soundness of the encoding

Theorem 4.4. If I' has a sub-solution then Mp is typable.

Proof. Suppose " has a sub-solution S:
S=lajj:=pijli=0,....,n,and j=1,...,0]

There are therefore substitutions R; ; such that: R; j(S(t"7)) < S(u®J), for every
i =1,...,n and j = 1,...,r. We shall show that My is typable. For i =
1,...,n+ 1, define the environment F;:

Ei={vi1j:pi-1j = pi-1jwi-1j:pi-1;|1<5 <1t}
Fori=1,...,nand j=1,...,r, by Lemma 4.3:
E;i b M : S(ti’j)

and for every i = 2,...,n+ 1 and j = 1,...,r there exists a (monomorphic)
type ;. ;, such that

Ei(y; - S(u'™") b Cyi-vi[ys] : i
We shall prove that - Ny : &, where:
T =po1 == posu — (SE) = - = SEHYT) = B1) = By

where f3; is a type variable.
Let
xi =St == SEH) = By

The desired property of Nj is easily seen from the following derivation:

Ei(z:x1)Fz:x1 BEi(z:x1)F Mpa: St

E1 (Z : Xl) F ZMtLl .. .Mtl,'r‘ : ﬂl
EyFNy:ixi = B

F OV &
By an argument similar to the one about Nj, one may prove that

1 :Ell—Nglle—)"‘—)pL(—)
(9171 — = 917,~ —
St*N) = - = S(tP") = By) = P

we shall call this type &. Similarly, fori = 3,...,n+ 1 and j = 1,...,r, using
the fact that R;_1 ;(S(t""19)) < S(u'~1J), it is not difficult to check that:

{2i1 V@& E NG &
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where

§i = pim1g == pimig =
B = =01, = SE) = = ST = B) = B

05 = Rij(pin) = - = Rij(pie) = Vi

for some type v; ;.

4.4 Completeness of the encoding

Theorem 4.5. If M is typable then I' has a sub-solution, i.e. there exist sub-
stitutions S, Ri1,..., Ry, such that

R;j(S(tij)) < S(usy) for1<i<m, 1<j<r

Proof. Suppose that M is typable. This means that, fori =1,....n+ 1, N; is
typable in an environment E; of the form:

E; = {x1:01,...,mi—1 :04—1}

where 01, ...0, are type schemes Although the only free variable in N; is x;_1,
E; must include a type assumption for every variable whose binding includes N;
in its scope. Note that ) = E; C --- C Epy1.

Let V; denote the set of variables in zone ¢ of I'. Note that

Vo ifi=1

FV(N:) = {V;_l U {x;_1} otherwise (3)

If N; = Cf[N}] is typable in F;, then there exists an environment E? and
types &, i1+ Pips Pias- -+ Pre Such that

Pl <P} )
B (vij) = pz{j — Pij (5)

Take any S such that pj; < S(a;;) < pj; for 1 <i < n, 1 <j < (. The
existence of such S follows from acyclicity of I" and (3). Note that S and E}
satisfy assumptions of Lemma 4.2.

First let us focus on the term Ny. The type & must be of the form

& = poa —>"'—>po,£—>(7'1,1 —>"'—>T1,r—>§01)—>¢1
where

S(ty<mjfor1<j<r (7)
p1 <y (8)
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Now consider the term P ;. There exist an environment EY ; O Ef and a type
1,; such that
EY ;& Cyis st

EY by S(uy)

Since P; ; occurs in a context let ; = Ny in ..., the occurrence of z; in
it must be assigned a type & that is an instance of V. & . Therefore by the
Lemma 1.7, there exists a substitution R, ; such that

Ry (&) < €. (9)
From this, it follows that f{ must be of the form
=phr—- == (o=, el o ]

since 21 occurs in Py ; in the context z1py ... pe(Ay1 ... Ay,r.Cyr j[y;], by Lemma 4.2
we have 4
le7j < S(u')

Since 71,; occurs positively in &, we have Ry ;j(S(t'7) < Ry j(r1;). In turn
Ry j(1,5) < 7f; by 9. From this inequalities, we conclude that

Ry ;(S(t"7)) < S(u).
By the same token, for 2 < i < n 4+ 1,2 the type & must be of the form

&= pici1 == picig =
(Oic11 = =01, = Tig = = Tip = 9i) =Y
and for all j the occurrence of z; in P; ; must be assigned a type of the form
& = pgfl,l e pgfl,é -

J J J J J J
@ 11— =8 =T o =T, = el) = Y

i—1,r

and there must be a substitution R; ; such that

Rij(&) <&l (10)

From this and from the construction of P; ; we can again conclude that in fact
R; j(S(t"7)) < R j(7i,;) < 7/ and hence
R; j(S(t%7)) < S(u™7)

for all 7 and j.

3 Note that there is no ZTn+1, but there is Nyy1.
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Abstract. We study a variant of the no read-up/no write-down security property of
Bell and LaPadula for processes in the m-calculus. Once processes are given levels of
security clearance, we statically check that a process at a high level never sends names
to processes at a lower level. The static check is based on a Control Flow Analysis for
the m-calculus that establishes a super-set of the set of names to which a given name
may be bound and of the set of names that may be sent and received along a given
channel, taking into account its directionality. The static check is shown to imply the
natural dynamic condition.

1 Introduction

System security is receiving more and more attention but obtaining precise an-
swers is often undecidable [10]. However, static analysis provides a repertoire
of automatic and decidable methods for analysing properties of programs, and
these can often be used as the basis for establishing security properties. We use
here Control Flow Analysis that is a static technique for predicting safe and
computable approximations to the set of values that the objects of a program
may assume during its execution. To circumvent the undecidability issues the
analysis “errs on the safe side” by never omitting values that arise, but perhaps
including values that never arise in the semantics. The approach is related to
Data Flow Analysis and Abstract Interpretation and naturally leads to a gen-
eral treatment of semantic correctness and the existence of best solutions. A
more widely used alternative for calculi of computation is to use Type Systems;
they also allow a clear statement of semantic correctness (sometimes called type
soundness) and allow to study whether or not best solutions exist (in the form of
principal types). The interplay between Type Systems and Control Flow Anal-
ysis is not yet fully understood, but simple Type Systems and simple Control
Flow Analyses seem to be equally expressive; however, a main difference is that
the Control Flow Analysis guarantees that best solutions always exist whereas
many Type Systems do not admit principal types (and occasionally the issue is
left open when presenting the type system).

W. Thomas (Ed.): FOSSACS’99, LNCS 1578, pp. 120-134, 1999.
(© Springer-Verlag Berlin Heidelberg 1999
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Here we elaborate on our proposal made in [5], that presents a Control Flow
Analysis for the m-calculus, which is a model of concurrent communicating pro-
cesses based on naming, and where we applied it to statically check that a
process has no leaks, i.e. that a process confines a set of values, devised to be
secret, within itself. Our new analysis is more accurate than the one in [5], be-
cause a more careful check is made on the input and the output prefixes, so as to
identify unreachable code. The result of our Control Flow Analysis establishes
a super-set of the set of names to which a given name may be bound and of
the sets of names that may be sent and received along a given channel, when
used by a process with clearance [. These super-sets give rise to solutions of
the form (p, o) and we formulate the Control Flow Analysis as a specification
of the correctness of a candidate solution. This takes the form of judgements of
the form (p,o) EL,. P (where me will be explained later and [ is the level of
security clearance), and a set of clauses that operate on them. We show that best
solutions always exist and we establish the semantic correctness of solutions in
the form of a subject-reduction result.

We apply our analysis for statically checking a dynamic version of the no
read-up/no write-down property of Bell and LaPadula [4,11,12]: a process clas-
sified at a high level cannot write any value to a process of low level, while
communications in any other direction is permitted. This requirement is part
of a security model, based on a multi-level access control, see [4,10]. We first
define a static check on solutions (p, o), called discreetness, for when a process
respects the classification hierarchy. Then we show that a discreet process enjoys
the dynamic version of the no read-up/no write-down property.

Overview. Section 2 gives the syntax and the operational semantics of our version
of the m-calculus with clearance levels. Our Control Flow Analysis is in Section
3, together with the semantic correctness of solutions. The no read-up/no write-
down property is then studied in Section 4. Some proofs are omitted or only
sketched because of lack of space.

2 The w-calculus

Syntaz. In this section we briefly recall the m-calculus [21], a model of concurrent
communicating processes based on the notion of naming. The formulation of our
analysis requires a minor extension to the standard syntax of the m-calculus,
namely assigning “channels” to the binding occurrences of names within restric-
tions and “binders” to the binding occurrences of names within input prefixes;
as will emerge later, this is because of the a-conversion allowed by the structural
congruence, and the syntactic extension will allow to compute a super-set of the
actual links that a name can denote. Also, we need a further extension to assign
a security level to m-calculus processes.

More precisely, we introduce a finite set £ = {#}U{0,---,k} of level labels,
with metavariable [, consisting both of natural numbers and of the distinguished
label #, intended as the label of the environment, which is intuitively assumed
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to have “no level”. The set £ is ordered (see Fig. 1) with the usual < relation
on natural numbers and assuming that VI € £\ {#},l £ # and # £ L.

Definition 1. Let N be a infinite set of names ranged over by a,b,---,z,y and
let T be a distinguished element such that N N {r} = 0. Also let B be a non-
empty set of binders ranged over by 3,5', --; and let C be a non-empty set of
channels ranged over by x,x', - -; moreover let BUC be the set of markers. Then
processes, denoted by P,Py,Ps,Q,R,--- € P are built from names according to
the syntaz

P:=0|uP|P+P|PP|(wzX)P|[z=y]P|'P | (P)

where u may either be x(y”) for input, or Ty for output or T for silent moves,
and where | € L\ {#}. Hereafter, the trailing 0 will be omitted (i.e. we write ©
instead of 7.0).

In this paper we consider the early oper-
ational semantics defined in SOS style. The
intuition of process constructors is the stan-
dard one. Indeed, (P)! behaves just as P but
expresses that P has level [, where | € £\

{#}. The labels of transitions are 7 for silent k
actions, zy for free input, Ty for free output,
and Z(y) for bound output. We will use u as a 2 1

metavariable for the labels of transitions. We |
recall the notion of free names fn(u), bound 0
names bn(p), and names n(p) = fn(p) Ubn(p)
of a label u. Also two partial functions, sbj
and obj, are defined that give, respectively,
the subject = and the object y of input and
output actions, i.e. the channel x on which y
is transmitted.

Fig. 1. Levels of processes (i <
i+ 1) and of the environment.

Kind | fr(p) bn(u) | sbi(p) obs(p)
Silent move T 0 0
Free input and output zy,Ty | {z,y} 0 x Y
Bound output z(y) | {=z} A{y} x Y

Functions fn, bn and n are extended in the obvious way to processes.

Congruence. Below we shall need the structural congruence = on processes,
defined as in [22], apart from the last rule, where restrictions can be exchanged
only if the restricted names are different, because otherwise (vazX)P = (vaX')P.
Then = is the least congruence satisfying:

— if P and @ are a-equivalent (P =, Q) then P = Q;
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Act : I—l,u.PE—’ng, w# z(y®) Ein : I—lx(yﬂ).Pi—j?P{w/y}
HP @ HP @)
Par: Jon(wNfa(P)=0 Sum: ——M———
|—IP1|P2 T‘LI}Q1|P2 HP + P, T‘G}Ql
P52 Q HPEQ
Res : ;T & n(p) Open: ——— y #«w
F(vaX)P T“I} (vzX)Q F(vyX)P %EL; Q
P TH QP Q: P QP Qn
Close : & fm(P) Com:
H P P 2 (vy*) (Q1]Q2) H Py P2 Q1]Q2
HP 2 Q P =PHP2Q=qQ
Match : Var:
Hlz =2]P {2 Q HP' 552 Q'
HP32Q
Lev: ——M——
(P ST Q)

Table 1. Early transition system for the m-calculus with security levels.

— (P/=,+,0) and (P/=,|,0) are commutative monoids;
1P =P|IP.

— () (wyX )P = (wyX)(waX)P if © # y, (waX)(P|P,) = (vaX)P|P; if
x & fn(Py), and (vaX)P = P if x & fn(P);

Semantics. Table 1 shows the annotated early transition system of the m-calculus.
The transitions have the form I—IP)\—”L>Q, with Ae CU{e}, 1 € L, L € L*. The

string of level labels L records the clearances passed through while deducing the
transition, while the index [ on F represents the current level. Note that the
sequence of security levels of the sender and of the receiver are discarded when a

communication is derived, leading to a transition of the form ' P €—T€> Q (see the

rules Com and Close in Tab. 1). As far as the label A € CU{e} is concerned, we
have that € is used in all cases, apart from extrusions or when input transitions
have to be used as a premise of a Close rule. In that case the label is x and
records the actual channel to be associated with the object of the input. Rule
M atch takes care of matching; we have formulated it as a transition rather than
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as a structural law in order to simplify the technical development (compare [5]).
Rule Var ensures that all the rules and axioms can also be used upon all its
variants.

3 Control Flow Analysis

The result of our analysis for a process P (with respect to an additional marker
environment me for associating names with markers and a label [ recording a
clearance) is a pair (p,o0): the abstract environment p gives information about
which channels names can be bound to, while the abstract communication envi-
ronment o = (04n, Oout) gives information about the channels sent and received
by the sub-processes of P with clearance [. Besides the usage of security levels,
our present solutions refine those in [5]. In fact, the o component controls the
values that pass along a channel, more accurately than there. We now make the
above more precise.

3.1 Validation

To wvalidate the correctness of a proposed solution (p, o) we state a set of clauses
operating upon judgments of the form:

(p,0) FEhpe P
The purpose of me, I, p, o is clarified by:

—me : N = (BUC) is the marker environment that associates names (in
particular the free names of a process) with the appropriate channel or binder
where the name was introduced; so me(z) will be the marker (in B or C)
where the current name z is bound.

— | € L keeps track of the current security level that the process under valida-
tion has.

— p: B = p(C) is the abstract environment that associates binders with the
set of channels that they can be bound to; more precisely, p(3) must include
the set of channels that 8 could evaluate to.

By setting Y : p(x) = {x} we shall allow to regard the abstract environment
as a function p : (BUC) — p(C).

— Oiny Oout : £ = (C = p(C)) constitute the abstract communication environ-
ment. They give the set of the channels that can be bound to the possible
objects of an input and an output action' respectively, performed by the
sub-processes labelled by [/, on a given channel x.

! The relation between the abstract communication environment o and the abstract
channel environment  in [5] is Vx € C : K(x) = ;¢ 2 (in (1) (x) U dout (1) (x)) in case
of least solutions.
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(p,0) ELe O iff true
(p;0) Eme TP iff (p,0) FEme P

(p,0) Eme Ty.P  iff (p(me(y)) # 0 A p(me(z)) # 0) = (p,0) Fme PA
Vx € p(me(x)) : p(me(y)) € oout(1)(x)

(p> U) ine m(yﬁ)'P IfF Ul’Eﬁ,XEp(mE(z)) Uout( ,)( ) # @ = (p7 ) ':me [y—B] /\
Vx € p(me(z)) : Uy dout (') (X) € oin (1) (x)
Vx € p(me(ﬂc)) coim(D)(x) € p(B)

(p,0) Eme P+ Py iff (p,0) Ele PLA(p,0) Eine Po
(p:0) Ehe PPy iff (p,0) e PLA(p,0) Ehne Po
(p:0) Ehne Wa*)P i (p,0) Ehepursy) P
(p,0) e [v = y]P iff (p(me(x)) N p(me(y)) # OV me(z) = me(y))
= (p,0) FEme P
(ps0) e 'P iff (p,0) FEme P
(p,0) Ele (PY i (p,0) Ehe PAGin(l) C oin(l) Adour(l') T oour(l)

Table 2. Control flow analysis for the w-calculus.

Note that we use a marker environment because the identity of names is not
preserved under a-conversions (see rules Fin and Var). In particular, it would
not suffice to “a-rename the program apart” because as in [5] this property is
not preserved under reduction.

The analysis is in Tab. 2. As we are analysing a process P from scratch,
we assume that the initial clearance label is #. All the rules for validating a
compound process require that the components are validated, apart from the
rules for output, input and matching. The rules for output and input require a
preliminary check to decide whether the continuation P needs to be validated
and this makes the analysis more accurate than the one in [5]. In case of output,
one has to make sure that the (set of channels associated with the) object is
bound to some channels and similarly for the subject. In the case of input we
control that the (set of channels associated with the) subject has some channels
to read; actually, we ensure that some value can be sent along the subject. The
last conjunct of the rule for output takes care of the clearance [ of the process
under analysis. The channels that can be bound to the object of an output
action along channel x must be included in o,y (1)(x). Analogously for the case
of input, where we ensure that o;,(l)(x) and p(3) contain all the outputs on
x € p(me(x)), regardless of the clearance level | of the sending process. The
condition for matching says that P needs to be validated if there is at least one
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channel to which both z and y can evaluate; note that both can evaluate to )
and thus we need to check whether they actually denote the same channel by
allowing me(z) = me(y). The rule for the process (P)! simply says that the
channels that can be read and written by it must be included in those read
or written by its surrounding process, labelled [. It makes use of the following
definition.

Definition 2. The set of proposed solutions can be partially ordered by setting

(p.o) T (p',0") iff VBEB:p(B) Cp'(B), Vx €C,VIEL:aim(l)(x) C oi,(1)(X)
and ¥x € C,Vl € L : 0out(1)(x) C b, (D) (x)-

It is immediate that this suffices for making the set of proposed solutions into a
complete lattice; using standard notation we write (p, o) U (p',0") for the binary
least upper bound (defined pointwise), MZ for the greatest lower bound of a set
7 of proposed solutions (also defined pointwise), and (L, L) for the least element
(where | maps everything? to 0)).

Example 1. Consider the following process
S=IR|Q|P)=
((@b-ab.be)' ™ | (a(z”).Tx)'@ | (a(y™).y(z").(ly = 2lga + y(w))'r),

where the marker environment me is such that me(fv) = Xfu for all the free

names fv € {a,b,c}. The pair (p,o) is defined as follows, where the bound
names are bv € {z,y,z,w} and the level labels are | € {#,lr,lg,lp}:

if bu =
i) ={ 000 (Recall that p(x) = {x})
{)ifl=#4 o
oin(D)(xe) = {@ if 1= L Tout(Dxe) = {éxb} i,
otifl=1o,lp e
{Xasxvs xc} i 1 = # 1y xp xe} I L = 3
ain(l)(xs) = {m if 1 =1g,lo Tout (1) (xs) = K}j g; - iR
{Xa,Xb,XC} ifl=1Ip {Xa} ifl:l}ci
o—”l(l)(XC) = @, if | = #, g, lQ7 lp Jout(l)(XC) = ga if I = #,1r, lQ: lp

A simple check shows that (p,0) EZ. S.

3.2 Existence of solution

So far we have only considered a procedure for validating whether or not a
proposed solution (p,o) is in fact acceptable. We now show that there always
exists a least choice of (p, o) that is acceptable in the manner of Tab. 2.

? However, note that L, : B — p(C) viewed as L, : (BUC) — p(C) has L,(8) = 0 for
B € Bbut L,(x) ={x} for x € C (rather than L,(x) = 0).
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Definition 3. A set T of proposed solutions is a Moore family if and only if it
contains NT for all J C T (in particular 7 =0 and J =T).

This is sometimes called the model intersection property and is fundamental for
many approaches to program analysis [7]. When Z is a Moore family it contains
a greatest element (M) as well as a least element (M7). The following theorem
then guarantees that there always is a least solution to the specification in Tab. 2.

Theorem 1. The set {(p,o) | (p,o) EL,. P} is a Moore family for all me, 1, P.
Proof. By induction on P.

There is also a constructive procedure for obtaining the least solution; it has a
low polynomial complexity. Essentially, establishing (p, o) E!,. P amounts to
checking a number of individual constraints. In the full paper we define a function
Go[P]me for explicitly extracting these constraints, proceeding by induction on
the structure of processes. This is not entirely straightforward because of the
conditional analysis of the continuation process in the case of output, input and
matching. The resulting constraints can be solved in low polynomial time.

3.3 Correctness

We state now some auxiliary results that will allow us to establish semantic
correctness of our analysis. They are all independent of the semantics and only
rely on Tab. 2; their proofs are all by induction.

Lemma 1. Assume that Vz € fn(P) : mey(z) = mey(z); then (p,0) El,. P if
and only if (p,0) E. .. P.

meg

Lemma 2. Assume that me(y) = me(z); then (p,o) EL.. P if and only if
(p,0) Fme P1z/y}-

Corollary 1. Assume that z & fn(P) and n € BUC; then (p,0) zine[y,_m] P if
and only if (p,0) lme[sz P{z/y}.

Lemma 3. Assume that P = Q; then (p,o) EL.. P iff (p,0) EL,. Q.

Lemma 4. Assume that (p,0) EL,. P and me(w) € p(me(z)) C C; then
(p,0) e Plw/z}.

Subject reduction. To establish the semantic correctness of our analysis we rely
on the definition of the early semantics in Tab. 1 as well as on the analysis in
Tab. 2. The subject reduction result below applies to all the solutions of the
analysis, and hence in particular to the least. The operational semantics only
rewrites processes at “top level” where it is natural to demand that all free names
are bound to channels (rather than binders); this is formalised by the condition
me[fn(—)] C C that occurs several times. Note that item (3b) corresponds to
“bound” input, mainly intended to be used to match a corresponding bound
output in the rule Close of the semantics; therefore the name y read along link
x must be fresh in P, i.e. y & fn(P).
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Theorem 2. If me[fn(P)] CC, (p,o) EL,. P and I—ZPT“L)Q we have:

(1) If u =7 then
A=¢, (p,0) E.,. Q, and me[fn(Q)] CC
(2a) If u = Ty then
A=c¢, (p,0) EL..Q, me[fr(Q)] CC and VI' € LI. me(y) € aous(l')(me(z))
(2b) If p=7T(y) then
A= x for some x €C, (p,0) b0 @, (mely > DIA(Q)] C €, and
Vi’ € Ll. X € Uout( I)(me( ))
(8a) If p = zy, A =€, me(y) € C an
me(y) € Uyeg(ffm( ") (me(z)) U Uout( ")(me(z))) then
(Pa ) Eine @, melf(@Q)] C C, and VI' € Ll. me(y) € oin(l')(me())
(3b) gu =2y, A= X, X € Upeg(oin(l")(me(z)) Uoou (I') (me(z))) andy ¢ fu(P)
(1,0) iy @ (mely = XDIFQ)] € €, and
VI' € Ll. x € o (I')(me(x))

Proof. A lengthy proof by induction on the construction of
Ip_H
P H) Q

and with subcases depending on whether case (1), (2a), (2b), (3a) or (3b) applies.
The proof makes use of Lemmata 1, 2, 3 and 4.

4 Multi-level Security

System security is typically based on putting objects and subjects into security
classes and preventing information from flowing from higher levels to lower ones.
Besides the no-leaks property studied in [5], here we offer another evidence that
Control Flow Analysis helps in statically detecting useful information on security.

The literature reports a security property called no read-up/no write-down
[11,12]. The security requirement is that a process classified at a high level cannot
write any value to a process of low level, while the converse is allowed. These
requirements are part of a security model, based on a multi-level access control,
see [4,10]. The no read-up/no write-down property is commonly studied for a
set of processes put in parallel (see, e.g. [29]). We follow this view and consider
in the following only processes of the form (Pp)°|[(P1)!]...|(P,)", where each
process P; has no labelling construct inside.

A dynamic notion. Now we are ready to introduce the dynamic version of the
no read-up/no write-down property.

We assume that the environment is always willing to listen to P, i.e. its
sub-processes at any level can perform free outputs to the environment. On the
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contrary, some parts of P are reachable only if the environment supplies some
information to a sub-process R with a particular clearance. To formalize the
intentions of the environment, we use a function

¢: L= (C— p(C)
that associates a label [ and a channel x with the set of channels that the

environment considers secure to communicate to R.

Definition 4. Given P,mep,s, a granted step is (P, mep)ﬁ (Q,meq),

and is defined whenever

1. I—#PT”L)Q, and

2. if u ==y, then (CL) mep(y) € ((#)(mep(,r)) ifA=¢
S =y, (0) X € ¢(#)(mep(x)) and y & fn(P) if \ = x

mep ifA=c¢€

where meq = {mep[obj(u) = x]ifA=x

A granted computation (P,mep) =>* (Q),meq) is made of granted steps.

The definition of our version of the no read-up/no write-down property fol-
lows. Essentially, it requires that in all the communications performed by a
process, the sender R, has a clearance level lower than the clearance level of the
receiver R;.

Definition 5. A process P is no read-up/no write-down (nru/nwd for short)
with respect to ¢, mep if and only if the following holds:

whenever (P,mep) =>* (P',mep) GZTL> (Q, meq) where the last granted step is

a communication (between R, and R;) that has been deduced with either
(a) the rule Com, using the premises 'R, j—Lyo)R’o and H'R; %}Rg, or
(b) the rule Close, using the premises I—IRO%%% R! and I—ZRiﬁR;,

then no element of L, is strictly greater than any element of L;.

A static notion. We define now a static property that guarantees that a process
is nru/nwd. Besides finding a solution (p, o) for a process P, we require that the
channels read along x should include those that the environment is willing to
supply, expressed by ¢. The last condition below requires that the same channel
cannot be used for sending an object from a process with high level I” to a
process with low level I’
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Definition 6. Let P,me be such that me[fn(P)] C C. Then P is discreet (w.r.t.
¢,me) if and only if there exists (p,o) such that
1 (po) £, P

I me

2.Vle L,x €C:om)(x)2<)(x)
SV e L, 1" < 1" and Vx € C : 00wt (I")(x) N i (1) (x) = 0.

The property of discreetness can be checked in low polynomial time by build-
ing on the techniques mentioned in Section 3.2. Below, we show that the property
of being discreet is preserved under granted steps.

Lemma 5 (Subject reduction for discreetness).
If P is discreet with respect to ¢,mep, and (P, mep)j\'—?(Q,meQ), then @) is

discreet with respect to ¢, meq.

Proof. Theorem 2 suffices for proving that meg[fn(Q)] C C and (p,0) E¥. Q.
The proof of the second and third items is immediate, because the solution
does not change. The only delicate point for the application of Theorem 2 is
when the granted step is an input. Consider first, the case in which A = e.
It suffices to make sure that me(y) € C and that me(y) € o (#)(me(x)).
Condition 2 of Def. 6 guarantees that o, (#)(me(x)) D ¢(#)(me(x)). In turn
me(y) € ¢(#)(me(z)) C C because the step is granted. The case when X\ = y is
just the same, while in the other cases the proof is trivial.

The following lemma further illustrates the links between the transitions of
processes and the results of our static analysis. It will be used in proving that
discreetness is sufficient to guarantee that P enjoys the nru/nwd property.

Lemma 6. If l—lPA—“L>Q has been deduced with premise l—l’RXLLb R', and

(p,0) EL. P, then there exists me' such that (p,o) EL . R.
Proof. The proof is by induction on the derivation of the transition.

Theorem 3.
If P is discreet (w.r.t. ¢,me), then P is nru/nwd (w.r.t. ¢, me).

Proof. By Lemma 5 it is enough to check that, if (P, mep) GZTL> (Q,meg), then

@ is nru/nwd, with 7 being a communication between R, and R;, defined as in
Def. 5. Assume, per absurdum, that an element [, € L, is strictly greater than
an element element /; € L;. By Lemma 6, (p,0) |=L.. R, and (p,0) E.,. Ri.
Consider first the case (a) of Def. 5. The analysis and Theorem 2 tell us that
VI' € L,. me(y) € oout(l')(me(z)) and VI' € L;. me(y) € gin(l')(me(z)). But
this contradicts item 3 of Def. 6, because, in particular, me(y) € oout(l,)(me(x))
as well as me(y) € o (l;)(me(x)).

As for case (b) of Def. 5, just replace x for me(y) and proceed as in case (a).
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Ezample 2. Consider again the process S validated in Example 1:

I((@b.ab.be)'® | (a(z”).7z)'? | (ay™).y(z").(ly = 2lga + y(w)))'*),

and suppose that Ir < lg < lp. Then it is easy to prove that the process is
discreet. In particular the following five conditions hold.

= oout(lq va)ﬁUm(lR va) out(lQ) (Xfy) N0 = 0;
=10

’

Note that the clearance levels of processes introduced here are orthogonal to
the security levels of channels as defined in [5]. There channels are partitioned
into secret and public and a static check is made that secret channels never
pass along a public one. Therefore channels have always the same level. On the
contrary, here it is possible that a channel a can be sent along b by one process but
not by another. Discreetness cannot be checked with the analysis of [5], because
in that analysis a can be either sent on b always or never. The combination of
the two analyses may permit a static check of even more demanding properties.

5 Conclusions

There is a vast literature on the topics of our paper. Here we only mention very
briefly some papers related to security issues.

The first studies in system security reach back to the 1970’s and were mainly
carried out in the area of operating systems; see the detailed survey by Landwehr
[17] and Denning’s book [10] reporting on the static detection of secure flow
violation while analysing the code.

Recently, security classes have been formalized as types and the control of
flow is based on type checking. Heintze and Riecke [15] study a non-interference
property on the SLam Calculus (Secure A-calculus). Volpano, Smith and Irvine
develop a type system to ensure secure information flow in a sequential imper-
ative language in [30], later extended by the first two authors in a concurrent,
shared memory based setting [29]. Abadi studies in [1] the secrecy of channels
and of encrypted messages, using the spi-calculus, an extension of the m-calculus
devised for writing secure protocols. Venet [27,28] uses Abstract Interpretation
techniques to analyse processes in a fragment of the w-calculus, with particular
attention to the usage of channels.

Other papers interesting for this area are [24,26,13,8,3,9,25,16]. Particu-
larly relevant are Hennessy and Riely’s papers [25, 16] who give a type system for
D, a variant of the 7-calculus with explicit sites that harbour mobile processes.
Cardelli and Gordon [6] propose a type system for the Mobile Ambient calculus
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ensuring that a well-typed mobile computation cannot cause certain kinds of
run-time faults, even when capabilities can be exchanged between processes.

The idea of static analysis for security has been followed also in the Java
world, for example in the Java Bytecode Verifier [18], and in the techniques of
proof-carrying code [23]. Also Abadi faces in [2] the problem of implementing
secure systems and proposes to use full abstraction to check that the compile
code enjoys the same security properties as the source program.

A different approach consists in dynamically checking properties. This point
of view has been adopted by a certain number of information flow models [14,
19,20,11,12] (to cite only a few), mainly concerned with checking (variants of)
the security property we studied here. All these papers, consider the external
observable behaviour only as the object of the analysis.

Here, we presented a Control Flow Analysis for the m-calculus that stati-
cally predicts how names will be bound to actual channels at run-time. The
only extensions made to the syntax of processes are that a channel x is ex-
plicitly assigned to a restricted name, and that an input action has the form
z(y?), making explicit the réle of the placeholder y; this change was motivated
by the inclusion of a-conversion in the semantics. Our intention was to apply
our analysis for detecting violations of a security property that needs security
levels, so processes may carry labels expressing their clearance. The result of our
analysis for a process P is a solution (p,o). The abstract environment p gives
information about which channels a binder # may be bound to, by means of
communication. The abstract communication environment ¢ gives information
about the channels sent and received by a process with clearance [. All the so-
lution components approximate the actual solution, because they may give a
super-set of the corresponding actual values.

We defined judgements of the form (p,o) !, P and a set of clauses that
operate on them so as to validate the correctness of the solution. The additional
marker environment me binds the free names of P to actual channels. The label
I records the security level of P. We proved that a best solution always exists. In
the full paper we shall give a constructive procedure for generating solutions that
essentially generates a set of constraints corresponding to the checks necessary
to validate solutions. These constraints can be solved in low polynomial time.

We used our analysis to establish the no read-up/no write-down security
property of Bell and LaPadula. This property requires that a process with
high clearance level never sends channels to processes with a low clearance.
We defined a static check on solutions and proved that it implies the no read-
up/no write-down property. Also, the check that a process P is discreet with
respect to given ¢,me has a polynomial time complexity. A web-based system
that validates the solutions and checks discreetness can be found at the URL:
http://www.daimi.au.dk./~rrh/discreet.html.

We have not considered here the more general notion of the no read-up/no
write-down property, that assigns levels of confidentiality also to the exchanged
data (i.e. the objects of input and output actions). Processes with low level
clearance are then not allowed to access (i.e. they can neither send nor receive)
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highly classified data. The reason is that the dynamic version of this property
is surprisingly more intricate than its static version. The latter, that entails the
former, only requires an additional check on the second component of a solution
(i.e., Yx € 0in(D)(x') the confidentiality level of x, possibly read along channel
X', should be smaller than the security level of the process under check, namely
I; similarly for o,y¢)-

Other properties that deserve further investigation are connected with the so-
called “indirect flow” of information, i.e. on the possibility of a low level process
to detect the value of some confidential datum by “observing” the behaviour of
higher level processes.
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Abstract. A sound and complete Hoare-style proof system is presented
for a sequential object-oriented language, called SPOOL. The proof sys-
tem 1s based on a weakest precondition calculus for aliasing and object-
creation.

1 Introduction

This paper introduces a Hoare-style proof system for an object-oriented lan-
guage, called SPOOL. SPOOL is a sequential version of the parallel object-
oriented language POOL [2].

The main aspect of SPOOL that is dealt with is the problem of how to rea-
son about pointer structures. In SPOOL, objects can be created at arbitrary
points in a program, references to them can be stored in variables and passed
around as parameters in messages. This implies that complicated and dynam-
ically evolving structures of references between objects can occur. We want to
reason about these structures on an abstraction level that is at least as high as
that of the programming language. In more detail, this means the following: The
only operations on “pointers” (references to objects) are testing for equality and
dereferencing (looking at the value of an instance variable of the referenced ob-
ject). Furthermore, in a given state of the system, it is only possible to mention
the objects that exist in that state. Objects that do not (yet) exist never play a
role.

Strictly speaking, direct dereferencing is not even allowed in the programming
language, because each object only has access to its own instance variables.
However, for the time being we allow it in the assertion language. Otherwise, even
more advanced techniques would be necessary to reason about the correctness
of a program.

The above restrictions have quite severe consequences for the proof system.
The limited set of operations on pointers implies that first-order logic is too
weak to express some interesting properties of pointer structures (for example,
the property, as considered in [9], that it is possible to go from one object to
the other by following a finite number of #-links). Therefore we have to extend
our assertion language to make it more expressive. In this paper we do so by
allowing the assertion language to reason about finite sequences of objects.

The proof system itself is based on a weakest precondition calculus for aliasing
and object-creation. This means that in the proof system aliasing and object-
creation are modelled by substitutions which, when applied to a given postcon-
dition, yield the corresponding weakest precondition.

W. Thomas (Ed.): FOSSACS’99, LNCS 1578, pp. 135-149, 1999.
(© Springer-Verlag Berlin Heidelberg 1999
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Plan of the paper In the following section we introduce the programming lan-
guage SPOOL. In section 3 the assertion language for describing object struc-
tures is introduced. The proof system is discussed in section 4. In the final section
related work 1s discussed and some general conclusions are drawn.

2 The language SPOOL

The most important concept of SPOOL is the concept of an object. This is
an entity containing data and procedures (methods) acting on these data. The
data are stored in wvartables, which come in two kinds: instance variables, whose
lifetime is the same as that of the object they belong to, and temporary variables,
which are local to a method and last as long as the method is active. Variables
can contain references to other objects in the system (or even the object under
consideration itself). The object a variable refers to (its value) can be changed
by an assignment. The value of a variable can also be nil, which means that it
refers to no object at all.

The variables of an object cannot be accessed directly by other objects. The
only way for objects to interact is by sending messages to each other. If an
object sends a message, it specifies the receiver, a method name, and possibly
some parameter objects. Then control is transferred from the sender object to
the receiver. This receiver then executes the specified method, using the param-
eters in the message. Note that this method can, of course, access the instance
variables of the receiver. The method returns a result, an object, which is sent
back to the sender. Then control is transferred back to the sender which resumes
its activities, possibly using this result object.

The sender of a message 1s blocked until the result comes back, that is, it
cannot answer any message while it still has an outstanding message of its own.
Therefore, when an object sends a message to itself (directly or indirectly) this
will lead to abnormal termination of the program.

Objects are grouped into classes. Objects in one class (the instances of the
class) share the same methods, so in a certain sense they share the same be-
haviour. New instances of a given class can be created at any time. There are
two standard classes, Int and Bool, of integers and booleans, respectively. They
differ from the other classes in that their instances already exist at the beginning
of the execution of the program and no new ones can be created. Moreover, some
standard operations on these classes are defined.

A program essentially consists of a number of class definitions, together with
a statement to be executed by an instance of a specific class. Usually, but not
necessarily, this instance is the only non-standard object that exists at the be-
ginning of the program: the others still have to be created.

In order to describe the language SPOOL, which is strongly typed, we use
typed versions of all variables, expressions, etc. These types however are implic-
itly assumed in the language description below.

We assume the following sets to be given: A set C of class names, with typical
element ¢ (this means that metavariables like ¢, ¢/, ¢1, . .. range over elements of
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the set ('). We assume that Int, Bool ¢ C and define the set Ct = C'U{Int, Bool},
with typical element d. For each ¢ € C, d € C* we assume a set IVar, with
typical element x, of instance variables in class ¢ which are of type d. For each
d € C we assume a set T'Vary of temporary variables of type d, with typical
element u. Finally, for each ¢ € C and do,...,d, € C* (n > 0) we assume a
set MNamey,  ; of method names of class ¢ with result type dg and parameter
types dy,...,d,. The set MNameleywdn will have m as a typical element.

Now we can specify the syntax of our (strongly typed) language (we omit
the typing information).

Definition1. For any ¢ € C and d € C'T the set Erp§ of expressions of type d
in class ¢, with typical element e, is defined as usual. We give the following base
cases.

ex=uwa|u|nil|self---
The set SEzp? of expressions with possible side effect of type d in class ¢, with
typical element s, is defined as follows:

su=c¢e|new | eglm(er,...,epn)

The first kind of side effect expression 1s a normal expression, which has no actual
side effect, of course. The second kind is the creation of a new object. This new
object will also be the value of the side effect expression. The third kind of side
effect expression specifies that a message is to be sent to the object that results
from eg, with method name m and with arguments (the objects resulting from)
€1y,...,€n.

The set Stat® of statements in class ¢, with typical element S, are constructed
from assignments by means of the standard sequential operations of sequential
composition, (deterministic) choice and iteration.

Definition 2. The set MethDef® of method definitions in class ¢, with typical
element p, 1s defined by:

o= (ug, .. un 0 S Te)

Here we require that the u; are all different and that none of them occurs at the
left hand side of an assignment in S € Stat® (and that n > 0).

When an object is sent a message, the method named in the message is
invoked as follows: The variables uy, ..., u, (the parameters of the method) are
given the values specified in the message, all other temporary variables (i.e. the
local variables of the method, are initialized to nil, and then the statement S is
executed. After that the expression e is evaluated and its value, the result of the
method, is sent back to the sender of the message, where it will be the value of
the send-expression that sent the message.

Definition 3. The set ClassDef° of definitions of class ¢, with typical element D,
is defined by:
Diu=c:{my=p1,..., My = fin)

where we require that all the method names are different (and n > 0).
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Definition4. Finally, the set Prog® of programs in class ¢, with typical ele-
ment p, is defined by:
pu={Ulc:5)

where U denotes a finite set of class definitions and S € Stat®. The interpretation
of such a program is that the statement S is executed by some object of class ¢
(the root object) in the context of the declarations contained in the unit U.
In many cases (including the following example) we shall assume that at the
beginning of the execution this root object is the only existing non-standard
object.

Ezxample 1. The following program generates prime numbers using the sieve
method of Eratosthenes.

(Sieve : (input <= (q) : if next = nil
then next := new;
pi=gq
else if g mod p #£0
then next ! input(q)
fi
fi
T self ),
Driver : ()
|
Driver ;i := 2;
first := new:
while i < bound
do first linput(i);
=1 41
od

Figure 1 represents the system in a certain stage of the execution of the
program.

3 The assertion language

In this section a formalism is introduced for expressing certain properties of a
complete system, or configuration, of objects. Such a system consists for each
class of a set of existing objects in that class (i.e. the objects in that class which
have been created sofar) together with their internal states (i.e. an assignment of
values to their own instance variables), and the currently active object together
with an assignment of values to its temporary variables.

One element of this assertion language will be the introduction of logical
variables. These variables may not occur in the program, but only in the assertion
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Driver
HEED) - - -
Sieve Sieve Sieve
bound:(512) D) HEND) HED)

fiI’StZ( ; next:( ; next:( ; next:(B——»

Fig. 1. Objects in the sieve program in a certain stage of the execution

language. Therefore we are always sure that the value of a logical variable can
never be changed by a statement. Apart from a certain degree of cleanliness,
this has the additional advantage that we can use logical variables to express
the constancy of certain expressions (for example in the proof rule for message
passing). Logical variables also serve as bound variables for quantifiers.

The set of expressions in the assertion language is larger than the set of pro-
gramming language expressions not only because 1t contains logical variables,
but also because by means of a dereferencing operator it 1s allowed to refer to
instance variables of other objects. Furthermore we include conditional expres-
sions in the assertion language. These conditional expressions will be used for
the analysis of the phenomenon of aliasing which arises because of the presence
of a dereferencing operator.

In two respects our assertion language differs from the usual first-order pred-
icate logic: Firstly, the range of quantifiers is limited to the existing objects in
the current state of the system. For the classes different from Int and Bool this
restriction means that we cannot talk about objects that have not yet been
created, even if they could be created in the future. This is done in order to
satisfy the requirements on the proof system stated in the introduction. Because
of this the range of the quantifiers can be different for different states. More in
particular, a statement can change the truth of an assertion even if none of the
program variables accessed by the statement occurs in the assertion, simply by
creating an object and thereby changing the range of a quantifier. (The idea of
restricting the range of quantifiers was inspired by [11].)

Secondly, in order to strengthen the expressiveness of the logic, it is aug-
mented with quantification over finite sequences of objects. It is quite clear that
this 1s necessary, because simple first-order logic is not able to express certain
interesting properties.

Definition 5. For each d € C'T we introduce the symbol d* for the type of all
finite sequences with elements from d, we let C* stand for the set {d*|d € C't},
and we use O, with typical element a, for the union Ct U C*. We assume that
for every a in CT we have a set LVar, of logical variables of type a, with typical
element z.
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Definition6. We give the following typical elements of the set LEzp of logical
expressions of type a in class ¢ (we omit the typing information):

li=¢e|z]|la]|iflthen [ else l5 fi

An expression e is evaluated in the internal state of the currently active object
which is denoted by self. The difference with the set Fxp§ of expressions in the
programming language is that in logical expressions we can use logical variables,
refer to the instance variables of other objects (the expression [.z refers to the
local value of the instance variable x of the object denoted by [), and write condi-
tional expressions. Furthermore, we extended the domain of discourse by means
of logical variables ranging over sequences. In order to reason about sequences
we assume the presence of notations to express, for example, the length of a
sequence (denoted by |!|) and the selection of an element of a sequence (denoted
by {(n), where n is an integer expression).

Definition7. The set Ass® of assertions in class ¢, with typical elements P
and @, 1s defined by:
P:u=l|PAQ|-P]|3zP

Here [ denotes a boolean expression (i.e. | € Ezpg,o)-

As already explained above, a formula 3z P, with z of some type ¢ € C states
that P holds for some existing object in class ¢. A formula 3zP, with z of a
sequence type c¢”, states the existence of a sequence of existing objects in class
c.

Ezample 2. The formula 3z true, where z is of some type ¢ € C, thus states the
existence of an object in class ¢. As such this formula is false in case no such
objects exist. As another example, the following formula states the existence of
a sequence of objects in class Sieve (of the example program in the previous
section) such that the value of p of the nth element in this sequence is the nth
prime number and next refers to the next element, i.e. the n + 1th element, in
the sequence.

(0 <nAn<|z| = z(n).p = prime(n))
3zVn A
(0 <nAn<|z| = z(n).next = z(n + 1))

Here n denotes a logical variable ranging over integers and z ranges over se-
quences of objects in class Sieve. The predicate prime(n) holds if n is a prime.

Definition8. A correctness formula in class ¢ is a Hoare triple of the form

{P}p{@Q}, where P, Q) € Ass® and p € Prog°.

A Hoare-triple {P}p{@Q} expresses a partial correctness property of the pro-
gram p: It holds if every successfully terminating execution of the program p in
a system of objects which satisfies the precondition P results in a final configu-
ration which satisfies the postcondition Q).



A WP-calculus for OO 141

4 The proof system

In this section we present a Hoare-style proof system which provides a view of
programs in SPOOL as predicate-transformers.

Simple assignments We shall call a statement a simple assignment if it is of
the form « := e or u := e (that is, it uses the first form of a side effect expression:
the one without a side effect). For the axiomatization of simple assignments to
temporary variables the standard assignment axiom suffices because objects are
only allowed to refer to the instance variables of other objects and therefore
aliasing, 1.e. the situation that different expressions refer to the same variable,
does not arise in case of temporary variables.

In the case that the target variable of an assignment statement is an instance
variable, we use the following axiom:

{P[e/x]} (Ule:x:=¢) {P}

The substitution operation [e/#] has to account for possible aliases of the
variables x, namely, expressions of the form [.z: It is possible that, after substi-
tution, [ refers to the currently active object (i.e. the object denoted by self),
so that [.z is the same variable as x and should be substituted by e. It is al-
so possible that, after substitution, { does not refer to the currently executing
object, and in this case no substitution should take place. Since we cannot de-
cide between these possibilities by the form of the expression only, a conditional
expression is constructed which decides “dynamically”.

Definition 9. We have the following main cases of the substitution operation
[e/x]:

L.z [e/x] =if ({[e/x]) = self then e else ({[e/z]) .z fi

.2 [e/e] = (l[e/x]) . o' if 2/ #

The definition is extended to assertions other than logical expressions in the
standard way.

Object creation Next we consider the creation of objects. We will introduce
two different axiomatizations of object-creation which are based on the logical
formulation of the weakest precondition and the strongest postcondition, respec-
tively. First we consider a weakest precondition axiomatization.

For an assignment of the form u := new we have a axiom similar to the
previous two:

{P[new/u]} (Ule : u := new) {P}

We have to define the substitution [new/u]. As with the notions of substi-
tution used in the axioms for simple assignments, we want the expression after
substitution to have the same meaning in a state before the assignment as the
unsubstituted expression has in the state after the assignment. However, in the
case of a new-assignment, there are expressions for which this is not possible,
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because they refer to the new object (in the new state) and there is no expression
that could refer to that object in the old state, because it does not exist yet.
Therefore the result of the substitution must be left undefined in some cases.

However we are able to carry out the substitution in case of assertions, assum-
ing, without loss of expressiveness, that in the assertion language the operations
on sequences are limited to |/|, i.e. the length of the sequence {, and {(n), i.e.
the operation which yields the nth element of [. The idea behind this is that
in an assertion the variable u referring to the new object can essentially occur
only in a context where either one of its instance variables is referenced, or it
1s compared for equality with another expression. In both of these cases we can
predict the outcome without having to refer to the new object.

Definition10. Here are the main cases of the formal definition of the substi-
tution [new /u] for logical expressions. As already explained above the result of
the substitution [new/u] is undefined for the expression . Since the (instance)
variables of a newly created object are initialized to nil we have

w.z[new/u] = nil

If neither [ nor I5 is u or a conditional expression they cannot refer to the newly
created object and we have

(11 = lz) [new/u] = (11 [new/u]) = (lz[new/u])

If either {5 is w and {5 is neither u nor a conditional expression (or vice versa)
we have that after the substitution operation [; and [ cannot denote the same
object (because one of them refers to the newly created object while the other
one refers to an already existing object):

(11 = lz) [new/u] = false

On the other hand if both the expressions [; and Il equal u we obviously have

(11 = lz) [new/u] = true

We have that {[new/u] is defined for boolean expressions .

Definition11. We extend the substitution operation [new /u] to assertions other
than logical expressions as follows (we assume that the type of u is d € C):

(P — Q)[new/u] = (P[new/u]) = (Q[new/u])

( [new/u] = —=(P[new/u])

(32 P)  [new/u] = (3z(Plnew/u])) V (P[u/z][new/u])

( [new/u] = 3z 32’ (|z] = |2'| A (P[2', u/z][new/u]))
( [ 1 = (3z(P[new /u]))

In the third and fourth clause the (bound) variable z is assumed to be of type
d and d*, respectively. The type of the variable z in the last clause is of a type

new/u
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different from d and d*. The (bound) variable 2’ in the fourth clause is assumed
to be of type boolean (this variable is also assumed not to occur in P).

The idea of the application of [new/u] to (3z P) (in case z is of the same type
as u) is that the first disjunct (3z(P[new/u])) represents the case that the object
for which P holds is an ‘old’ object (i.e. which exists already before the creation
of the new object) whereas the second disjunct P[u/z][new/u] represents the
case that the new object itself satisfies P.

The idea of the fourth clause is that z and 2’ together code a sequence of
objects in the state after the new-statement. At the places where 2’ yields true
the value of the coded sequence is the newly created object. Where 2’ yields false
the value of the coded sequence is the same as the value of z. This encoding is
described by the substitution operation [z', u/z] the main characteristic cases of
which are:

z[2', u/2] is undefined

(z(l)) [2/,u/z) = if 2/(I') then u else z(!') fi, where I = [/, u/Z]

This substitution operation [z, u/z] is defined for boolean expressions.

Ezrample 3. Let z be a logical variable of the same type as u. We have

(Elz(u = z)) [new /u]
(Elz(u = z)[new/u]) V (u = u)[new/u] =

dz false V true

where the last assertion obviously reduces to true, which indeed is the weakest
precondition of 3z(u = z) with respect to u := new.

Note that we cannot apply the substitution operation [new/u] directly to
assertions involving more high-level operations on sequences. For example, an
assertion like I3 < l5, which expresses that the sequence [; 1s a prefix of [s,
we have first to reformulate into a logically equivalent one which uses only the
sequence operations |{| and {(n). Thus, {; <3 should be first translated into

V(0 < nAn < ] = li(n) = la(n))

If our assignment is of the form z := new we have the following axiom:

{P[new/x]} (Ule : x := new) {Pc}

The substitution operation [new/x] is defined by: Plu/«] [new/u], where u is a
temporary variable that does not occur in P. (Tt is easy to see that this definition
does not depend on the actual u used.)

Thus we see that we are able to compute the weakest precondition of a new-
statement despite the fact that we cannot refer to the newly created object in
the state prior to its creation. Alternatively, we have the following strongest
postcondition axiomatization of object-creation. Let u be a temporary variable
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of type ¢, and the logical variables z and z’ be of type ¢* and ¢, respectively.
Moreover, let V' be a finite set of instance variables in class ¢. For an assignment
of the form u := new we have the following axiom.

{P} (Ule : u := new) {Elz (P/ LzAQ(V, z))}
where P/ = 32/ (P[z'/u]) and Q(V, z) denotes the following assertion

ugz AV (Fezv =u)A /\ u.z = nil
eV

The operation | z applied to an assertion R restricts all quantifications in R
to z. It is described in more detail below. Let us first explain the role of the
logical variables z and z’ (which are assumed not to occur in P). The logical
variable z in the postcondition is intended to the store all the objects in class
¢ which exist in the state prior to the creation of the new object. The logical
variable 2’ is intended to represent the old value of u. Given that z’ denotes
the old value of u, that P holds for the old value of u then can be expressed in
the postcondition simply by P[z'/u]. However the quantification 3z/(P[z'/u]) in
the postcondition will also include the newly created object. In general we thus
have to take into account the changing scope of the quantifiers. For example,
consider P = V2" false (with z” of type ¢). Obviously P, which states that there
do not exist objects in class ¢, does not hold anymore after the creation of a
new object in class ¢. Our solution to this problem is to restrict the scope of all
quantifications involving objects in class ¢ to the old objects in class ¢, which are
given by z. This restriction operation is denoted by R | z. Its main characteristic
defining clauses are the following two:

(FZ'"R)Lz=3"(z"€2zANR] z)
(FZ"R)Lz=3"(z" CzAR|z)

where in the first clause z” is of type ¢ while in the second clause 2z’ is of type
¢ (for convenience we assume the presence of the relation ‘is an element of the
sequence’, denoted by €, and the containment-relation C, which holds whenever
all the elements of its first argument occur in its second argument). Finally, the
assertion Q(V, z) in the postcondition of axiom above expresses that u denotes
the newly created object and specifies the initial values of the variables in V' (of
the newly created object).

For new-statements involving instance variables we have a similar axiom char-
acterizing its strongest postcondition semantics.

It is of interest to observe here that the strongest postcondition axiomatiza-
tion does not require a restricted repetoire of primitive sequence operations.

Method calls Next we present proof rules for verifying the third kind of assign-
ments: the ones where a message is sent and the result stored in the variable on
the left hand side. We present here a rule for non-recursive methods (recursion
is handled by a straightforward adaptation of the classical recursion rule, see for
example [3]).
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For the statement # := eglm(ey, . .., e, ), we have the following proof rule (for
the statement u := eglm(eq, ..., e,) we have a similar rule):

{P/\/\Z 1 v = nil Aself & 561} (Ule - {Q /r} Q'[f/%) = R[r/x]
{P’ (/7] }(U|c z:=eglmler,... e {R}

where S € Stat® and e € Empfllu are the statement and expression occurring in
the definition of the method m in the unit U, uq, ..., u, are its formal parame-
ters, vi,...,v; 18 a row of temporary variables that are not formal parameters
(k > 0), ris a logical variable of type of the result of the method m (it is as-
sumed that r does not occur in R), f is an arbitrary row of expressions (not
logical expressions) in class ¢, and Z is a row of logical variables, mutually dif-
ferent and different from r, such that the type of each z; is the same as the type
of the corresponding f;. Furthermore, we assume given for each d € C, a logi-
cal variable 4 of type d*. These variables will store the objects in class d that
are blocked (as will be explained below). Finally, P’ and @’ denote the result
of applying to P and @ a simultaneous substitution having the “components”
[eo/self], [d; -self /8.], [er/u1], . . ., [en/un] (a formal definition will follow). We re-
quire that no temporary variables other than the formal parameters uy, ..., uy
occur in P or .

Before explaining the above rule let us first summerize the execution of a
method call: First, control is transferred from the sender of the message to the
receiver (context switching). The formal parameters of the receiver are initialized
with the values of the expressions that form the actual parameters of the message
and the other temporary variables are initialized to nil. Then the body S of the
method is executed. After that the result expression e is evaluated, control is
returned to the sender, the temporary variables are restored, and the result
object 1s assigned to the variable z.

The first thing, the context switching, is represented by the substitutions
[eo/self], [d. - self /d.] (the append operation is denoted by -), and [¢/u4] (where
€=e1,...,epand 4 =1uy,..., up).

The transfer of control itself corresponds with a ‘virtual’ statement self :=
eg. Thus we see that if Pleg/self] holds from the viewpoint of the sender then
P holds from the viewpoint of the receiver after the transfer of control (i.e.
after self := ep). Or, in other words, an assertion P as seen from the receiver’s
viewpoint is equivalent to Pleg/self] from the viewpoint of the sender.

Definition 12. We have the following main cases of the substitution operation

[e/self]: x[e/self] = e.x and self[e/self] = e.

Note that this substitution changes the class of the assertion: Pleg/self] €
Ass® whereas P € Ass®

The (standard) substitution [d. - self/d.] models the other aspect of the con-
text switch, namely that the sender of the message is blocked when the receiver
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is active. This aspect of the control switch thus corresponds with a virtual state-
ment &, := 4. - self. Moreover, the implicit check that the receiver itself is not
blocked is expressed by the additional information self & 4. in the precondition
of the receiver (below is given an example of how this information can be used).

Now the passing of the parameters is simply represented by the simultaneous
substitution [é/4]. (Note that we really need simultaneous substitution here, be-
cause u; might occur in an e; with j < ¢, but it should not be substituted again.)
In reasoning about the body of the method we may also use the information that
temporary variables that are not parameters are initialized to nil.

The second thing to note is the way the result is passed back. Here the logical
variable 7 plays an important role. This is best understood by imagining after
the body S of the method the statement r := e (which is syntactically illegal,
however, because r is a logical variable). In the sending object one could imagine
the (equally illegal) statement z := r. Now if the body S terminates in a state
where Q[e/r] holds (a premiss of the rule) then after this “virtual” statement » :=
e we would have a situation in which @ holds. Otherwise stated, the assertion @)
describes the situation after executing the method body, in which the result is
represented by the logical variable r, everything seen from the viewpoint of the
receiver. Now if we context-switch this () to the sender’s side, and if it implies
R[r/x], then we know that after assigning the result to the variable  (our second
imaginary assignment x := r), the assertion R will hold.

Now we come to the role of f and Z. We know that during the evaluation
of the method the sending object becomes blocked, that is, it cannot answer
any incoming messages. Therefore its instance variables will not change in the
meantime. The temporary variables will be restored after the method is executed,
so these will also be unchanged and finally the symbol self will retain its meaning
over the call. All the expressions in class ¢ (and in particular the f;) are built
from these expressions plus some inherently constant expressions and therefore
their value will not change during the call. However, the method can change the
variables of other objects and new objects can be created, so that the properties
of these unchanged expressions can change. In order to be able to make use
of the fact that the expressions f are constant during the call, the rule offers
the possibility to replace them temporarily by the logical variables z, which
are automatically constant. So, in reasoning from the receiver’s viewpoint (in
the rule this applies to the assertions P and ) the value of the expression f; is
represented by z;, and in context switching f; comes in again by the substitution
[f/Z]. Note that the constancy of f is guaranteed up to the point where the result
of the method is assigned to z, and that £ may occur in f;, so that it is possible
to make use of the fact that « remains unchanged right up to the assignment of
the result.

Erample /. Let us illustrate the use of the above rule by a small example.
Consider the unit U = ¢ : {m < (ug) : #1 := up T #2) and the program
p={(Ule:xr = uilm(zz)). We want to show

{ul X1 =X AU = self}p{ul X1 =X AT = Uy .xz}.
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r1 T2 r1 T2 r1 T2 r1 T2

before after

Fig.2. The situation before and after sending the message (example 4)

So let us apply the rule (MI) with the following choices:

P =z =21 \—self = 29

Q =x1=ugAr=xs A-self = 29

R =U . T =2 NT|] = U .T2

k=0 (we shall use no v;)

fi== (represented by z; in P and Q)

fo = self (represented by zz in P and Q)

First notice that Pluy, zo/self, uo][a1,self /21, 22] = uy .21 = &1 A —uy = self
so that the result of the rule is precisely what we want.
For the first premiss we have to prove

{xl = z1 A —self = zz}(U|c Ty = uo){xl = ug ATy = xo A —self = zz}.

This is easily done with the appropriate assignment axiom and the rule of con-
sequence.
With respect to the second premiss, we have

Qluy, xo/self ugl[xy,self /21, 20] = uy.x1 =22 Ar=uy.xo A—uy = self
R[r/a1] = ifuy =selfthenrelseu; .z1 fi=xs Ar =uy .29

It is quite clear that the first implies the second, and we can use this implication
as an axiom.

In the above example we did not need to use the information represented
by the logical variables é.. The following example illustrates the use of these
variables in reasoning about deadlock.

Ezample 5. Consider the program p = (U | ¢ : « := selflm), where m is defined
in U without parameters. Since this program obviously deadlocks (in general we
will have to deal with longer cycles in the calling chain) we have the validity of
{true}p{false}. This can be proved simply by observing that true is equivalent

to self € J. -self and that the latter assertion can be obtained by applying the
substitution [J,.-self/d.] to the assertion self € §.. But this latter assertion, which
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by the above we can use as the part P of the precondition of the receiver in the
rule (MI), obviously contradicts the additional assumption that self & d.. Thus
the entire precondition of the receiver reduces to false from which we can derive
false as the postcondition of the body of the method m. From which in turn we
can derive easily by rule (MI) the correctness formula above.

5 Conclusions

In this paper we have given a proof system for a sequential object-oriented
programming language, called SPOOL, that fulfills the requirements we have
listed in the introduction.

In [6] detailed proofs are given of both soundness (i.e. every derivable cor-
rectness formula is valid) and (relative) completeness (every valid correctness
formula is derivable, assuming, as additional axioms, all the valid assertions).
These proofs are considerable elaborations of the corresponding proofs of the
soundness and completeness of a simple sequential programming language with
recursive procedures (as described in, for example, [3] and [5]).

Related work To the best of our knowledge the proof system presented is the
first sound and complete proof system for a sequential object-oriented language.
In [1] and [10] different Hoare-style proof systems for sequential object-oriented
languages are given which are based on the global store model as it has been
developed for the semantics of Algol-like languages. This model however intro-
duces a difference between the abstraction level of the assertion language and
that of the programming language itself. Moerover, as observed in [1], the global
store model gives rise to incompleteness.

Future research The proof rule for message passing, incorporating the passing
of parameters and result, context switching, and the constancy of the variables of
the sending object, is rather complex. It seems to work fine for our proof system,
but its properties have not yet been studied extensively enough. It would be
interesting to see whether the several things that are handled in one rule could
be dealt with by a number of different, simpler rules.

We have considered in this paper only partial correctness. But we are cur-
rently working on extensions which allow one to prove absence of deadlock and
termination.

In the present proof system the protection properties of objects are not re-
flected very well. While in the programming language it is not possible for one
object to access the internal details (variables) of another one, in the assertion
language this ¢s allowed. In order to improve this it might be necessary to devel-
op a system in which an object presents some abstract view of its behaviour to
the outside world. Such an abstract view of an object we expect to consist of a
specification of the interface of an object as it is used in [4, 6, 7, 8] for reasoning
about systems composed of objects which execute in parallel.

Related to the above is the problem of a formal justification of the appro-
priateness of the abstraction level of a formalism for describing properties of
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dynamically evolving object structures. We expect that such a formal justifi-
cation involves a fully abstract semantics of the notion of on object. A related
question, as already described above, is to what extent the problems with the
incompleteness of the global store model are due to the particular choice of the
abstraction level.

In any case, we expect that our approach provides an appropriate basis for
specifying such high-level object-oriented programming mechanisms like subtyp-
ing, abstract types and inheritance.
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Abstract. Several extensions of tree automata have been defined, in
order to take in account non-linearity in terms. Roughly, these automata
allow equality or disequality constraints between subterms. They have
been used to get decision results, e.g. in term rewriting. One natural
question arises when we consider a language recognized by such an au-
tomaton: is this language recognizable, i.e. are the constraints necessary?
Here we study this problem in the class RECx corresponding to com-
parisons between brothers and we prove its decidability. It gives e.g. a
decision procedure for testing whether the image by a quasi-alphabetic
homomorphism of a recognizable tree language is recognizable.

1 Introduction

Even if many concepts in tree languages can be viewed as extensions of the
word case, some new difficulties and phenomena arise when we consider trees,
in particular "non-linearity” (a term is non linear if it contains two occurrences
of the same variable). For example, the family of recognizable sets is not closed
under non-linear homomorphism. Actually tree automata can’t deal with non
linear terms: e.g. the set of terms containing an occurrence of f(x,#) is not
recognizable. As non linear terms occur very often, e.g. in logic or equational
programming, several extensions of tree automata have been defined, in order
to take in account non-linearity in terms.

The first one is the class of automata with equality tests (Rateg automata)
[13]; unfortunately, the emptiness property is undecidable for this class. Several
”decidable” classes have then been defined, dealing with restrictions to the tests
in order to keep good decidability and closure properties.

First, Bogaert and Tison [3] introduced REC automata (tree automata with
comparisons between brothers) and denoted RECy the set of languages recog-
nized by these automata. The rules use tests in order to impose either equal-
ities, or differences between brother terms: rules like f(g¢,q)[x1 = ®2] = ¢ or
f(q,9)[x1 # z2] — ¢ are allowed. The emptiness problem in REC has been
proved decidable in [3] and the class has good closure properties.

One more general class with good decidability properties has then been intro-
duced (Caron et al. [5,4,6]): the class of reduction automata, which roughly allow
arbitrary disequality constraints but only finitely many equality constraints on

W. Thomas (Ed.): FOSSACS’99, LNCS 1578, pp. 150-164, 1999.
(© Springer-Verlag Berlin Heidelberg 1999
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each run of the automaton. By using these classes interesting decision results
have been got; for example, the encompassment theory ' can be shown decid-
able by using reduction automata and decidability of ground reducibility is a
direct consequence of this result ([7]).

One natural question arises when we consider a language recognized by an au-
tomaton with tests: is this language recognizable, and in this case can we com-
pute the corresponding ”classic” automaton? In other words, can we decide
whether ”constraints are really necessary to define the language”? Getting rid of
constraints allows e.g. to use classical algorithms for recognizable sets. For the
class of reduction automata, this problem contains strictly the decidability of
recognizability for the set of normal forms of a rewrite system, problem solved
but whose proofs are very technical [12,14].

Here we give a positive answer to this problem for REC, languages: we can
decide whether such a language is recognizable (and compute a classic automa-
ton when it exists). This partial result has some interesting corollaries; it gives
e.g. a decision procedure for testing whether the image by a quasi-alphabetic
homomorphism of a recognizable tree language is recognizable. (This result can
be connected with the cross-section theorem; the cross-section theorem is false in
general for trees; it is true when the morphism is linear [1], or when the morphism
is quasi-alphabetic and the image is recognizable. It is conjectured true when
the image is recognizable [8]). The result can also be used to decide properties
of term rewrite systems. When a rewrite system R has "good” properties (same
occurrences of a variable are ”brothers”: it includes the case of shallow systems
[11]), it gives a procedure to test recognizability of the set of normal forms of
R which is much easier than the general one and it allows testing whether the
set of direct descendants R(L) is recognizable for a recognizable language L:
testing these properties can be useful e.g for computing normalizing terms, for
computing reachable terms... ([15],[10]).

The spirit of the proof 1s natural: we define a kind of ”minimization” very sim-
ilar to the classical one (Myhill-Nerode theorem for tree languages [9,6]). The
difficulty is to extend the notion of context by adding equality or disequality
constraints. Then the point is that in the "minimized” automaton, it should
appear ”clearly” whether the constraints are necessary or not: e.g., when we
get two rules f(q,q)[x1 = x2] = ¢1 and f(q,¢)[x1 # 2] — ¢2, with ¢; and ¢z
non equivalent, it should mean that we need the constraints and so that the
language 1s not recognizable. Actually, the proof is a little more intricate and fi-
nite languages can disturb the “natural” minimization. E.g. the "minimized”
automaton associated with the recognizable language h*({f(a,a), f(b,0)}) is
a — ¢,b— q,flg,)[x1 = z2] — q¢,h(gr) — ¢; and then uses constraints.
So, a first step of the proof is devoted to eliminate these degenerate cases.
After basic definitions given in Section 2, RECy automata are introduced in
Section 3. The Section 4 is devoted to the proof.

! The encompassment theory is the set of first order formula with predicates red(x),
t term. In the theory red;(x) holds if and only if « is a ground term encompassing ¢
i.e. an instance of ¢ is a subterm of z.
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2 Preliminaries

The set of nonnegative integers is denoted N and N* denotes the set of finite—
length strings over N. For n € N, [n] denotes the set {1,...,n}, so that [0] is
another name for the empty set §.

An alphabet X 1s ranked if X = Up Y, where ¥, # 0 only for a finite number
of p’s and the non empty X, are finite and pairwise disjoint. Elements of X, are
said to be of arity p. Elements of arity 0 are called constants. We suppose that
X contains at least one constant.

Let X' be a set of variables. A term over Y’ UA’ 1s a partial function ¢ : N* — YUX
with domain Pos(t) satisfying the following properties:

- Pos(t) is nonempty and prefix-closed;

- Ift(a) € Xy, then i e N | i € Pos(t)} =1{1,2,...,n};

- If t(a) € X, then {i e N | i € Pos(t)} = 0.
The set of all terms (or ¢rees) is denoted by Ty (X). If X = §§ then Tx(X) is
denoted by Ts. Each element of Pos(t) is called a position.
Let t € T (X) and p € Pos(t). We denote by t|, the subterm of ¢ rooted at
position p and by #(p) the label of t at position p. Vi € [n] such that pi € Pos(t),
t|pi is said to be a son of the label ¢(p).
Let X, be a set of n variables. A term C' € Tx (X)) where each variable occurs
at most once in C' is called a context. The term Clty,...,t,] for t1,..., 1, € Tx
denotes the term in Ty obtained from C' by replacing for each i € [n] @; by ;.
We denote by C™(X) the set of contexts over n variables {z1,...,z,} and C(X)
the set of contexts containing a single variable.

3 Tree Automata with Comparisons between Brothers

Automata with comparisons between brothers (REC: automata) have been
introduced by Bogaert and Tison [3]. They impose either equalities, or dif-
ferences between brother terms. These equalities and differences are expressed
by constraint expressions. Here we will restrict to define normalized-complete
REC: automata (each REC, automaton is equivalent to a automaton called
normalized-complete REC, automaton [3]).

Rules of normalized-complete REC. automata impose, for each pair (pi, pj) of
positions of a term t where p is a position and ¢ # j € N, that ¢|,; = ¢|,; or
t|pi # t|p;. These comparisons are expressed by full constraint expressions.
First, we define the notion of full constraint expressions. Then we give the defi-
nition of normalized-complete REC automata.

Definition 1. A full constraint expression ¢ over n variables (z;)iern], » € N,
(in the following z; will always denote the i** son of a node) is a conjunction of
equalities #; = 2; and of disequalities 2; # x; such that there exists a partition
(E3)ierm) of [n], m < n satisfying:

c= AN wm=an AN mEa )
ke[m] LIVeEE k,k'€[m] k#£k’ I€EL 'L,

We denote ¢ = (Ls)ig[m) in order to simplify the notation, card(c) = m the
cardinality of ¢ and C'E}, the set of full constraint expressions over n variables.



The Recognizability Problem for Tree Automata with Comparisons between Brothers 153

For example, C'E3 = {({1,2,3}), ({1, 2},{3}), ({1, 3},{2}), ({2, 3}, {1}), ({1},
{2}, {31}

In the case n = 0, the full constraint expression over no variable is denoted by
T (null constraint).

Definition 2. A tuple of terms ({;);¢[,] satisfies a full constraint expression ¢
iff the evaluation of ¢ for the valuation (Vi < n,z; = ¢;) is true, when “=" is
interpreted as equality of terms, “£” as its negation, “T” as true, A as the usual
boolean function and. For example, the tuple of constants (a, b, a) satisfies the
full constraint expression 1 # 22 A1 = T3 A T2 £ 3.

Let us remark that if ¢ and ¢’ are full constraint expressions over n variables
then ¢ A ¢ is unsatisfiable if ¢ # ¢/.

Definition 3. Let ¢ be a full constraint of C'E} and (g;)ie[n] be a n-tuple of
states. We say that (¢;)ic[n) satisfies the equality constraints of ¢ if for Yk,1 €
[n], (¢ = (2x = 21)) = (g6 = @1).

Let us now define normalized-complete REC: automata.

Definition 4. A normalized-complete automaton A with comparisons between
brothers (normalized-complete REC automaton) is a tuple (X, @, F,R) where
Y i1s a ranked alphabet, ) a finite set of states, F' C () a set of final states and
R CU; i x CE! x Q'+ aset of rules (a rule (f,¢,q1,. .., qn, q) will be denoted
Flg1,- -+, qn)lc] = q) with:

o Adeterministic i.e. for all rules f(q1,...,qn)[c] = ¢ and f(q1,...,90)[c] =
9, 9=4¢;

e For each letter f € X, each n-tuple (¢i);e[n] € @, each constraint ¢ of
CLE}, such that (g;)ie[n) satisfies the equality contraints of ¢, there exists at
least one rule f(q1,...,¢x)[c] = ¢

o And for each letter f € X, each n-tuple (¢;)ie[n) € @, each constraint ¢
of C'E}, such that (¢;);e[n) doesn’t satisfy the equality contraints of ¢, there
exists no rule f(q1,...,qn)[c] > ¢ ER.

Let f € X, and (4;);¢[n] be terms of T'y. The relation X 4 is defined as follows:

f(ti, ... ty) =4 q if and only if
(Elf(ql,...,qn)[c] — q € R such that Vi € [n],{; 54 q; )

and (t;)ie[n] satisfies the constraint ¢

Let ¢ be a state of Q. We denote by £.4(g) the set of terms ¢ such that ¢ 54 4.
A tree t € Ty is accepted by A if there exists a final state ¢ such that ¢ € £4(g).
The language £(A) recognized by A is the set of accepted terms. We denote by
REC the set of tree languages recognized by the class of REC: automata.

Ezxample 5. Let A= ({a,h, f}, {9,491, 90}, {gr}, R) with R:
a—q h(g) —q hiqr) = ap
hlap) = ap  fla. 0.9l = ar  fla. ¢, 9]l = qp V' € CEL\ {c}
Flar,q2,93)[¢] = ap Y(q1,02,93) € Q°\ {(¢,4,9)}, V' € CE}
where ¢ is the full constraint expression #1 = x3 A 23 # 1 A 23 # 2. Then A

recognizes the language {f(h" (a), k" (a), A" (a)) | m,n € N, m # n}.
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4 Recognizability Problem

We consider the recognizability problem in the class REC:
Input: A ranked alphabet X' and a language F € REC%.

Question: Is F recognizable?

We will prove that the recognizability problem is decidable; furthermore, when
the input language is recognizable, our algorithm computes a corresponding tree
automaton.

The idea of the algorithm is the following: we define a kind of minimization, close
to the classic one (Myhill-Nerode theorem for tree languages [9,6]) but dealing
with constraints: roughly, two states will be equivalent, when they have the same
behaviour for the same context with constraints. This needs defining constrained
terms which are terms labeled with equality and disequality constraints. Then,
the point is that, when the reduction works well, it should be the case that non
necessary constraints are dropped. For example, let us suppose that we have
two rules f(q,¢)[z1 = x2] = ¢1 and f(q,¢)[r1 # ®2] = ¢2; when ¢; and ¢5 are
equivalent, it means that the constraints are not necessary.

However, the reasoning fails when the language associated with a state is finite:
a— q,b = q,f(g,9)[z1 = 23] = ¢ use constraints to define the finite (thus
recognizable) language {f(a, a), f(b,b)}. So in a first step, we eliminate states ¢
s.t. L4(q) is finite (section 4.1). Then we extend the notion of context to take
in account equality and disequality constraints (section 4.2) and then, we define
and compute ”the” reduced automaton (section 4.3). Finally, we prove that the
language is recognizable iff the reduced automaton is not ”constraint-sensitive”
(section 4.4), i.e. two rules whose left-hand-side differ only by constraints have
the same right-hand-side. We deduce decidability of the recognizability problem
in the class RECy: and obtain an effective construction of the corresponding
automaton, when the language is recognizable.

4.1 How to reduce to the ”infinite” case

Let F € REC: and A = (X, Q, F, R) be a normalized-complete REC automa-
ton recognizing F. Let us suppose that there exists at least a state ¢ of A such
that £.4(q) is finite. Let us denote:

F = U [,A(q) and Fy = U *CA(Q)~

q€F,L A(q) finite q€F,L A(q) Infinite

Since L(A) = F1UF, and F is finite, L(A) is recognizable iff 5 is recognizable.
The language F» is recognized by the REC, automaton 8 = (X, (), F', R) where
F''={qlq € F, L 4(q) infinite}. We construct a new alphabet I' by encoding, for
each state ¢ such that L£g(q) is finite, the terms of £Lz(¢) in the symbols of I'.
We define a REC automaton B’ on I' and a linear morphism ¢ from Tr(X)
onto T (X) such that for each state ¢ of B, Lp/(q) is infinite and such that
o(L(B")) = L(B) and =1 (L(B)) = L(B'). We deduce that (£(B) is recognizable)
< (L(B') is recognizable) since ¢ is linear (the entire proof can be found in [2]).
We deduce that the general case can be reduced to the infinite case since for
each state ¢ of the automaton B’, Lg/(q) is infinite.
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Before studying the ”infinite” case, let us give an example of construction of
B and ¢. Let & = {a/0, f/2} and B = (X,Q, F',R) where Q@ = {¢,9p, 4},
F’ = {qs} and R is composed of the following rules:

a—q fla, @)[z1 = 22] = g5
Flag,ap)lzr = 2] = ¢y Flap, ap)ler = xa] = qp
a1, g2)[z1 # 2] = qp Y(q1,92) € (@ x Q)
B is a normalized-complete REC: automaton. Obviously £5(¢) = {a} and,
L(gp) and L5(gr) are infinite. Then we consider O a symbol not in X' and we
define the alphabet I' = {f(gyg),f(gya), f(ayg), f(a,a)}~
Then B = (I,Q', F',R') is the REC, automaton where @' = {¢;,¢s} and R’

i1s composed of the following rules:

fa,a) = a5 fo,o) (g1, g2)[21 # ®2] = qp Y(q1,42) € (@' x Q)
fo,a () = gp Vg1 € Q' oo (ar, qp)[z1 = x2] = g5
frao)(92) = 4p Vg2 € Q' froo) (g, ap)[z1 = 22] — g5
And ¢ : Tp(X) = Tx(X) is the linear morphism defined as follows:

e(fla,0) = fla,a) e(fio,0) (@) = fey, a)
o(fioo) (1, 22) = f(21,22) o(fra,m) (1) = fla, x1)

So we can suppose in the rest of the proof that for each state ¢ of the normalized-
complete automaton A = (X, Q, F, R) recognizing F, £L4(q) is infinite.

4.2 Constrained Terms

In the class of recognizable tree languages, an equivalence relation using contexts
is used in order to minimize the automata (Myhill-Nerode theorem for tree
languages [9,6]). We define a similar notion in the class of REC: automata.
As the rules of REC, automata contain comparisons between brother terms,
we introduce the notion of terms imposing equalities and disequalities between
brother terms, these comparisons being expressed by full constraint expressions.
Such terms are called constrained terms. The label of a constrained term at a
position p 1s the combination of a symbol and of a full constraint expression
¢ such that the equality constraints of ¢ are satisfied by the sons of the label
and such that there is no disequality constraint between equal ground sons of
the label. Leaves of a constrained term may also be states or occurences of an
unique variable.

More formally, let  be a variable and X’ be the ranked alphabet defined by
VneN, X ={fc| f€ Zy,ceCEL}. A constrained term C over ¥ U Q is
a term of Tx:(Q U {x}) where the states of @ are constants and Vp non leaf
position of €', 3n > 0, such that C(p) = f. € X/, with:

o The n-tuple (C|pi)ie[n satisfies the equality constraints of ¢;
e ¢ contains no disequality constraint between equal ground sons i.e. Vi, 5 €
[n], (Clpi € Tpr and Clpi = Clpj) = (¢ = (2 = 7;)).
Ezample 6. Let g, f € X5 and q1,¢92 € Q. Then fo(9c(q1, %), 9o (g2, ) with
¢ = [z; = x2] and ¢/ = [#1 # x2] is not a constrained term since g./(q1,z) #

9o (g2, ). But fe(ge (g1, 2),90(q1, %)) with ¢ = [#; = 2] and ¢/ = [x1 # x2] is a
constrained term.
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Constrained terms are terms hence we use the usual notion of height of a term on
constrained terms with height(c) = 0if ¢ € QU {x} and height(c) = 1 if c € X.
Let C be a constrained term and ¢ € @, we denote by C[q] the constrained term
obtained from C' by replacing each occurence of z by q.

Run on constrained terms We extend the notion of run on terms to run on
constrained terms. Let C' be a constrained term and ¢, ¢’ be states. We denote
Clg] “a ¢ iff
e Either C'= ¢ or (C' =z and ¢ = ¢');
o OrC' = f.(Cy,...,Cy) with f. € 2, (Ci)ig[n) constrained terms such that
Vi € [n) Cilq] >4 ¢; and flar, - qn)lcl = ¢ €R.
Let us now extend the notion of run to run between constrained terms. Let C, C’

be constrained terms and ¢ be a state. We denote C[q] =4 C” iff there exists a
set P of positions of C' such that:

e YpEP,C'|, €Q and C[q]|, =4 C'|;
e Vp € Pos(C) not prefixed by a position of P, C'(p) = Clg](p).

4.3 Minimization
Definition 7. let =4 be the relation on @ defined by for all q,¢' € Q, g =4 ¢
if for each constrained term C, (Clg] 34 1 € F & C[¢'] 54 q2 € F).

The relation =4 is obviously an equivalence relation. In the following, we as-
sociate with the automaton A a normalized-complete REC% A, said “mini-
mized” whose states are the equivalence classes of the relation =4 and such that
L(A)=L(A,,).

First we prove that the equivalence classes of the relation =4 are computable.
Then we define the automaton A,,.

Equivalence Classes Algorithm EQUIV
input: Normalized-complete REC automaton A := (X, Q, F,R)
begin
Set P to {F,Q\ F} /* P is the initial equivalence relation*/
repeat
pP =P
/* Refine equivalence P’ in P */
qPq’ if ¢P'q’ and VC constrained term of height 1,

Clg] S q1 and Cq'] 4 g2 with g1 P'g»

until P = P
output: P set of equivalence classes of =4
end

We denote by ¢ the equivalence class of a state ¢ w.r.t. P, the set computed by
the algorithm EQUIV. Let us prove that the algorithm EQUIV is correct i.e.
that P is the set of equivalence classes of =4 (Lemma 10). First we consider
two rules whose left hand sides differ only by replacing all occurences of one
state bounded by equalities imposed by the constraint by a state of the same
equivalence class w.r.t. P. Then we prove that the right hand side of the two
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rules belong to the same equivalence class w.r.t. P (Lemma 8). We deduce that
the equivalence classes w.r.t. P are compatible with the rules of the automaton

A (Corollary 9).

Lemma 8. Let f(q1,...,qn)[c] = ¢ € R and fldy, - a)e] = ¢ € R such
that there exists j € [n] such that q; € q}LVi € [n],((c= i =z;) = ¢} = ¢})
and ((c = 2z £ 2;) = ¢; = ¢;). Then g € ¢'.

Proof. First the rule f(qf,...,q,)[c] = ¢ is well defined since we can prove
that (¢’)ie[n) satisfies the equality constraints of ¢. Let us now consider the
constrained term C defined by head(C) = f. and for each i € [n]if ¢ = 2; = z;
then C(7) = x else C(4) = ¢;.

Obviously Vi € [n], Clg;lli = f(q1, ..., ¢n)|i then C[g;] =4 ¢. Let us now prove
that Vi € [n], Clg}]li = f(q1, .-, qn)li- Let @ € [n]. If ¢ = @; = x; then ¢; = ¢}.
Then Clgjlli = ¢ = q; = flq1,-- -, qn)li- H ¢ = @i # xj then Clgf]li = ¢i = ¢} =
[y, qp)li. Hence Vi € [n], Clgj]li = f(q1, - .-, q)|i then Clgj] —a ¢
Moreover ' is a constrained term of height 1 hence according to the EQUIV
algorithm, we have ¢ € qN’ since ¢; € q} which ends the proof of Lemma 8.

Corollary 9. Letf(ql, o)l = g €R and fl4h, ..., q,)[c] = ¢ € R such
thatVj € [n] q; € ¢}. Then g € ¢'.

Let us now prove that the algorithm EQUIV is correct.

Lemma 10. P s the set of equivalence classes of =4 t.e.:
Ve, €Qe=ad) e (¢€q)

Proof. First, we can prove that Vg, ¢ € Q (¢ ¢ qN’) = (¢ #Z4 ¢') by induction

on the step of the algorithm EQUIV where ¢ ¢ ¢’ appears. We deduce that

Ve, €Qe=ad) = (¢€ ).
In order to prove the implication <, we first prove that:

Vo, €Q, q€q = (VC constrained term { C'[q/] :)A I (s € é;/))

by induction on the height of the constrained term. Let ¢, ¢’ € @ such that ¢ € q'
and C' a constrained term such that C[q] >4 s and C[g'] >4 5.

C of height 0: Either C' € @: Hence 3¢” € @ such that C = ¢”. Clq] =
Cl¢'] = ¢” hence s = s' = ¢”. Finally s € s
Or C =u: C[g] = q and C[¢'] = ¢’ hence s = ¢ and s’ = ¢'. Finally s € s/
since ¢ € ¢'.

Induction hypothesis: Let k& € N. Let us suppose that the property is true
for all constrained term C' of height less than or equal to k. Let C' be a
constrained term of height k41. There exists f € X, ¢ € CE},(Ci)ign)
constrained terms such that C' = f.(C1,...,Cy). According to induction

hypothesis, Vi € [n], Ci[q] =>4 ¢; and C;[¢'] >4 ¢ with ¢; € ¢/
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(Ci)ieln satisfies the equality constraints of ¢. Moreover A is deterministic
hence Vk,l € [n] such that ¢ = (x5 = 2;), we have ¢; = ¢; and ¢;, = ¢/ since
Cr = C;. We deduce (¢;)ig[n) and (q;)ig[n) satisfies the equality constraints
of ¢. Hence since A is normalized-complete, there exists f(g1,...,qn)[c] —
seR and f(¢),...,q)[c] = ¢ €R.

Moreover Vi € [n], ¢; € ¢;. We deduce from the Corollary 9 that s € s

At the beginning of the execution of EQUIV, P = {F, @\ F}, hence:
Ve F\Yg €Q,(d €9) = (¢ €F) (2)

since at each step of the algorithm ¢Pq’. We deduce that Vg, ¢ € Q (¢ Z4 ¢') =
(¢" € §) which ends the proof of Lemma 10.

Let us now define the automaton A,,. Let us denote § the equivalence class of a
state ¢ w.r.t. =4. Let Ay, = (X, Qm, Fn, Rim) defined as follows:

® (J,, 1s the set of equivalence classes of =4.
o I'n={j|qeF}.
e Ry ={f(q1,...,dn)[c] = G |Vie[n]Ig € ¢, €4
such that f(q},...,q,)[c] = ¢ €R}.

We prove now that A, is a normalized-complete REC: automaton (Lemma 11)

and that £(A) = L£(A,,) (Lemma 12).

Lemma 11. A, is a normalized-complete REC: automaton.

Proof. First we prove that A, is deterministic. Let f(41,...,¢n)[c] = § € Rm
and f(q1,...,dn)[c] = § € Rp. According to the definition of R,:

o Vi€ [n], 3¢} € ¢;, 3¢’ € ¢ such that f(q},...,q,)[c] = ¢ €R.

o Vi€ [n], ¢! € ¢;,3s' € § such that f(¢Y,...,q¢))[c] = ¢ € R.
Vie[n] ¢ € qz hence according to Lemma &, s’ € ¢/. Then § = § since § = ¢/,
§ = s and ¢/ = s'. Finally A,, is deterministic. Let us now prove that A,
is normalized-complete. Let f € 2, ¢1,...,¢n € Qm and ¢ € CEJ, such that
(¢3)ie[n] satisfies the equality contraints of c.
Let (g;)ie[n] such that Vi € [n] q; € ¢; and Vk,I € [n] (¢ = (2x = x1)) =
(q;, = q{)- The last condition is possible since Vk,l € [n] (¢ = (2 = %)) =
(dk = Gi) and (q;)ie[n) satisfies the equality contraints of c. (¢});e[n] satisfies the
equality contraints of ¢ and A is complete hence 3f(¢},...,q,)[c] = ¢ € R.
Hence f(qN’l, Cel qzl)[c] — § € Ry, according to the EQUIV algorithm. Moreover
Vi € [n], we have ¢; = ¢} hence f(q1,...,¢n)[c] > § € Rim.
Finally, we deduce A,, is a normalized-complete REC% automaton which ends
the proof of Lemma 11.

Lemma 12. £(A) = L(A,,).
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Proof. First we can prove by induction on the height of ¢ that V¢ € Ty ,Vq €
Q,(t 54 q) = (t 54, §). Wededuce that £L(A) C L(A, ).
Then we deduce £(A,,) C L(A) from the property (2) and the following prop-
erty:

VteTs, YgeQ,(t 54, §) = (3¢’ € §such that t 54 ¢').
We deduce that £(A) = L(A,_,) which ends the proof of Lemma 12.

Remark 13. We can prove easily that V¢ € Qm, L4, (¢) is infinite and that
Ve,q9" € Qm, (¢ =a,, ¢') = (@=1¢).

4.4 Characterization

Let A be a normalized-complete REC: automaton. According to the Section 4.3,
we can consider automata satisfying properties of Remark 13. We give now
a necessary and sufficient condition for the language recognized by A to be
recognizable.

Proposition 14. Let A = (Z,Q, F,R) be a normalized-complete RECx au-
tomaton such that for each state q of A, La(q) is infinite and such thatV¥q,q' €
Q, (q=aq) < (g =4¢). Then L(A) is recognizable if and only if for all rules
flar, - an)lel = 4, flar, . an)[d'] = ¢ of R, we have ¢ = ¢'.

In order to prove Proposition 14, we need some technical lemmas. First, since the
language recognized by each state of A is infinite, we prove that we can ”instan-
tiate” each constrained term to a ground term. In fact we prove (Definition 15
and Lemma 16) that we can associate with each constrained term over U Q a
constrained term over X without occurence of z by replacing each occurence of
a state ¢ by an element of £4(¢q) and each occurence of z by an element of an
infinite set of ground terms.

Definition 15. Let C' be a constrained term. We denote:
e V(C) the set of variable positions of C: V(C') = {p € Pos(C) | C(p) = «}.
e S(C) the set of state positions of C: S(C) = {p € Pos(C) | C(p) € Q}.
o For each ¢ € Q, S(C)(a) = {p € S(C) | Clp) = a}.

Lemma 16. Let C be a constrained term over X U Q and T be an infinite set
of terms of Tx,. There exists a constrained term C' over X without occurence of
x such that:

* Vp € Pos(C)\ (V(C) US(C)), C'(p) = C(p),

e FEach variable of C' s replaced by a constrained term associated with an
element of T i.e. Yp e V(C), 3t € T, C'|, = laby,

e FEach state of C' 1is replaced by a constrained term associated with an ele-
ment of the language recognized by the state i.e. Vg € Q,Vp € S(C)(q), 3t €
La(q),C'|p = laby,

where laby denotes for each term t the constrained term over X obtained from
t, i.e. ¥p € Pos(l), ift(p) = [ € X, n > 0, then lab:(p) = fo with ¢ the full
constraint satisfied by (t|pi)ien], else labe(p) = t(p).
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Proof. Let C' be a constrained term over XU @ and T be an infinite set of terms
of T's. First let us deduce from the full constraint expressions of each position
of ', full constraint expressions between the positions of (' where the variable
z occurs and between the positions of (' where the same state occurs.
In fact if we consider the positions where the variable # occurs (positions of
V(C)), we express all the equalities between these positions imposed by the con-
straints of (/. When none equality is imposed between two positions we impose
a disequality since :

e Constraints impose only equalities between brothers hence between terms

whose positions have the same length.

e According to the definition of constrained terms, equalities are only im-
posed between equal terms in a constrained term.

We can do the same for positions of S(C)(q) for each ¢ of Q.

More formally, for each position p of C' such that C'(p) € X', we denote conte(p)
the constraint obtained by projection from X’ onto C'E/, and we define Vp €
S(C)uV(C) a variable z,. We denote cy(¢) the full constraint expression over
(2p)pev(cy and Yq € @, cs(c)(q) the full constraint expression over (2,)pes(¢)(q)
defined as follows:

1. We express the equalities imposed by the constraints:
Vp € Pos(C'), Yi,j (conte(p) = (x; = ;) = Vv such that zp;y defined
iy € V(C) = (2piy = 2pjy) € cv(0) )
Ziy € S(C)(9),4 € @ = (2piy = Zpjy) € Cs(C)(a)
2. We apply the transitive closure to express all equalities:
(2py = 2ps N 2py = 2ps) € vy = (2p; = %ps) € Cy(0)-
Vg € Q, (2p, = 2py N 2py, = 2ps) € c5(0)(q) = (2p1 = %ps) € €5(C)(g)-
3.Vp,p" €V(C),p# 1, (5p = 2pr) E eviey = (% # 21) € ey(c);
4.Yq € QVp,p' € S(O)q)p # V(% = 7) & csioyg = (3 # 71) €
Es(C)(a)-

Since T is infinite and Yq € Q, L 4(q) is infinite, there exists (t,),ev(c) € T' and
Vg € Q, (tp)pes(c)(q) € Lal(g) such that:

1. Vp e V(C)US(C), t, s of height strictly greater than height of C' and strictly
greater than height of terms of the set {t,/ | p’ € V(C) U S(C), length of p/
strictly less than length of p}.

- Vp e V(O),Vp' € S(C), t, #tp.

Vg4, q# 4, Vp € S(C)(q), VP € S(O)d), tp # L

- (tp)pev(c) satisfies cy(c).

. Yq €@, (tp)pES(C)(q) satisfies CS(CY(q)-

Ot W N

Let us remark that point point3 is satisfied for all families of terms since A is
deterministic. Let C” be the term of T’ defined as follows:

o ¥p € Pos(C) \ (V(C) US(C)) C'(p) = C(p);
o VpeV(C)US(C) C'], = laby,.
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For each p € V(C), p’ € S(C), constraints of C' impose z, # 2, since C(p) #
C(p’). This constraint is satisfied by lab;, and lab; , according to previous
points 1 and 2. Similarly for each p € S(C)(q), p' € S(C)(¢'), ¢ # ¢, con-
straints of (' impose 2z, # zp+. This constraint is satisfied by lab;, and labtp,
according to previous points 1 and 3. We deduce that C” is a constrained term
over X without occurence of  which end